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1. Overall Description:
SA WG3 would like to thank SA2 for their LS S2-030445 (S3-030022) Title: “LS on use of HTTP between UE and AS in the IMS”. 

SA3 acknowledges that the work has been progressed well.  Several contributions were presented and discussed during our current meeting SA3#27; they are included as attachments S3-030056, S3-030060, S3-030069 and S3-030084 for further information. Based on the fact that there are multiple approaches listed in every contribution, SA3 has decided to further study the final Stage-2 design.  SA3 is happy to provide further information in the future on this aspect. 

Meanwhile, SA3 would like to inform the following working assumptions:

· TLS will be taken as a priority mechanism for protection of HTTP, such as integrity and confidentiality, but it will be further studied along with other mechanisms;
· The authentication method should use the AKA authentication;

· SA3 has envisaged the interleaving attack in tunnelled authentication protocols; the approach to be adopted shall mitigate the attack.

The Pseudo-CR  (attached in S3-030069) was approved by our current SA3#27 meeting as part of SA3 TR: Presence Service, and shall be the base for further development of the HTTP security mechanism.

2. Immediate response to the questions in the LS:

At the moment SA3 is not in the position to acknowledge the final decision to SA2 regarding to the three questions in their LS.  However an immediate response based on the discussion during the meeting is given as below:

a. “Whether and how existing security mechanisms for HTTP (e.g. SSL/TLS) can or should be used.”

At the moment SA3 has reached the working assumptions in section 1 of this LS; the details of Stage-2 work is for further studying.
b. “Whether and how subscriber certificates could be used. “

No final decision has been made in SA3 whether the subscriber certificate could be used. Concern has been expressed that a dependency is introduced between the architecture supporting subscriber certificates and that of the presence.  . On the other hand, the usage of subscriber certificate is seen that is compliant with TLS (which does not mean that other solutions under discussion would not be IETF-compliant as well).
c. “Whether and how IMS registration can be linked to authentication for subscriber self administration. As a principle, registration in the IMS should provide access to all subscribed IMS services. Thus the question arises whether registration at the S-CSCF can “include” the authentication to IMS ASes by some means.”
 It is ffs in SA3 whether IMS registration could be linked to the subscriber authentication of the HTTP session. There are open issues with this approach as well as with the other approaches. It is seen that all approaches may require further developments of the architecture.
3. Actions

To SA2: 

SA3 kindly asks SA2 to provide their view on 

1.  the architectural implications of all approaches;

2. the potential dependencies created by all approaches.
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