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SA3 would like to thank SA1 for the liaison S1-030218 (S3-030020) regarding Generic User Profile mode of operation.

SA3 were asked to review the modes of operation that have been informally identified for GUP and assess any privacy and security issues. Of particular interest were the second and third modes. 

1. carrier connected: the UE is connected to the network 

2. carrier disconnected: the UE is not connected to the network (e.g. lack of coverage, in a plane) 

3. 3rd party connected: the UE is connected to a computing device (and maybe to another network) via IR, serial, USB, Bluetooth

After some email discussion in SA3 the following issues have been identified:

Transitions between on-line and off-line modes regarding data replication are security-relevant. TS 22.240 section 4.4 defines "Changes of GUP component copies have no impact on the master GUP component where the copy was inherited." This means that only changes to UE-resident master GUP data in mode (2) and (3) remain persistent. There are no security concerns with persistent changes in mode (2) and (3) to UE-resident master GUP data.

In mode (3), the UE would have to take care of all GUP security towards the 3rd party, which is handled by the 3GPP network in mode (1). In case of privacy breaches, it may be difficult to prove whether the breach occurred in mode (1) or mode (3).  It is difficult for the UE to establish security and trust relations with 3rd parties in mode (3) of the same quality that is possible towards the home network (due to the strong trust relation manifested in the UICC).

3. Actions

To SA1: 

SA1 should be aware of the security concerns of operating in 3rd party connected mode, and use this information in determining future requirements.
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