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	Tdoc #
	Source
	Title
	Summary
	Proposed

Conclusion

	S2-030922
	R3-030348
	REPLY on use of Allocation/Retention Priority
	The LS sent to GERAN2 and CN4 (copy to SA2).

3GPP TSG RAN WG3 thanks GERAN WG2 for their liaison statement on the use of Allocation/Retention Priority. RAN3 has discussed the issue and provides the following answer:

· The definition of such parameters can be found in CN specifications – under the responsibility of CN4 and SA2. 

· RAN3 has designed the RANAP to be as generic as possible and as such, no distinction is made between the CS and PS domains. 

· RAN3 expect that CN4 can provide the appropriate answers on this subject to GERAN2.
	Noted

	S2-030923
	R3-030349
	Liaison Statement to confirm Maximum Rate Control and Guaranteed Bit Rate
	The LS is sent to SA2 (copy to SA4, R2 and CN4). R3

RAN3 thanks SA2 for their liaison statements regarding the Maximum and Guaranteed bit rates. The issue was discussed in RAN3#34. RAN3 has clarified its previous answer regarding to the CS case.

RAN3 would like to confirm, as requested by SA2, that for the resource management CS case, it is also the understanding of RAN3 that the guaranteed bit rate has to be the lowest codec mode of the AMR ACS and the maximum bit rate has to be the highest codec mode of the AMR ACS.

What RAN3 simply emphasized in its previous answer to SA4 is that due to the flexibility of the RANAP protocol, this has to be achieved by the proper settings done in the CN nodes.
	Noted

	S2-030924
	R3-030351
	Reply LS on Usage of UMTS Bearer Service attribute Maximum SDU size
	The LS is sent to SA2 (copy to RAN2, GERAN2, SA4, CN4)
RAN3 would like to thank SA2 for their LS on Usage of UMTS Bearer Service attribute Maximum SDU size which was received in R3-030255.

Referring to SA’2  question 

SA2 kindly asks RAN2, RAN3 and GERAN2 to provide feedback on their understanding of the “Maximum SDU size” attribute and its usage for radio specific purposes, especially on the lower range of signalled values for the “Maximum SDU size”. 

RAN3 would like to provide the following answer:

RAN3 shares SA2’s view that excessive fragmenting and/or discarding should be avoided, as this has impact on network performance or QoS respectively.

From a RAN3 perspective, the value signalled on Iu within the RAB Attribute “Maximum SDU size” represents the result of an already performed negotiation among CN nodes and shall be therefore obeyed by the UMTS radio network – regardless the actual value.

However, user level IP packet fragmentation and/or discarding of user data not conforming to the signalled “Maximum SDU size” is assumed to take place in the GGSN/UE only and consequently the “Maximum SDU size” attribute shall be obeyed by the UTRAN in terms of admission control and policing only.

Moreover, the RNC behaviour regarding the admission control and policing upon reception of not conforming traffic is assumed to be implementation dependant.
	Noted

Related to S2-031110 (Reply to the same LS from R2)

Also Related to S2-031130 (Reply to the same LS from G2)

	S2-030949
	N2-030099
	LS on CAMEL_PS_Notification procedure
	The LS is sent to SA2 (only) in response to: LS (N2-030010 (S2-023657)) "Response on CN2 conclusion on CAMEL_PS_Notification procedure"
CN2 thanks SA2 for the above mentioned LS on the information that the agreement had been reached on the CR 23.060-399rev3 (S2-023656) that adds the CAMEL_PS_Notification procedure call to the Mobility Management procedures of TS 23.060 for Release 5.

No SA2 action is needed:

CN2 is pleased to inform SA2 that the changes to TS 23.060 in the CR are in line with the related CAMEL specification TS 23.078, including their concerned issue with regard to the sequence of the procedure calls.
	Noted

	S2-030950
	S3-020704
	LS on Requirement to allow access to IMS by means of SIM
	The LS is sent to TSG SA, SA 1, CN 1, CN 4, SA 2 and T 3

SA 3 thanks SA 1 for their LS on IMS access.

SA 3 considered the SA 1 requirement and concluded that it can be addressed by conversion functions in the UE and in the HSS as described in the attached CR. An alternative solution with the conversion done in the S-CSCF instead of the HSS was also considered but abandoned due to its potential impact on the Cx interface.

SA 3 would like to emphasize that allowing IMS access to subscribers still using a SIM does only provide a 2G level security to those subscribers: the home network will not be authenticated and the session keys are limited to maximum 64 bit effective strength. Therefore, SIM-based access to IMS should only be considered for a transition period and not as a long-term solution.

This new requirement may have an impact on T 3 specifications for Release 5 terminals.

Further changes are needed in CN specifications which might have an impact on addressing the requirement within the Rel-5 timeframe. 

SA 3 did not find any technical problem in transporting the GSM AKA over Digest-AKA (RFC 3310) because all parameters are populated. This use of Digest-AKA goes beyond the originally intended purpose.

No actions for SA2

	Noted

The LS is outdated as SA#19 decided to reject the SIM access to IMS CRs

	S2-031104
	G2-030246
	Reply: LS on Usage of UMTS Bearer Service attribute Maximum SDU size Reply: LS on Usage of UMTS Bearer Service attribute Maximum SDU size
	replaced by S2-031130

	Withdrawn

	S2-031105
	G2-030272
	Reply to LS on GERAN Iu mode impact to UTRAN
	The LS is sent to RAN2 (copy to SA2, RAN3)

TSG GERAN WG2 thanks TSG RAN WG2 for the LS on “GERAN Iu mode impact to UTRAN REL 5” (Tdoc G2-030152, R2-030628). TSG GERAN WG2 has discussed the issues presented in the LS and has concluded on the raised issues as shown below.

First question:

“It was not clear to RAN WG2 what principle had been followed i.e. is the handover supposed to re-establish the complete radio variables or is it targeted to offer continuity like UTRAN-UTRAN case?”

Answer:

The guiding principles for the work on GERAN Iu mode handover procedures were agreed during TSG GERAN ADHOC# 5,May 2001, and are captured as follows:

· Source adopts to the target (e.g. in case of circuit switched handover from GERAN A/Gb mode to GERAN Iu mode the target RNC-id is sent within Handover Required message). Note: to avoid changes to existing messages the RNC-id shall be used to identify the target BSC/RNC

· Existing handover procedures shall be reused for GERAN (from core network point of view no new handover procedures are introduced due to GERAN inter-mode / intra-mode handovers and GERAN/UTRAN inter-system handovers, changes in messages shall be avoided). However the content of the transparent containers that are passed through the core network will be different.

As it can be seen from above, TSG GERAN WG2's intention was to follow the principles of "source adopts to the target" and the proposed solutions were never intended to break this required principle. TSG GERAN WG2 appreciates opinions of TSG RAN WG2 experts on this matter, and agrees with TSG RAN WG2 proposal that adopting RADIO BEARER RECONFIGURATION message (as defined in 3GPP TS 25.331) to be used inside the INTER-SYSTEM HANDOVER TO UTRAN message (as defined in 3GPP TS 44.118) is a better solution. 

Further TSG GERAN WG2 would like to note that the handover between GERAN Iu mode and UTRAN is seen like UTRAN-UTRAN handover. The principles (i.e Stage 2) were agreed and are implemented in 3GPP TS 23.060 Rel 5. 

GERAN WG2 would like to inform RAN2 that it will make required changes to 3GPP TS 44.118 once TSG RAN WG2 decides on the solution. 

Second question:

“Regarding inter-RAT cell reselection with Iur-g it was complained that the principle of "source adapting to target" is not followed, in the sense that the target system needs to be upgraded (ie. to support Iur-g).”

Answer:

During the development of Iur-g the following principles were agreed together with TSG SA WG2 and TSG RAN WG3 (see Stage 2 specification for Iur-g in 3GPP TS 43.130):

· The Iur-g interface shall be open.

· From a logical standpoint, this interface is a point to point interface between one BSS and one BSS or RNC within a PLMN. From a physical point of view, the interface could share Iu or other transmission resources.

· The Iur-g interface is optional. The presence of the Iur-g shall be transparent to the MS: the 3GPP specifications shall ensure that all mobiles function correctly irrespective of the presence or absence of the Iur-g interface.

· This interface shall support the exchange of signalling information between a BSS and a BSC/RNC. The Iur-g interface shall not carry user information.

· A GRA contains one or more GERAN cells and zero or more UTRAN cells. A URA contains one or more UTRAN cells and zero or more GERAN cells.

· NOTE:
The term RAN Registration Area (RRA) is used in this document to refer to a registration area irrespective of whether it contains GERAN cells, UTRAN cells or both types of cells. The terms GRA and URA will be used in GERAN and UTRAN specifications, respectively, where GRAs may contain UTRAN cells and URAs may contain GERAN cells.

· In Iu mode, the BSC has been allocated an identifier (BSC-Id) from the same pool of numbers as the RNC-Id.

Other design principle was to minimize the impacts on the RAN and GERAN altogether. TSG GERAN WG2 believes that impacts on the RRC of UTRAN are minimized while following the agreed principles, especially the principle of keeping Iur-g transparent to the MS.  In cases of a mixed registration area (i.e. a registration area containing UTRAN cells and GERAN cells), the RRC entity in the serving node must implement RRC functionalities and appropriate coding that are potentially used over the Iur-g interface. For example, if a registration area contains UTRAN and GERAN cells and the serving node is SRNC, then RRC entity in SRNC must handle RRC functions for Cell Update, GRA Update and RRC Connection Release that are specified in 3GPP TS 44.118. Similarly, if in such mixed environment there is a SBSC, then the SBSC must handle related RRC functions as specified in 3GPP TS 25.331.
	Noted

Reply to R2 LS in S2-031109



	S2-031106
	GP-030297
	LCS architecture descriptions for TS23.002 update
	The LS is sent to SA2 (copy RAN, RAN3) in response to S2-023671 (GP-030113) on “LCS architecture descriptions for TS23.002 update” from SA2

TSG GERAN thanks SA2 for the LS regarding an update of TS23.002 to provide an overview of LCS architecture for UTRAN and GERAN. We have reviewed S2-023671 and the associated CR’s (GP-030113) and provide the following answers to the specific questions:

· Should the Standalone LMU/Type A LMU be seen as internal to BSS/RNS?

· Should this Standalone LMU/Type A LMU be shown connected via the Um/Uu interface?

· Should the GERAN figure show the Lp interface and its associated SMLC?

TSG GERAN references the Functional LCS Architecture in GERAN described in the GERAN Stage 2 for LCS (43.059) where it is shown that the Type A LMU is part of the GERAN, but not part of the BSS. TSG GERAN confirms this is correct and that the Type A LMU should not be seen as internal to BSS.

TSG GERAN references the Functional LCS Architecture in GERAN described in the GERAN Stage 2 for LCS where it is shown that the Type A LMU is connected via the Um interface. TSG GERAN confirms this is correct.

TSG GERAN agrees that the Lp interface connecting the two SMLCs as shown in S2-023583 and S2-023584 is a valid configuration of the LCS Architecture, even though the Functional LCS Architecture in GERAN as described in the GERAN Stage 2 for LCS does not explicitly show the Lp interface and its associated SMLC as shown in the CRs. TSG GERAN does not consider the addition of the Lp interface to be an “essential correction” and therefore will not approve the addition of the Lp interface to 43.059 for any frozen release.
	Forward to LCS

The LS is related to S2-031107 from RAN2

	S2-031107
	R2-030620
	Response Liaison Statement: LCS architecture descriptions for TS23.002 update
	The LS is sent to SA2 (copy RAN3) in response to S2-023671 on “LCS architecture descriptions for TS23.002 update” from SA2

3GPP TSG RAN2 thank 3GPP TSG SA2 for the liaison regarding an update of TS 23.002 to provide an overview of LCS architecture for UTRAN and GERAN. We have reviewed S2-023671 and the associated CR’s. Answers to the following questions raised by SA2 are provided below. 

For UTRAN figures:

1. Should the Stand-alone LMU be seen as internal RNS?

· According to UTRAN LCS Stage 2, 3GPP TS 25.305, A stand-alone LMU should not be seen as internal to RNS.
2. Should this Stand-alone LMU be shown connected via the Uu interface?

· According to UTRAN LCS Stage 2, 3GPP TS 25.305, A stand-alone LMU is accessed exclusively over the UTRAN air interface (Uu interface). 
3. Is the term “Stand-alone LMU” correct or should the term “Type A LMU” be used instead?

· Stand-Alone LMU is the correct term to use for UTRAN LCS. A CR to 3GPP TS 25.305 has been created to correct the incorrect references to a ‘Type A LMU’ and ‘Type B LMU’ currently shown in figure 5.1, 3GPP TS 25.305.

RAN 2 find the changes to the architecture acceptable if a correction to the UTRAN architecture diagram is made. It should be corrected so that there is only one RNC in one RNS. RAN 2 has provided this correction in the attachments. In addition, according to UTRAN LCS Stage 2 for Release 5, the SAS refers to a Stand-Alone SMLC. 
Regarding stand-alone LMU, it should be noted that 25.305 describes how a stand-alone LMU may be distinguished from a normal UE. SA2 might want to add this clarification in 23.002, as in the attached draft CRs to 23.002.
	Forward to LCS

The LS is related to S2-031106 from GERAN

	S2-031108
	R2-030624
	Liaison Statement on RTCP signalling in MBMS
	The LS is sent to SA2 and SA4 (copy RAN3)

RAN2 would like to thank SA2/SA4 for the information about RTCP signalling which is considered for MBMS. 

RAN2 has understood that the RTCP feedback is not necessarily needed for proper RTP operation and also that the RTCP may be configured (i.e. using SDP) in order to adapt the feedback rate. By means of SDP the RTCP feedback may be even switched off. 

RAN2 has some more questions to the RTCP signalling in MBMS related to the operation of the protocol and would like to kindly ask SA2/SA4 for further information answering following questions:

1. If we use SDP for the configuration of RTCP feedback, there are two possibilities how to signal it:

a) Inband within the multicast data stream

b) dedicated to particular users 

Which method is used for the transmission of SDP?

2. Are there any means to dynamically control the feedback rate (frequency) for particular users in order to adapt to specific traffic conditions in certain cells, since the amount of UL traffic is quite critical.

3. Since the RTCP feedback can be switched off, which network entity controls the configuration of the RTCP?

ACTION: RAN2 kindly asks SA2 and SA4 group to answer the questions listed above.
	Forward to MBMS

	S2-031109
	R2-030628
	LS on GERAN Iu mode impact to UTRAN
	This LS is sent to GERAN2 (copy to SA2).

RAN2 has finally studied the impact of GERAN Iu mode to Rel-5 UTRAN. RAN2 apologizes the delay in handling this issue requested by GERAN.

In the handover to UTRAN procedure, the use of two possible UTRAN procedures was discussed, ie. HANDOVER TO UTRAN COMMAND and RADIO BEARER RECONFIGURATION. It was not clear to RAN WG2 what principle had been followed i.e. is the handover supposed to re-establish the complete radio variables or is it targeted to offer continuity like UTRAN-UTRAN case? The discussed alternatives on procedures were:

HANDOVER TO UTRAN COMMAND (currently in 44.118: INTER SYSTEM TO UTRAN HANDOVER COMMAND)

· modifications are not necessary in the message structure.

· an opinion was expressed that this solution breaks the principle of "source adapting to target", in the sense that the target RNC behaviour is dependent on the type of the source system. Ie. in the case of SRNS relocation, the target RNC would send eg. a RADIO BEARER RECONFIGURATION, as opposed to the handover from GERAN Iu mode to UTRAN, where the target RNC would send a HANDOVER TO UTRAN COMMAND.

· the existing predefined configuration mechanism supports the setup of only one RAB.

RADIO BEARER RECONFIGURATION 
· In case the predefined configuration mechanism would be needed, it would require modifications in the RRC message structure and procedure, eg. the predefined configuration mechanism would need to be added.

· the target RNC behaviour is independent on the type of the source system.

It is proposed that RAN2 decides which UTRAN RRC message is to be used in the handover to UTRAN procedure.

Regarding inter-RAT cell reselection with Iur-g it was complained that the principle of "source adapting to target" is not followed, in the sense that the target system needs to be upgraded (ie. to support Iur-g).
	Noted

Related to LS from GERAN 2 in S2-031105 (reply from GERAN2)

	S2-031110
	R2-030629
	Reply to SA2 LS on Usage of UMTS Bearer Service attribute Maximum SDU size
	The LS is sent to SA2 (copy to R3, GERAN2, SA4)

RAN WG2 thanks SA WG2 for their LS on Maximum SDU Size. RAN2's understanding is that the "Maximum SDU size" is used for call admission control and along with the delay attribute to dimension the radio bearer. RAN2 sees no effect of changing the "Maximum SDU size" value range on it's specifications.
	Noted

Related to S2-030924 (Reply to the same LS from R3)

Also Related to S2-031130 (Reply to the same LS from G2)

	S2-031111
	R3-030355
	REPLY: LS on QoS for Signalling PDP Context
	The LS is sent to SA 2, CN 1, CN 4, GERAN 2 (copied to RAN2)

RAN3 thank SA2 for their liaison statement -  “QoS for Signalling PDP Context” - which has given guidance to RAN3 on this subject. 
With regards to the questions that were posed to RAN3, the following responses can be given:

------------------------------------------------------------------------------------------------------------------------------

To RAN 3

SA 2 kindly request RAN 3 to either agree more sophisticated CRs for QoS of the signalling PDP context, or, to agree RANAP CRs to align with the attached 23.107 CR in S2-030416.

To liaise the status of their work back to SA 2 in time for SA 2’s next meeting in Milan, 24-28/2/03.

------------------------------------------------------------------------------------------------------------------------------
The attached CR in R3-030323 details the agreement reached in RAN3 – the inclusion of a signalling “flag” in TS 25.413 v5.3.0 (RANAP) -, which now aligns this specification with the 23.107 CR in S2-030416.

However as indicated in S2-022599, RAN3 can agree with the SA2 understanding that some enhancements may be needed in Release 6 in order to more optimally support the transfer of IMS signalling traffic. Some work has begun in this area within RAN3 already and SA2 will be informed if any conclusions are reached.

SA2 Action: Please continue to inform RAN3 as to the progress of this subject in SA2. 
	Open

SA2 should probably inform if anything new is agreed in the meeting

	S2-031112
	S3-030116
	SA3 response on the “Additional Release 5 work needed for Policy Control and Subscription Control of Media”
	The LS is sent to SA, SA1, SA2, SA4, CN, CN1, CN4

SA3 thanks SA TSG for the liaison statement on “Additional Release 5 work needed for Policy Control and Subscription Control of Media”. SA requested SA3 to investigate the security attacks and confidentiality problems with the 488 message when used as a rejection mechanism for SDP request with media disallowed by a CSCF. 

SA3 WG has discussed the LS in SA3 meeting #27.  

The following is SA3 opinion on the issues identified by the LS:

The use of 488 message may be seen to open a door for denial of service attacks because a malicious UE is able to initiate INVITE and/or re-INVITE messages with media descriptions that are known to be rejected by a CSCF. In this way, the assumed attacker would be able to cause some additional load to the network, and create state in the CSCFs. However, this issue should rather be seen as a feature of SIP as a protocol. There are other similar features in SIP. For example, SIP UA is able to send OPTION method to any CSCF in the IMS network, and cause similar load. Furthermore, 488 is an error message that does not require the CSCF to keep any state after the response message has been sent. 

Because the 488 response message includes policy information of the entity that rejected the message, the mechanism can be used to acquire information about the operator local policies. However, this cannot be avoided because the UAC needs this information to generate a new media description. SA3 is not aware of any mechanism that could be used to avoid revealing the policy descriptions to the UAC. 

SA3 would also like to point out that the real source of the 488 response is not necessarily revealed to the UAC because the same error message can be used between the UE and various CSCFs, and between two Ues. The UAC (or the adjacent CSCFs) may not know which entity is responsible for the response. However, this is a question related to the SIP as a protocol rather than to the security of the system. 

SA3 is not currently planning to introduce new security requirements related to the above issue. 


	Noted

	S2-031113
	G2 #14b (03)0273
	LS on Reporting Radio Resource Usage Information for MBMS from UTRAN/GERAN to Core Network and/or to OAM
	The LS is sent to RAN2, RAN3, GERAN1, SA1 and SA5
GERAN2 would like to thank SA2 for their Liaison Statement LS (S2-030989/ G2-030236) on Functionality for Reporting Radio Resource Usage Information for MBMS from UTRAN/GERAN to Core Network and/or to OAM and for the opportunity to comment on this issue.

GERAN2 has discussed the issue raised in the mentioned Liaison Statement and would like to share the following points with SA2 and the other groups addressed in this LS:

· GERAN2 understands that SA2 is investigating this possible reporting function at this stage and that there is no requirement for the GERAN to provide such functionality yet.

· It is GERAN2’s understanding that the reporting function would attempt to provide the CN (or O&M) information on the radio resource usage for a given MBMS session. Thus it is this group’s assumption that the reporting would take place at the end of the MBMS session.

· As SA2 is already aware of, GERAN2 has requested more information on the concept of “MBMS RAB/PFC”. While this concept is still to be developed, it is anticipated that the reporting could for instance take place during (or after) the tearing down of the “MBMS RAB/PFC” on the Gb (in A/Gb mode) and Iu-ps (in Iu mode) interfaces.

With these assumptions, GERAN2 has not found at this time any reason to believe that such reporting would be infeasible.

Other relevant points to be highlighted are:

· GERAN2 has not discussed in detail the actual information that could be sent to the CN. It is anticipated that it would relate to the number of point-to-point and point-to-multipoint radio resources used by the incumbent MBMS session. 

· GERAN2 would like to have more details when appropriate of what information would be needed by the CN, if such reporting were required.

· This group understands that the contents of this reporting information should be common to GERAN and UTRAN, so as to be used by the CN consistently.

GERAN2 would also like to mention that the exchange of information between the GERAN and O&M systems is not standardised.

SA2 Actions:
1. To inform GERAN1 and GERAN2 of the progress of the discussion and to inform them when such functionality becomes a requirement for MBMS.

2. To consider the “MBMS RAB/PFC” concept during their discussions on this functionality.
3. If this functionality is needed, to confirm whether it is SA2’s intention to define the nature of the information that needs to be sent from the GERAN/UTRAN to the CN or whether SA2 expects the GERAN and RAN groups to discuss and agree on such common information.
	Forward to MBMS

	S2-031114
	S3-030117
	Response to LS (S2-030374) on Multiple IMS registrations
	The LS is sent to SA2  (copy to SA1)

SA WG3 would like to thank SA2 for their LS  S2-030374 (S3-030117) Title: “LS on Multiple IMS registrations and the attachment”. 

SA3 informs that no security threat has been identified related to the capability of sharing a Public User Identity across multiple terminals to IMS as described in the attachment. Naturally, the binding of different private identities to the same public identity has to be done in a secure way in order to avoid misuse situation where some malicious user ties to bind their IMPI to a victim’s IMPU. 

SA3 acknowledges that the concept is for Rel 6, they would still like to clarify that USIM support for the IMS accessing in Rel 5 should not be affected.

SA3 kindly points out a potential implication of the new concept regarding to the use of the private identity for charging. When the shared public identity is registered, it is the P-CSCF but not the S-CSCF who has knowledge of the private identity that is associated with the created CDRs.
	Noted

	S2-031115
	S3-030159
	Reply LS on clarification on the requirement for UE re-authentication initiated by HSS
	The LS is sent to CN1 and CN4 (copy to SA2)

SA3 thanks CN4 for their liaison statement on IMS re-authentication procedure. 

SA3 does not have any requirement for re-authentication to be triggered by the HSS. Re-authentication procedure can be handled by the S-CSCF from information it possesses without any HSS involvement. Therefore, from SA3’s view, there is no need to introduce HSS-triggered re-authentication in the system. 

CN1 ACTION: 
SA3 kindly asks CN1 to confirm SA3’s assumption and modify section 5.4.1.6 of TS 24.229 accordingly.
	Noted

	S2-031116
	S3-030160
	Use of ISIM and USIM for IMS access
	The LS is sent to SA1, SA2, CN1, T3
SA3 has clarified the rules related to the use of ISIM and USIM for IMS access in TS 33.203 (Release 5) according to the attached CR (S3-030055). The added text reflects the SA3 requirement for the case in which there is both ISIM and USIM applications on a UICC. In this case, the ISIM application shall always be used for IMS access. 

Action: SA3 would like the relevant groups to check that their technical specifications are inline with the requirement.  
	Open

	S2-031117
	S3-030161
	LS on: “Requirement to allow IMS access by means of SIM”
	The LS is sent to SA, SA1, SA2 , T3, CN1, CN4
SA3 identified security threats and issues due to the proposal on “allowing IMS by the means of the SIM”.

	Noted

The LS is outdated as SA#19 decided to reject the SIM access to IMS CRs

	S2-031118
	S3-030164
	LS on security issues regarding multiple PDP contexts in GPRS
	The LS is sent to CN2 and SA2

SA3 have reviewed contribution S3-030087 (attached) which identifies security issues that arise due to the fact that a GPRS terminal may be simultaneously connected to a private network (e.g. a corporate network) and a public network (e.g. the Internet) via multiple PDP contexts. SA3 would like to highlight the fact that similar security issues will also exist if simultaneous connections to private and public networks exist via non-GPRS connections.

It is understood that Network-based solutions have been discussed at the recent CN4#18 meeting and that a solution has been proposed which would require changes to CN4 and SA2 specifications. SA3 noted that other solutions (e.g. Terminal-based solutions) may be possible and that further study is needed before deciding on the best approach.

Actions: SA3 suggest that CN4 and SA2 keep SA3 informed about potential solutions.
	Open

	S2-031119
	S3-030166
	LS on interworking between 3GPP and IEEE 802.11 systems
	The LS is sent to IEEE 802.11 task group I (copy to SA2)

SA3 would like to inform that they are currently working on security aspects of interworking between 3GPP systems and WLAN systems. 

In order to progress our work and understanding of IEEE 802.11 systems, SA3 kindly asks IEEE 802.11 task group i whether they can provide SA3 with a draft specification and a target completion date for enhanced security specifications for 802.11. SA3 would also like to obtain updated versions of the draft as they are made available. 

Furthermore, SA3 would like to request more information from IEEE 802.11 task group i on their requirements over key length and entropy of keying material (Pair wise master key – PMK) used for protection of the radio link.
	Forward to WLAN

	S2-031120
	S3-030167
	Security in WLAN and 3G interworking
	The LS is sent to SA2

SA3 is currently progressing the work on defining the security requirements for WLAN Interworking security in TS 33.234.

It has been identified that the specifications work in IEEE and the conclusion of 802.11i specifications could be delayed and might not be ready in 2003. Furthermore SA3 recognises that it is a requirement in TS 23.234 that 802.11i shall be used in the WLAN access network. SA3 has therefore sent an LS to IEEE to ask them if they can give an estimate when the specifications will be ready.

SA3 has also understood that Wi-Fi alliance WPA is an interim step, which will improve the security for 802.11. It is expected that products will be brought to the market early 2003 supporting WPA. SA3 kindly requests, if SA2 could explain what impact a change from e.g. 802.11i to WPA due to timing issues and R’6 deadline would have in terms of specification work in 3GPP.

At SA3#27 it was agreed that protection should be provided for WLAN authentication data and keying material on the Wr interface. SA3 would kindly like to ask SA2 if they can agree to this requirement and study whether it has any architectural impacts to the current SA2 specification TS 23.234.

It would also be very helpful to SA3 if SA2 could investigate the importance of specifying what WLAN technology to use in the WLAN access network in SA2 specifications. This is because most of the WLAN interworking security requirements are currently being formulated based on IEEE 802.11 and 802.1X related specifications.

SA2 Actions: 

· To check the need for requiring 802.11i in TS 23.234.

· Explain the impact (if any) a change of technology from 802.11i  to WPA would have on the standardisation work.

· Study the architectural impacts of implementing protection on Wr interface.

Investigate the importance of specifying specific WLAN technologies to be used for the WLAN access network.
	Forward to WLAN

	S2-031121
	S3-030168
	SA3 response on the “Proposed Confidentiality for IMS”
	The LS is sent to SA2

SA3 thanks SA2 on the liaison statement related to the confidentiality protection in IMS. SA3 has discussed the questions presented by SA2 in the liaison statement, and would like to state the following: 

1) “If the access network doesn’t provide confidentiality for IMS signalling, is enhancement of the current Rel-5 IMS access security architecture for confidentiality service needed?”

IMS security should be enhanced in Release 6 by confidentiality mechanism if IMS is about to be used over some new access network. Depending on the access network, and on the availability of different security mechanisms in the end-user terminals, the use of IPsec, TLS and/or S/MIME should be considered. 

2) “If such enhancement is needed, are there any backwards compatibility issues between Rel-5 and Rel-6?”

SA3 is not aware of any backwards compatibility issue that would be relate to the adoption of Release 6 IMS for other IP connectivity networks. Release 5 IMS entities should not be used over other IP networks. 

3) “If confidentiality is provided by an access network, could confidentiality also be optional in IMS when using that access network?”

SA3 has agreed on a principle that the IMS security would be access network independent. That is, Release-6 IMS used with other access networks should not be used with confidentiality protection mechanisms other than what is defined in RFC 3261 (SIP), i.e. IPsec, TLS or S/MIME. The mechanisms used in IMS Release-5 where the confidentiality is provided by access network UTRAN between UE and RNC should be seen as an exception to this rule rather than as a general principle.

Since SA3 is currently studying IMS confidentiality for the scenario in which privacy intensive Presence information is delivered over the IMS network, SA3 attached a discussion paper about the issue to this liaison statement. 

SA2 Actions: SA2 is encouraged to provide further information for SA3 on their current work related to IMS enhancements on confidentiality protection mechanisms. In particular, SA3 should be informed on any new requirement related to the use of IMS in different IP connectivity networks. 
	Open

	S2-031122
	S4-030242
	Liaison Statement on MBMS codec requirements
	The LS is sent to SA2, RAN2, RAN3 and SA1
SA4 would like to thank RAN2/RAN3 for their LS on MBMS codec requirements contained in document R2-030085. Before addressing the specific questions in the LS, SA4 would like clarification on the scope and ownership of 3GPP activities with respect to MBMS protocol and applications.

It is the understanding of SA4 that there will not be a definitive 3GPP MBMS application layer and transport protocol as it is envisaged that there will be many different MBMS services requiring different protocols. However, specification of example/recommended MBMS use cases would seem to be beneficial to ensure interoperability. 

It is understood that SA4 will be requested by SA2 to define the data types, application level signalling and transport protocols for some or all of the MBMS example use cases.
SA2 Actions:

· To confirm the SA4 understanding with respect to 3GPP MBMS application layer and transport protocol definition within 3GPP. 
· To clarify the ownership of data types, application level signalling and transport protocol definition within 3GPP for example MBMS use cases. 
· To provide SA4 with a list of MBMS use cases, which SA2 would like SA4 to consider.

	Forward to MBMS

	S2-031123
	S4-030243
	LS on Corrections on Procedure for specifying UMTS QoS parameters per application
	The LS is sent to CN3, RAN2 (copy to SA1, SA2, RAN4, T1)
SA4 thanks CN3 for the LS S4-030166= N3-030170. The issues pointed out by CN3 (related to traffic handling priority and allocation/retention priority) have been corrected in the TS 26.236 (see attached CR). 

In Annex B of the same specification there is no mention of end-to-end delays or any re-definition of the interpretation of transfer delay. Therefore, transfer delay values are (and must be) interpreted solely as defined in TS 23.107 (UMTS bearer transfer delay). However, a clarification in Annex B of TS 26.236 has been added in the relevant text parts.
	Noted

	S2-031124
	S5-034151
	Reply LS on IPv4 and IPv6 form of Charging Gateway Address
	The LS is sent to CN4 (copy to SA2)

SA5 would like to thank CN4 for their LS (S5-034139/N4-030217) on ‘IPv4 and IPv6 form of Charging Gateway Address’.

SA5 confirms CN4’s assumption about the CGW addresses belonging to the same node. This will also be reflected in appropriate SA5 charging specifications. However, as potential policing issues are not considered to be in the scope of SA5, it will not be covered in the SA5 specifications.
	Noted

	S2-031125
	S5-034155
	Reply LS on ‘Charging Implications of 3GPP System – WLAN Interworking’
	The LS is sent to SA2 and SA1 (copy SA)

SA5 would like to thank SA2 for their LS on ‘3GPP System – WLAN Interworking’ (S5-034154/ S2-030286) that was received in response to the previous LS exchange:

· LS from SA5 on ‘3GPP System – WLAN Interworking’ (S2-030043/ S5-024593); and

· LS from SA2 on ‘3GPP System – WLAN Interworking’ (S5-024556/ S2-023123).

With regards to TS 23.234, SA5 opinion is that this TS should neither specify charging-specific issues, which are normally specified in SA5 charging documents, nor with stage 1 service requirements which are specified by SA1.  This could create unnecessary conflicts between TSs.  

SA5 would like to inform SA2 that in Rel-6 it intends to create two TSs, one which specifies the charging architecture for the different domains and subsystems (including WLAN) and another TS which will specify the charging data descriptions (stage 3) for WLAN.  In addition, SA5 intends to create a generic on-line charging application based on the Ro interface that will also cover WLAN.  Therefore, SA5 encourages SA2 to remove all specific charging issues from TS 23.234 and (if needed) to include them in a TR dedicated to charging implications of the WLAN architecture.  This would enable both WGs (SA2 and SA5) to make timely progress with their own work items.

With regards to the specific WLAN architecture, SA5 wishes to inform SA2 that the "scenario 2" interworking (mentioned in the SA2 LS) implies that Credit Control Applications would not work with the limited support to AAA Accounting (600 seconds minimum recommendation in RFC 2869).  Therefore, a Wo interface (with a similar functionality to Ro) is not possible.  In "scenario 3", SA2 mentioned the use of a Packet Data GW in the operators network to achieve fine granular control of WLAN sessions, similar to a PDP context control.  This gives the Packet Data GW a similar functionality as the GGSN.

In Rel-6 SA5 intends to implement on the GGSN similar DIAMETER on-line procedures as utilized by the Ro interface.  Hence, SA5 believes that the Wo interface can be applied to the Packet Data GW, in line with the charging evolution of the GGSN.  SA5 recommends that Wf is also applied to the Packet Data GW based on the Rf specifications.  Such an evolution would enable all the charging mechanisms and credit control procedures to be fully functional for WLAN in Rel-6.

Finally, it is SA5 impression that charging issues are an important driver of the WLAN architecture that is specified in SA2's TS 23.234.  The choice of charging mechanisms must take into account other charging solutions, e.g., GPRS and thus strongly impacts the architecture solution.  Therefore, it would be useful to have a discussion on the charging issues in a SA2/SA5 Joint Meeting (JM) possibly also with SA1.  The JM should last 1 or perhaps 2 days. SA5 could have such a meeting in the second part of April, or at a later time, preferably as part of a regular SA5/SA2/SA1 meeting.

Actions to SA2: 
· Please remove from TS 23.234 the sections associated with charging and either include them in a dedicated TR or bring them to SA5's attention via an LS or as a contribution to an SA2/SA5 Joint Meeting.

· Please modify the WLAN architecture drawing in TS 23.234 to either remove the Wf and Wo interfaces or show them connected to the Packet Data GW.

· Please schedule a joint meeting (1 or 2 days) between SA5, SA2 and possibly SA1, in late April 2003 or later, to discuss the charging implications of the WLAN architecture.  Such a meeting would enable SA2 to handover all charging related concerns of WLAN to SA5.

	Forward to WLAN

	S2-031126
	S5-034173
	Reply LS on Structure of IMS Charging Identifier (ICID)
	LS is sent to SA2 (copy to CN1, CN3 and CN4)

SA5 thanks SA2 for the LS (S5-034141/ S2-023491) on Structure of IMS Charging Identifier (ICID).

SA5 would further like to inform SA2 that the structure of ICID has been changed, meaning that an IP-address in not a specified part of ICID any more. The coding of the ICID has also been changed to UTF-8. These changes are captured in the attached draft Rel-5 CR approved at SA5 level (S5-034124) to be submitted to SA#19 (03/2003) for approval.

As a consequence of this, SA5 feels that the issues raised by SA2 are not applicable any more. 
	Noted

	S2-031127
	S5-034176
	LS on the Inclusion of the ECF/CCF Addresses on the ‘Sh’ interface
	The LS is sent to SA2, CN1, CN4

SA5 thanks SA2 for the liaison reply on the issue of inclusion of the ECF/CCF Addresses on the ‘Sh’ interface. SA5 wishes to convey that the possibility to use the ‘Sh’ interface is not currently listed in SA5's TS 32.225, however, SA5 prefers the ‘Sh’ interface as an option to allow the AS to obtain the ECF/CCF address.

Currently, in SA5’s understanding, there are three possible ways by which the AS may obtain the ECF/CCF address, namely, via in the SIP signalling (ISC), via the ‘Sh’ interface or by using the locally configured ECF/CCF address. It is up to the AS to make a local decision on which address to use. SA5 also does not see any issues, should the AS use a different ECF/CCF address compared to the other IMS nodes.

SA5 also wish that it be clarified that the AS is not allowed to transfer the addresses further in any of the signalling messages.
Actions:
SA5 asks SA2, CN4 and CN1 to make the necessary changes to ensure that the ECF/CCF address is available via the ‘Sh’ interface.
	Open

	S2-031128
	T3-030116
	Request for Information Regarding WLAN Interworking Impacts to UICC applications
	LS is sent to SA1, SA2, SA3 (copy to EP SCP)
T3 has become aware of work being performed and/or considered in SA1, SA2, and SA3 related to WLAN interworking with 3GPP systems.  In particular, the draft document TS 23.234 v1.3.0 (3GPP System to Wireless Local Area Network (WLAN) Interworking; System Description) contains several areas where the UICC applications may be impacted.  We could envision, for example, the UICC being used to support network authentication, store data link encryption keys, or contain service provisioning parameters.  Explicit requirements for these functions do not exist at this point, however, so T3 has no real mandate to begin work in this area.

T3 would like to ask SA1, SA2, and SA3 whether or not they foresee a need for T3 to start a work item to support the WLAN interworking efforts, and if so, to provide us guidance on what areas we should focus on.   

Action to SA1, SA2, and SA3:  Please advise T3 as to the need for a work item to support WLAN interworking and provide any guidance on what the content of this work item should be.
	Forward to WLAN

	S2-031129
	IEEE 802.11-03/226r1
   
	Liaison response to 3GPP SA2 S2-030993
	The LS is sent to SA2 in response to SA2 LS S2-030993

It is with great pleasure that we received your liaison regarding a request for more information and participation from the WLAN interworking groups within IEEE 802.11 WNG/WIG.
Since the interworking activities within IEEE 802.11 are heavily growing in interest, we are currently extending our activities.  We have taken your inputs into considerations as part of our workplan.  We have also established a schedule to address these issues.  We anticipate that by July 2003 we shall have a draft skeleton document for your groups’ review.

Our group has now started to produce a draft version of a document, which will address issues associated with interworking.  We understand from the documents enclosed within your liaison, that the following issues need to be addressed at a higher priority:

· Network Discovery (SSID – PLMN selection)
· RADIUS/Diameter interworking

· Uniform service levels for hotspots

In addition to your documents, we would like to mention that we intend to closely work with our colleagues within other organizations such as the WiFi Alliance and 3GPP2.

It would be useful to know what your immediate priorities are in respect to this work.  Our next interim meeting is planned for May 11-16th, 2003, in Singapore.

We look forward to a continued cooperative relationship with 3GPP SA2.
	Forward to WLAN

	S2-031130
	G2-030271
	Reply: LS on Usage of UMTS Bearer Service attribute Maximum SDU size
	The LS is sent to SA2 (copy to RAN2, RAN3, SA4)
TSG GERAN WG2 thanks TSG SA WG2 regarding their LS on the definition and range of the “Maximum SDU size” attribute. 

“SA2 kindly asks RAN2, RAN3 and GERAN2 to provide feedback on their understanding of the “Maximum SDU size” attribute and its usage for radio specific purposes, especially on the lower range of signalled values for the “Maximum SDU size”.”

GERAN2 would like to confirm that the assumptions stated in the LS Reply’s sent by RAN2 (R2-030629) and RAN3 (R3-030351) are also valid for GERAN Iu and A/Gb mode.

The assumptions are summarized below.

· The “Maximum SDU size” attribute may be used in the GERAN and the SGSN (A/Gb mode) for admission control and together with other QoS parameter for radio resources handling.

· Changing the value range for this parameter should not affect the GERAN.

· The GERAN obeys the “Maximum SDU size” indicated in the RAB/PFC parameters


	Noted

Related to S2-031110 (Reply to the same LS from R2)

Also Related to S2-0310924 (Reply to the same LS from R3)

	S2-031131
	S3-030155
	Response on the proposals for GUP requirements- UE Data access and Backwards
	The LS is sent to SA1 (copy to SA2, T2)

SA3 would like to thank SA1 for the liaison S1-030218 (S3-030020) regarding Generic User Profile mode of operation.

SA3 were asked to review the modes of operation that have been informally identified for GUP and assess any privacy and security issues. Of particular interest were the second and third modes. 

1. carrier connected: the UE is connected to the network 

2. carrier disconnected: the UE is not connected to the network (e.g. lack of coverage, in a plane) 

3. 3rd party connected: the UE is connected to a computing device (and maybe to another network) via IR, serial, USB, Bluetooth

After some email discussion in SA3 the following issues have been identified:

Transitions between on-line and off-line modes regarding data replication are security-relevant. TS 22.240 section 4.4 defines "Changes of GUP component copies have no impact on the master GUP component where the copy was inherited." This means that only changes to UE-resident master GUP data in mode (2) and (3) remain persistent. There are no security concerns with persistent changes in mode (2) and (3) to UE-resident master GUP data.

In mode (3), the UE would have to take care of all GUP security towards the 3rd party, which is handled by the 3GPP network in mode (1). In case of privacy breaches, it may be difficult to prove whether the breach occurred in mode (1) or mode (3).  It is difficult for the UE to establish security and trust relations with 3rd parties in mode (3) of the same quality that is possible towards the home network (due to the strong trust relation manifested in the UICC).
	Noted

	S2-031132
	S3-030157
	Protocols, Codecs and Media formats for MBMS
	The LS is sent to SA4 (copy to SA1, SA2)

SA3 are currently considering how to protect the data transmitted to the mobiles in MBMS. SA3 has taken the working assumption that the ciphering shall be applied between the BM-SC and UE above the radio layer. But before SA3 can decide on the exact method to protect the data, SA3 needs to consider the protocols, media formats and codecs that will be used to transport the multicast data.

SA3 requests SA4’s opinion on the protocols, media formats and codecs that will be used to carry MBMS data in order to make a decision on protecting the data.
	Forward to MBMS

	S2-031133
	John Horrocks, STQ chairman
	Liaison Statement to 3GPP SA on Quality of Service
	The LS is sent to SA (which forwarded the LS to SA2)

STQ is working on definitions and measurement methods for QoS parameters. In general we are taking a user orientated approach and covering only parameters where there may be a need to monitor performance. This means that our choice and formulation of parameters, especially for fixed networks, is slightly different from the work undertaken in the past in ITU-T.

We have already published two EGs:

· EG 202 057-1 "Speech Processing, Transmission and Quality Aspects (STQ); User related QoS parameter definitions and measurements; Part 1: General"

· EG 202 057-2 "Speech Processing, Transmission and Quality Aspects (STQ); User related QoS parameter definitions and measurements; Part 2: Voice telephony, Group 3 fax and modem data services"

and we have just produced a draft for mobile access parameters for circuit switched services, i.e. those parameters that are affected by the use of radio (EG 202 057-3 "Speech Processing, Transmission and Quality Aspects (STQ); User related QoS parameter definitions and measurements; Part-3: QoS parameters specific to mobile services"). This work has drawn on more detailed technical work in the QoS WP of IREG in the GSM Association.

We invite SA to send us any comments that it may have on this draft by the end of May.

We are also starting some work on Internet access and would like to include access from mobiles. Members from SA would be most welcome to join this work and we invite you to identify a person as a point of contact.
	Open

SA asked SA2 to reply (if needed)

	S2-031134
	Jari-Pekka Heikkilä, 3GPP Liaison officer, Liberty Alliance Project


	3Gpp - Liberty Alliance Project Liaison request
	The LS is sent to SA, SA1 (copy to SA2, SA3)

This document is to inform 3GPP SA1 about the Liberty Alliance Project and its activities regarding an open, interoperable standard for federated network identity. It is realized that 3GPP is currently investigating and developing several issues, which are very close to Liberty’s activities, such as anonymous target mobile, anonymous requestor, enhanced codeword, subscriber certificates and Generic User Profile (GUP).  This document offers information about Liberty, which hopefully will be found quite relevant when developing corresponding issues in 3GPP. This document contains a 3GPP – Liberty liaison proposal and general introduction regarding identities and the scope of the Liberty Alliance Project as described at http://www.projectliberty.org/.  Liberty Alliance white paper “Introduction to the Liberty Alliance Identity Architecture Revision 1.0” is attached. This paper provides a brief overview of the Liberty Alliance’s federated network identity management architecture.

We propose that there should be a formal Liaison established between 3GPP and the Liberty Alliance Project to enable information sharing and reuse of existing standards. Liberty see immediate interest in liaising with the 3GPP WGs working on the service aspects of LCS and GUP, i.e. TSG SA WG1, TSG SA WG2 and TSG SA WG3.

We suggest that 3GPP and the Liberty Alliance Project coordinate their activities in order to leverage the efforts of both organizations and to avoid needless duplication of effort. To facilitate this, we suggest that 
the following actions be considered:

· 3GPP and The Liberty Alliance Project each cross-reference, as appropriate, needed specifications developed by the other body,

· The two bodies establish bilateral communication and processes to facilitate the coordination of work, and
· The two bodies investigate means for mutual review of ongoing specification work.
	Open

	S2-031135
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