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1. Introduction

During the previous 3 meetings SA2 has been discussing on the need and functionality of a management interface (from now on referred to as Mt interface) between the UE and the IMS application servers. The purpose of that interface would be to allow the user to manage the data related to the applications run by IMS application servers, such as presence or conferencing.

The discussions at the last SA2 meeting in San Francisco were pointing towards a common understanding that such an interface should be incorporated to 3GPP specifications. An accompanying CR is hence brought forward jointly by Nokia, Siemens, and Ericsson in S2-030881 to introduce the Mt interface to TS 23.002. This Mt interface is proposed to support HTTP protocol. 

HTTP would allow web browser based management, and could be used to other mechanisms too, such as content indirection. However, the further standardization on the functionality of this interface is still open. There are clear benefits in using standardized protocols for application data management. There are requirements in 3GPP that we feel cannot be solved in an interoperable way without a standardized functional protocol in Presence, IMS messaging and IMS enhancements work items. 

This contribution looks at the relevant aspects of these items in detail, and invites a discussion and a possible decision on the proposed alternatives for the nature of Mt interface standardization.

The following chapters introduce the requirements stemming from 3GPP’s relevant work items, explain the goals of the ongoing IETF work, and compare the different standardization approaches 3GPP can take mainly from usability point of view.

2. requirements for mt interface based on 3gpp work items

The Mt interface is targeted to be used by various applications. Currently there are four 3GPP Release 6 Stage 2 topics ongoing related to the applications that would need to utilize Mt interface:

· Presence

The user needs to be able to create, delete and manipulate his presence lists, and maintain the authorization policies related to his own presence information.

· IMS Messaging

The user needs to be able to create and delete chat rooms and manipulate the participation policies and parameters related to them. Also the user needs to be able to manage the policies related to the treatment of his incoming messages.

· IMS Enhancements: Conferencing

The user needs to be able to create and delete conferences, and manipulate parameters related to them, such as start time, duration and policies for participation in a conference.

· IMS Enhancements: Group Management

Actually the whole Group Management topic is meant to specify a protocol that would help in solving the needs by the abovementioned and other IMS applications.

The exact requirements for each of these topics are covered in their respective Stage 1 and Stage 2 documents. Among the best sources for the technical requirements are also the Internet-Drafts produced by members of 3GPP to the IETF. The idea behind the drafts has been to convey 3GPP’s specific requirements to the IETF.

2.1 Requiremenst related to IMS Messaging

IETF’s Internet Draft on “Messaging requirements” clearly states requirements for a standardized protocol for setting up and performing actions on chat conferences. From 3GPP IMS point of view it is clear that these requirements should be met by transactions over the Mt interface.
Extracted from Requirements for Instant Messaging in 3GPP Wireless Systems draft (http://www.ietf.org/internet-drafts/draft-niemi-simple-im-wireless-reqs-00.txt): 

“3.3 Data Manipulation and Management Requirements

It MUST be possible to create new Address-of-Records (AOR) for message session based conferences, i.e., chat rooms.  These AORs are either ad-hoc style for short lived conferences, or persistent, if the identification of a conference focus is long lived.  There MUST be a standardized mechanism by which such ad-hoc or persistent AORs can be created, applied, and discarded by the user.

It MUST be possible for an administrator (or any user with appropriate access rights) of a chat room to control the list of allowed participants.  There MUST be a standardized mechanism by which such authorization policy is inserted, manipulated and removed.

There MUST be a standard mechanism for an end device to learn the address of the data manipulation interface used for performing the aforementioned control functions of a chat room.

There MUST be standardized mechanisms by which an administrator (or any user with appropriate access rights) of a chat room can invite new participants to the chat room, and kick out existing participants.

It MUST be possible for the administrator of a chat room to set the properties of a chat room, e.g., name, topic, and maximum number of participants.  There MUST be a standardized mechanism by which such properties are set, manipulated, and removed.”
2.2 Requiremens related to Presence

IETF’s Internet Draft on “Presence requirements” states the requirements for standardized authorization policy management. This is also described in 3GPP’s Stage 2 Presence specification. Again, in IMS, these operations would be carried out using the Mt interface. 

Extracted from Requirements for Presence Service based on 3GPP specifications and wireless environment characteristics draft (http://www.ietf.org/internet-drafts/draft-kiss-simple-presence-wireless-reqs-01.txt):
“7. Authorization requirements 

This chapter defines the requirements for how presentity is able to authorize the presence subscriptions. 

7.1 Standardized setting of authorization policy 

There must be a standardized mechanism for the presentity (Presence User Agent) to control the authorization policy related to his own presence information. This means that the authorization policy document format and a set of manipulation operations upon that format must be standardized. Such manipulation operations should be aligned with the ones used for other similar purposes (such as conferencing).  

It should be possible for network operators to extend the format of the authorization policy document and the operations upon that format based on local policy. 

7.2 Expressiveness of authorization rules 

It must be possible for the presentity to set separate authorization rules for different watchers and groups of watchers. With these rules the presentity must be able to override the default behaviour of the presence server for the generation of notifications and content of the notifications.

EXAMPLE: Only watchers belonging to a particular group are allowed to receive information related to presentity's location.    

It must be possible for the presentity to manage the authorization rules from multiple sources (e.g. from different terminals of the presentity or by the service provider on behalf of the presentity.) It must be possible for the presentity from one source to learn the changes in the authorization rules changed by other sources belonging to the same presentity.      

It must be possible for the presentity to grant access rights separately for all elements of the presence information. 

RFC 2778 [6] defines a model for presence information. Based on this model more specific requirements can be stated: It must be possible for the Presence Server to decide based on authorization rules whether to include a certain tuple in the notification. It must be possible to base that decision on any element in the tuple. In the default case these must include at least TUPLE ID, CONTACT ADDRESS, COMMUNICATION MEANS and STATUS attributes. As a special case, it must be possible for the Presence Server to provide different status values for same COMMUNICATION ADDRESS or combination of COMMUNICATION ADDRESS and OTHER PRESENCE MARKUPs.

It must be possible to grant access rights with an expiry time to a particular watcher or group. 

As groups are seen as an important concept in the authorization policy definition, the solution should be aligned with the operations used for similar purposes (such as conferencing).”  

3. related ietf work in simple WG and sipping wG

The IETF is currently working on standardizing protocols for presence/messaing related Data Manipulation and Conference Control. From IMS point of view these protocols would fit well with the expected functionality of the Mt interface.

3.1 Data Manipulation work in SIMPLE WG

Data Manipulation work has been chartered in SIMPLE WG, and a WG draft about the requirements already exists. The next step will be defining the actual data model and protocol to perform the operations listed in the requirements. It seems that this protocol would fulfill all the presence related requirements set by 3GPP. The most relevant parts of the draft are shown below.

Extracted from Data Manipulation requirements draft (http://www.ietf.org/internet-drafts/draft-ietf-simple-data-req-00.txt):

“Consumer-based instant messaging and presence applications typically provide a rich set of features. In addition to being able to subscribe to, and get notified of, changes in presence, users can also configure the operation of the application.

Most systems allow the user to add or remove users from their "buddy list", which we refer to here as a presentity collection. The presentity collection is the set of presentities [1] that a user is subscribed to. This list is frequently stored on the server, allowing the user to generate a single subscription to the entire list. The server then "fans out" that subscription too all the presentities on the list. Subscription to presentity collections is supported through the presence collection event package defined for SIMPLE [2]. However, no automated means is currently defined to create these lists, add users to them, remove users from them, or query for the set of users on the list.

Similarly, most systems support user-defined authorization policies. A user can specify which watchers are (or are not) allowed to subscribe to their presence, and furthermore, what aspects of their presence a watcher is able to see. While SIMPLE [3] systems can support such authorization policies, besides human-driven techniques, such as web or voice response, there is no automated way to specify these policies.

In this document, we propose a framework and a set of requirements for manipulation of presentity collections and authorization policies.”

3.2 Conference Control work in SIPPING WG

SIPPING WG is working on the general conferencing framework, which contains SIP based mechanisms and also non-SIP mechanisms for conference creation and conference policy manipulation. One of the goals is to define and standardize a protocol that would perform e.g. conference creation and deletion, as well as setting the policies related to conference participation and media distribution. The scope and functionality of this protocol is explained in the Conferencing Framework draft. The most relevant parts are shown below. The next step is to work on the data model and define the actual protocol.

Extracted from the Conferencing Framework draft (http://www.ietf.org/internet-drafts/draft-rosenberg-sipping-conferencing-framework-00.txt):
“The participant can also communicate with the conference policy server, using a conference policy control protocol. This is a strictly client-server transactional protocol. This protocol might not be a protocol at all; it can be performed using a web interface. In this case, no standardized protocols or policies are needed. However, the web interface can only be manipulated by humans, not automata. For this reason, the participant can use a protocol designed specifically for this purpose.

---

The conference policy server allows clients to manipulate and interact with the conference policy. The conference policy is used by the focus to make authorization decisions and guide its overall behavior. Logically speaking, there is a one-to-one mapping between a conference policy and a focus.

The conference policy is represented by a URI. There is a unique conference policy for each focus. The conference policy URI points to a conference policy server which can manipulate that conference policy. A conference policy server also has a "top level" URI which can be used to access functions that are independent of any conference. Perhaps the most important of these functions is the creation of a new conference. This will result in the construction of a new conference URI, which can then be used to join the conference itself.

The conference policy server is accessed using a client-server transactional protocol. The client can be a participant in the conference, or it can be a third party. Access control lists for who can modify a conference policy are themselves part of the conference policy. The conference policy server also allows clients to create new conferences. This would result in the instantiation of a focus (and therefore, a conference URI associated with that focus), a conference policy, and a media policy. The conference policy server will also have rules about who can create conferences.

The conference policy also includes per-participant policies that specify how the focus is to handle a particular participant. These include whether or not the participant is anonymous, for example.”

Extracted from Requirements for Instant Messaging in 3GPP Wireless Systems draft (http://www.ietf.org/internet-drafts/draft-niemi-simple-im-wireless-reqs-00.txt) 

“3.3 Data Manipulation and Management Requirements

It MUST be possible to create new Address-of-Records (AOR) for message session based conferences, i.e., chat rooms.  These AORs are either ad-hoc style for short lived conferences, or persistent, if the identification of a conference focus is long lived.  There MUST be a standardized mechanism by which such ad-hoc or persistent AORs can be created, applied, and discarded by the user.

It MUST be possible for an administrator (or any user with appropriate access rights) of a chat room to control the list of allowed participants.  There MUST be a standardized mechanism by which such authorization policy is inserted, manipulated and removed.

There MUST be a standard mechanism for an end device to learn the address of the data manipulation interface used for performing the aforementioned control functions of a chat room.

There MUST be standardized mechanisms by which an administrator (or any user with appropriate access rights) of a chat room can invite new participants to the chat room, and kick out existing participants.

It MUST be possible for the administrator of a chat room to set the properties of a chat room, e.g., name, topic, and maximum number of participants.  There MUST be a standardized mechanism by which such properties are set, manipulated, and removed.”

4. Proposal

This chapter discusses the alternatives for the level of standardization for Mt interface in 3GPP. Each alternative is analyzed in the light of required work, flexibility, efficiency, usability and interoperability. Nokia would welcome the views of the meeting and would like to encourage making a decision about the proposed alternatives below:

4.1 Alternative 1: Mt only as a HTTP interface for secure Web-based management

This means that 3GPP would not make any attempt to standardize protocols related to e.g. presence and conferencing related management. Mt interface would allow the users to securely access web-servers connected to the application servers to perform management actions.

Required work from 3GPP: SA3 should work on the security aspects to e.g. enable the use of AKA authentication for HTTP.

Flexibility: All aspects can be managed via Web application.

Efficiency: Depends on the implementation, but in general may be difficult to do optimizations for e.g. radio interface usage.

Usability: The usability would be poor. It would not be possible to integrate the management to the actual presence or conferencing applications. The user would be forced to open and use web browser every time he wants e.g. to create a conference or add new members to his presence list. This solution would thus be inferior compared to others on the market, for instance Wireless Village.

Interoperability: No problem, as long as only Web is used, but vendors would be tempted to provide proprietary solutions to improve usability. This would mean that certain terminals would probably work in the best way with only certain application servers.

(Note that since the IETF work on Data Manipulation and Conference Policy Control protocols is proceeding anyway, application servers and terminals could still include these protocols. However, interoperability would be damaged by not having the protocols included directly in 3GPP Release 6, and by not having a 3GPP-endorsed solution for their security.)

4.2 Alternative 2: Mt to include both HTTP and IETF Data Manipulation and Conference Policy Control Protocols

This means that 3GPP would take IETF’s Data Manipulation Protocol and Conference Policy Control Protocols formally as part of Mt interface. This would still allow Web-based management, but also automated and standardized protocols would be available.

Required work from 3GPP: In addition to alternative 1: 3GPP CN1 should start work on these protocols as part of their Presence and Conferencing work. They should review the current IETF requirements drafts and provide 3GPP-specific input to those. CN1 should also make a formal dependency on these protocols. SA3 would need to work on the security issues, mainly on the support of AKA. (Note that if these protocols will be based on HTTP no extra security work compared to alternative 1 is needed.)

Flexibility: No flexibility would be lost since the possibility to use web interface would still be there.

Efficiency: Can be optimized for wireless use by designing the protocol in a proper fashion.

Usability: Having standardized protocols would allow the design of user interfaces where management could be integrated as part of the actual application. The user could easily e.g. create conferences from terminal UI, or add members to his presence list from his terminal phonebook. This would bring the IMS-based solution on par with other alternatives.

Interoperability: Standardized protocols would ensure interoperability between terminals and application servers compatible with 3GPP.

APPENDIX A: Usability Use Cases

These use cases try to illustrate the differences between standardized management/manipulation protocols and web based management from usability point of view.

Case 1: Chat application

Use case: User wants to create a chat conference, and include people who are allowed to join it. When some other people try to join, the user wants to be asked on-line to make a decision, whether they are allowed.

Web based management: First, the user needs to open a web browser. He fetches a form designed for conference cretion. He then fills in the Public IDs of allowed participants to the correct field, and submits the form. Web server gives him back the SIP URI allocated for the conference. After that the user can use the URI to join the conference, and people on the allowed persons list can also join it. When someone not on the lists tries to join, the user is notified via the Conference state event package. He can go back to the web browser (start it if it is not running), fetch the authorization form and type the Public ID of that person to the correct field in the form and submit it. After that the person’s request to join is granted.

Standardized conference policy control protocol: User can select conference creation directly from his terminal and select the allowed persons from the phonebook. After that he can automatically connect to the conference by using the URI given by the protocol. When a person not on the list of allowed participants tries to join, user can select “yes” or “no” directly from the application pop-up window.

Case 2: Presence application

Use case:  User wants to add someone to his presence list, and allow that person also to see his presence.

Web-based management: User needs to start a web browser and fetch the correct form. In that he can fill in the Public ID of the person he wants to add to his presence list. He can add the Public ID also to the list of people who are allowed to see his presence. The settings are active after he submits the form.

Standardized data manipulation protocol: User can select the person from his phonebook and directly add him to his presence list and to the list of people allowed to see his presence. The user interface can implement these operations in an efficient manner. 

