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1. Introduction

Recent discussions on the issue of separation of authorisation and authentication have focussed to the usage of EAP mechanism to serve the purpose for release 6 interworking specifications.  As pointed out on the SA2 mailing list in the weeks leading up to this meeting, the use of EAP for non-authentication matters delves in unknown territory.  Existing usage of EAP assumes authentication to be performed.  Is it possible for the authorisation of 3GPP services to be performed?

This contribution will describe the use of EAP for authorisation.  

2. Authorisation mechanism

2.1 Overview

After the user has gained access to the WLAN (i.e. has successfully authenticated), he/she may initiate a request for 3GPP service.  This request will trigger an end-to-end EAP method for authorisation.  The 3GPP AAA server will verify the user’s subscription against the requested service.  If yes, the 3GPP AAA server will proceed to configure the WLAN/UE on how to access this service.

Once the service has been setup and the UE configured, the UE is requested to perform a re-authentication, within the same EAP session.  This re-authentication will be according to procedures as specified in the used EAP type for authentication.  For example if EAP-AKA is being used for authentication, EAP-AKA re-authentication must be performed here.

2.2 Signalling sequence
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1.  The user has successfully completed authentication and currently has access to the WLAN.

2a. The user decides to activate a particular 3GPP network based service.  This event at the UE triggers an end-to-end service request to the 3GPP AAA server, where such request may contain APN or other parameters associated with the particular service.  A necessary EAP exchange occurs to grant and configure the requested service to the WLAN and UE.

2b. Where necessary, the user’s subscription profile is retrieved from the HSS, over the Wx reference point.  This profile includes the necessary information to determine the authorisation result for the requested service.

2c. Tunneling and IP parameters may be retrieved from/via the Packet Data Gateway over the Wm reference point.

2d. After 3GPP service authorisation, the UE is requested to re-authenticate.  This results in the necessary amount of EAP message exchange according to the reauthentication type specified.

2e. The result of the re-authentication procedure determines the success of the EAP/AAA session.  The WLAN and UE are notified accordingly.

3. Discussion

3.1 IEEE 802.1X considerations

There are two primary concerns regarding IEEE 802.1X, these are port control and state machines of entities involved in the access control mechanism.

3.1.1 Port control

The authorisation signalling is contained within a single EAP session.  However, the result of the authorisation exchange will be implicitly signalled in the method.  It is left up to the completion of the re-authentication procedures to indicate EAP_SUCCESS or FAILURE.

Thus the status of the controlled port will be determined by the re-authentication procedure and NOT by the authorisation signalling.

3.1.2 State machine

In terms of the entities involved in the 802.1X port control mechanism, this EAP dialogue achieves its purpose like any other EAP authentication method.  Supplicant and Authenticator will be in the AUTHENTICATING state and will see authentication being performed by the re-authentication procedure after the authorisation signalling.

3.2 IEEE 802.11i considerations

For interworking with IEEE 802.11 WLANs, 802.11i utilises 802.1X for port control and key exchange.  This means for compliance with 802.11i, any EAP dialogue must include the derivation of fresh 802.11i keys (Pairwise Master Key).

This proposal will not degrade the security provided by authentication procedures because it reuses the same re-authentication procedures.  These procedures will also fulfil the need for derivation of new keys.

3.3 EAP AKA/SIM considerations

In EAP AKA/SIM, re-authentication is stated as optional.  While this can be true, this authorisation proposal will always enact re-authentication as part of its method.  Without it, the proposal will not be compliant.  If re-authentication is not possible or fails, it is up to implementation whether to initiate the full procedures.  However, starting full authentication will also be contained in the same EAP session, it will achieve the same outcomes i.e. mutual authentication and derivation of keys.

3.4 What’s the difference?

Now there are three procedures on the table:

(1) Full authentication

(2) Re-authentication

(3) 3GPP service authorisation

For purposes of authentication and identification to the network, procedures (1) and (2) will be executed as usual.  Procedure (3) will be executed ONLY when 3GPP service is requested, and NEVER for authentication purposes.

3.5 Key advantages

· This proposal is compliant to IEEE 802.1X port control and 802.11i security for 802.11 WLANs.  Furthermore it is consistent with the key assumptions of 802.11i (key derivation and exchange) and EAP.

· 3GPP service authorisation is offered on top of WLAN access.  This means that denial for a particular 3GPP service will still yield the user local WLAN access. 

· Selection and subsequent denial of another 3GPP service might not result in tearing down of current active services, this is good for session continuity and user experience.

· This authorisation signalling has to obey the stringent requirements that apply for authentication dialogue (e.g. timeouts).  This is to keep the signalling as secure and protection from abuse.

· The authorisation signalling reuses existing re-authentication procedures, hence no new key derivation and mutual authentication methods need to be invented.

3.6 Security requirements

· The EAP method for authorisation requires the use of an Authorisation_ID to uniquely identify the user and to initiate authorisation dialogue.  This Authorisation_ID shall be derived in addition and in consequence to reauthentication identifier at authentication time.

· The EAP authorisation signalling requires integrity protection and encryption reusing EAP keys obtained during full authentication.

· The EAP authorisation signalling requires re-authentication procedures of the specified EAP authentication type to be implemented.

4. Proposal

4.1 Proposed changes to the TS

1. It is proposed to replace the current paragraph on ‘service selection’ in section 5.2 with the following text:

3GPP service selection and authorisation

The end-to-end 3GPP service selection and authorisation signalling shall include means for delivering encrypted service selection information from the UE to the 3GPP AAA server. The service selection information may contain APN and External Protocol Configuration Options as they are defined in 3GPP TS 24.008. Before admitting the user to access 3GPP services, 3GPP AAA server shall verify users subscription to the indicated APN against the WLAN subscriber profile retrieved from HSS.  If successful, the WLAN and UE shall be configured for access to the particular service.  

For compliance with security objectives, re-authentication shall be executed after the above-mentioned signalling to complete the service selection and authorisation procedure.
2. It is proposed to insert section 2.2 into the section 7 of the TS under the heading of “3GPP service authorisation”.

4.2 To draft an LS to SA3

Details of the mechanism (section 2) and security requirements (section 3.6) above be communicated to SA3 in an LS, asking them to progress work in this direction.

