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Introduction

Last SA2 meeting proposed to discuss MBMS service provision, Authentication and Policy Control. Policy control for MBMS was already discussed in some contributions. User authentication and MBMS service authorization need further elaboration. This paper describes and compares different approaches for user authentication and authorization of MBMS multicast service usage and related cipher key distribution to restrict MBMS multicast data consumption to authorized users. All described approaches use policy control functionality for MBMS services of individual users and for the common MBMS distribution tree that delivers MBMS data to the UEs. 

All three approaches base on the MBMS multicast activation procedure that was adopted in the last meeting; i.e. it is assumed that there is no communication between the MBMS application and the MBMS bearer in the UE. This requires application level MBMS signaling by the UE to obtain application level keys when application level ciphering is used.
Following different alternatives to provide the required functionality are described and discussed in the paper:

1. User authentication and service authorization on application level via IMS

2. User authentication and service authorization on application level without IMS

3. User authentication and service authorization on bearer level via GPRS

Following definitions are introduced for the description:

MBMS application context is established by MBMS multicast application level signaling in the UE and the BMSC (depending on the approach also in P-SCSF/PDF) for each active service of a UE. It contains service ID and typically application level key(s). 

The MBMS distribution tree describes the logical tree of all network entities, which transfer MBMS data between GGSN(s) and RNC(s). It is a logical tree only. Bearer resources will be assigned along the tree when the BMSC intends to transfer MBMS data.

The MBMS service context contains all MBMS service parameters which are independent of individual UEs, like service ID, QoS, MBMS distribution tree information. The MBMS distribution tree information indicates the linked entities within the MBMS distribution tree. The MBMS service context is typically stored in PDF, GGSN, SGSN, RNC and BSC.

The MBMS PDP context is established by MBMS multicast bearer level signaling for each active MBMS service of an UE. The MBMS PDP context is stored in PDF, GGSN and SGSN. It contains the service ID, QoS and potentially bearer level keys. 

Discussion

1 User authentication / service authorization on application level via IMS
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Figure 1 user authentication / service authorization via IMS

The IMS provides functionality for user authentication and for application services. These functions are used to authorize MBMS service access at application level and to distribute application layer keys to the individual UEs. MBMS service provision consists of three parts:

a) The application level MBMS service access per UE to derive the application level key and to authorize the bearer level MBMS activation,

b) The bearer level MBMS service activation per UE to join the MBMS distribution tree,

c) The MBMS distribution tree control per MBMS service.

The three part are described in the following:

a) First the UE performs an MBMS service access on application level via IMS (blue flow in the figure). The S-CSCF authenticates the user and resolves the BMSC as an application server both based on HSS data. The BMSC checks the subscription for the requested MBMS services and sends the group key at application layer, if application layer ciphering is used. The group key may have to be ciphered for the transfer between the BMSC and the UE. The result of this step is that an MBMS application context has been established between the UE and the BMSC.

b) At bearer level each UE activates an MBMS PDP context per MBMS service (green flow in the figure). The activation procedures from all UEs establish the MBMS distribution tree of an MBMS service. The MBMS PDP context for an UE is authorized at GGSN by Go signaling. The PDF gets service authorization information per user from the BMSC.

c) The MBMS distribution tree, which is build up by the MBMS PDP context activation of individual UEs, is authorized at the GGSN by the PDF (red flow in the figure). The BMSC controls each MBMS distribution tree individually per MBMS service via the PDF. These procedures are common to all three approaches and are described in paragraph 4.

MBMS multicast data are sent from BMSC to GGSN(s) via Gi, which needs no new functionality for this approach.
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Figure 2 information flow for user authentication / service authorization via IMS

1. The UE performs MBMS service access at application level. The CSCF authenticates the user and contacts the BMSC.

2. The BMSC derives subscription data from HSS.

3. The BMSC authorizes the service access and confirms it. A group key and the multicast IP address of the service may be sent to the UE.

4. The UE requests multicast activation at bearer level.

5. The GGSN sends the request to the PDF.

6. The PDF verifies with the BMSC the user’s authorization.

7. The PDF indicates the authorization to the GGSN.

8. The GGSN notifies the UE to establish an MBMS PDP context.

9. The UE requests the activation of an MBMS PDP context.

10. The GGSN informs the PDF.

11. The GGSN accepts the activation of the MBMS PDP context.

2 User authentication / service authorization on application level without IMS
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Figure 3 user authentication / service authorization at application level

Functionality for user authentication and for service authorization is provided by the BMSC. The functions may (need to) use HSS data. MBMS service provision consists of three parts:

a) The application level MBMS service access per UE to derive the application level key and to authorize the bearer level MBMS activation,

b) The bearer level MBMS service activation per UE to join the MBMS distribution tree,

c) The MBMS distribution tree control per MBMS service.

The three part are described in the following:

a) First the UE performs an MBMS service access on application level (blue flow in the figure). The BMSC authenticates the user, checks the subscription for the requested MBMS services both potentially based on HSS data. And the BMSC allocates the group key at application layer, if application layer ciphering is used. The group key or the whole communications between the BMSC and the UE have to be enciphered. The result of this step is that an MBMS application context has been established between the UE and the BMSC.

b) At bearer level the UE activates an MBMS PDP context per MBMS service (green flow in the figure). The activation procedures from all UEs establish the MBMS distribution tree of an MBMS service. The MBMS PDP context for an UE is authorized at GGSN by Go signaling. The PDF request authorization information from the BMSC. Alternatively the PDF may be integrated with the BMSC. 

c) The MBMS distribution tree, which is build up by the MBMS PDP context activation of individual UEs, is authorized at the GGSN by the PDF (red flow in the figure). The BMSC controls each MBMS distribution tree individually per MBMS service via the PDF. These procedures are common to all three approaches and are described in paragraph 4.

MBMS multicast data are sent from BMSC to GGSN(s) via Gi, which needs no new functionality for this approach.
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Figure 4 information flow for user authentication / service authorization at application level

1. 1 The UE performs an MBMS service access at application level.

2. The BMSC derives subscription data from HSS.

3. The BMSC authenticates the user, authorizes the service activation and confirms the activation. A group key and an IP address may be sent to the UE.

4. The UE request multicast activation at bearer level.

5. The GGSN sends a request to the PDF.

6. The PDF verifies with the BMSC the user’s authorization.

7. The PDF indicates the authorization to the GGSN.

8. The GGSN notifies the UE to establish an MBMS PDP context.

9. The UE requests the activation of an MBMS PDP context.

10. The GGSN informs the PDF.

11. The GGSN accepts the activation of the MBMS PDP context.

12. The PDF may inform the BMSC.

3 User authentication / service authorization on bearer level


[image: image5.wmf] 

UE

 

 

MBMS

 

Appl.

 

 

 

 

 

MBMS

 

bearer

 

HSS

 

GGSN

 

BMSC

 

 

 

MBMS

 

Appl.

 

 

 

 

 

MBMS

 

bearer

 

PDF

 

Sh?

 

[Gmb = Gq ?]

 

Go

 

Gi

 

per user MBMS 

PDP context

 

MBMS subscription data

 

MBMS service control per user &

 

MBMS bearer control per servic

e

 

MBMS data (IP multicast)

 


Figure 5 user authentication / service authorization at bearer level

In this approach user authentication relies on GPRS functionality. Service authorization is performed by the BMSC. This may use HSS data. This approach can not support application level ciphering as no communication between MBMS application and MBMS bearer is assumed like for the MBMS multicast application procedure. Therefore no application level signaling is required and MBMS service provision consists of two parts only:

a) The bearer level MBMS service activation per UE to join the MBMS distribution tree, to authorize the access and to derive the bearer level cipher keys,

b) The MBMS distribution tree control per MBMS service.

The two part are described in the following:

a) The UE activates an MBMS PDP context per MBMS service (green flow in the figure). The activation procedures from all UEs establish the MBMS distribution tree of an MBMS service. The MBMS PDP context for an UE is authorized at GGSN by Go signaling. The PDF request authorization information from the BMSC. The BMSC checks the subscription for the requested MBMS service potentially based on HSS data.

b) The MBMS distribution tree, which is build up by the MBMS PDP context activation of individual UE’s, is authorized at the GGSN by the PDF (red flow in the figure). The BMSC controls each MBMS distribution tree individually per MBMS service via the PDF. These procedures are common to all three approaches and are described in paragraph 4.

MBMS multicast data are sent from BMSC to GGSN(s) via Gi, which needs no new functionality for this approach.
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Figure 6 information flow for user authentication / service authorization at bearer level

1. 1 The UE request multicast join at bearer level.

2. The GGSN sends the request to the PDF.

3. The PDF verifies with the BMSC the user’s authorization. It relies on GPRS authentication.

4. The BMSC may derive subscription data from HSS.

5. The BMSC confirms the user’s authorization. A group key may be included.

6. The PDF indicates the authorization to the GGSN. A group key may be included.

7. The GGSN notifies the UE to establish an MBMS PDP context.

8. The UE requests the activation of an MBMS PDP context.

9. The GGSN informs the PDF.

10. The GGSN accepts the activation of the MBMS PDP context. A group key may be included.

11. The PDF may need to inform the BMSC.

4 Common functions for MBMS bearer control per MBMS service 

These functions at bearer level are used in all three alternatives to:

· Administer a new MBMS service

· To authorise the establishment of an MBMS distribution tree at the GGSN

· To assign bearer resources to the MBMS distribution tree when MBMS data shall be transferred

· To release bearer resources after MBMS data transfer
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Figure 7 information flows for MBMS distribution tree control

Following information flows control the MBMS distribution tree for all discussed variant:

Administration of MBMS service provides the PDF with service information when a new MBMS service is introduced.

At MBMS distribution tree establishment the GGSN request the policy from the PDF for the MBMS service when the first UE activates an MBMS PDP context at the GGSN.

The BMSC indicates MBMS data transfer start when resources shall be assigned for MBMS data transfer to all UEs that have activated the MBMS service. If bearer level (RAN) ciphering shall be used the procedure may transfer the group key to the RAN (or to the SGSN in Gb mode).

The BMSC indicates MBMS data transfer stop when resources shall be released after an MBMS data transfer.

Conclusion

The IMS based approach uses user authentication and service authorization based on subscription and security data handling already defined for IMS. No user specific data have to be administrated on the BMSC. And the BMSC needs not to implement user authentication functions. The approach depends on IMS functionality. The only IMS extension for MBMS seems to be the key delivery from BMSC to the UE if application level ciphering is used.

The IMS-less application level approach does not depend on IMS functionality. The BMSC must be able to authenticate users on application level. This requires specific security functionality in the BMSC and may require (authentication) information from HSS. Also, user specific subscription data have to be derived from HSS or administrated on the BMSC. The BMSC delivers a key to the UE if application level ciphering is used.

The bearer level approach relies on user authentication by GPRS. User specific subscription data have to be derived from HSS or administrated locally on the BMSC. Typically this approach allows only for bearer level (RAN or LLC) ciphering, as there is no communication between application and bearer level according to the chosen MBMS (bearer level) activation procedure. 

If application level ciphering is the preferred approach for MBMS an application level approach for user authentication and service authorization is required. TSG SA3 may support this decision by commenting on feasibility and required effort for bearer level ciphering which may include ciphering for UTRAN, LLC, ptp, ptm, and transition between these modes.

A problem for application level ciphering may be a fallback to existing bearer services when MBMS is not supported yet. This would results in parallel radio ciphering for the PtP bearer and application level ciphering as the data source is already ciphered. The double ciphering may require too much performance from UEs. TSG T2 may want to comment on this.

A decision between the application level approaches may prefer the IMS approach as it uses the general application concept of IMS. Application level authentication is provided. There are also advantages for the subscriber management as subscription data may be stored in the HSS instead of storing in the application servers.

All three approaches show the advantages of using policy control functionality to control MBMS PDP and service bearers. It is proposed to adopt MBMS control at GGSN via Go instead of Gmb as a working assumption. This approach may use existing functionality and avoids the need for a new GGSN interface.
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