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1. Introduction

This contribution discussed what aspects of Service Based Local Policy are applicable to Wireless LAN, with the aim of scoping any further work on Policy and WLAN.

As noted in the TR, the WLAN architecture being defined in SA2 introduces new 3GPP network elements for the support of WLAN, namely the 3GPP AAA Server and the Packet Data Gateway. Since these are 3GPP network elements, then we can place requirements on these elements for Service Based Local Policy if required.

With respect to the Wireless LAN Access Point itself, this is not a 3GPP network element, so we are constrained to use the capabilities defined by the IEEE for this device.

2. Layer 2 and Layer 3 policy

As noted in S2-030111, presented at SA2#29, Service Based Local Policy operates in GPRS at both Layer 2 and Layer 3. In GPRS, both layers are handled by the GGSN.

In Wireless LAN however, this is not the case: Layer 3 aspects of policy can only be handled at the Packet Data Gateway, since this is the first Layer 3 node that traffic from the WLAN UE encounters. Layer 2 aspects of policy must be handled at the WLAN Access Point, since this terminates the Wireless part of the Layer 2 connection. (Handling of Policy for the rest of the Layer 2 connection – from AP to Packet Data Gateway is not considered here).

Layer 3 policy should obviously be applied in the same manner for every IP Connectivity Network. However, with GPRS, the whole policy mechanism is triggered from a Layer 2 action (the establishment of a PDP Context) and this causes the PDF to supply policy for both Layer 2 (the QoS limits on the PDP Context) and Layer 3 (the filters defining the allowed traffic and the gates which control this traffic).

3. Capabilities required for SBLP

The TR lists the following capabilities which may exist within an IP Connectivity Network for the support of Service Based Local Policy:

1a.
The ability to inform the IMS when a resource reservation is requested in the IP Connectivity Network

1b.
The ability to act on an authorisation decision received from the IMS in response to the indication in 1a. The decision contains an upper bound on the QoS for the resource reservation.

2. The ability to provide the IMS with correlation information identifying the charging information associated with the resource reservation identified in 1a above.

3. The ability act on revocations of the authorisations sent by the IMS

4. The ability to inform the IMS when a resource reservation is removed in the IP connectivity network.

5. The ability to provide Diffserv Edge Functions for individual IP flows configured based on the policy information from the IMS.

6. The ability to provide the IMS with correlation information identifying the charging information associated with an individual IP flow

We consider whether the above capabilities can be supported by Wireless LANs at Layer 2, and/or generically at Layer 3 in the following sections.

3.1 WLAN (Layer 2) support for SBLP capabilities

1a.
The ability to inform the IMS when a resource reservation is requested in the IP Connectivity Network

Explicit resource reservations within 802.11 WLANs are being discussed in 802.11e, however this work is for from completion.

Coordination with WLAN standards groups is required to determine whether there is any policy control interface that is being, or could be, standardised for this purpose. In meantime, we should assume that such interfaces do not exist.

1b.
The ability to act on an authorisation decision received from the IMS in response to the indication in 1a. The decision contains an upper bound on the QoS for the resource reservation.
See 1a.

2. The ability to provide the IMS with correlation information identifying the charging information associated with the resource reservation identified in 1a above.

In the 3GPP WLAN architecture, charging information is not collected on a per Layer 2 resource reservation basis.

3. The ability act on revocations of the authorisations sent by the IMS

See 1a.

4. The ability to inform the IMS when a resource reservation is removed in the IP connectivity network.

See 1a.

5. The ability to provide Diffserv Edge Functions for individual IP flows configured based on the policy information from the IMS.

Diffserv is a Layer 3 function, so this item would not be applicable for the WLAN AP.

6. The ability to provide the IMS with correlation information identifying the charging information associated with an individual IP flow

Diffserv is a Layer 3 function, so this item would not be applicable for the WLAN AP.

We can see from the above discussion, that none of these capabilities can presently be provided at Layer 2 in a 3GPP WLAN network. So, we consider in Section 3.2 whether the same or equivalent capabilities could be provided at Layer 3 in such a network.

Further, it may be interesting to consider whether new modes of operation could be introduced for SBLP which would make use of capabilities which did exist in Layer 2/3. We do this in Section 3.3

3.2 Generic (Layer 3) support for SBLP capabilities

This section considers which of the 6 identified IP Connectivity Network capabilities could be applied entirely at Layer 3 (i.e. PDGW in the case of WLAN).

1a.
The ability to inform the IMS when a resource reservation is requested in the IP Connectivity Network

This could be supported if we assume that the UE supports a Layer 3 resource reservation protocol (i.e. RSVP or in future NSIS). These resource reservations could be intercepted and authorised/rejected appropriately.

In terms of authorising the actual use of resources, this may not be possible unless there is some linkage to Layer 2 resource usage.

In terms of authorising the linkage of charging information to the service, this can be provided as described below.

1b.
The ability to act on an authorisation decision received from the IMS in response to the indication in 1a. The decision contains an upper bound on the QoS for the resource reservation.

See 1a.

2. The ability to provide the IMS with correlation information identifying the charging information associated with the resource reservation identified in 1a above.

Charging information could be collected at the PDGW on a per flow basis, in which case correlation information could be provided to IMS. 

3. The ability to act on revocations of the authorisations sent by the IMS

As noted under 1a, unless there is some linkage to Layer 2 resource reservations, it would not be possible to reserve actual access network resources, or revoke such authorisations.

However, the charging linkage to the session can be revoked. I.e. between authorisation and revokation of the authorisation, separate charging information is collected for the flow. This can be used to perform service based charging (such as differential charging or calling party pays).

4. The ability to inform the IMS when a resource reservation is removed in the IP connectivity network.

See 1a.

5. The ability to provide Diffserv Edge Functions for individual IP flows configured based on the policy information from the IMS.

As has been discussed at some length in SA2, this may be required to support service-based charging.

6. The ability to provide the IMS with correlation information identifying the charging information associated with an individual IP flow.

This can clearly be supported at Layer 3.

3.3 Possible new SBLP capabilities

Section 3.1 identified that based on current Layer 2 capabilities in WLANs it would not be possible to provide SBLP in the manner supported in Release 5.

Section 3.2 identified that unless the UE supports Layer 3 resource reservation signalling, it would not be possible to provide SBLP in the manner supported in Release 5.

We therefore consider whether there may be other modes of operation for Service Based Local Policy that could be applied at WLAN Layer 2 or generically at Layer 3.

The problem in both 3.1 and 3.2 is that in Release 5 the Service Based Local Policy mechanism is triggered by an explicit resource reservation message from the UE. However, the application layer is aware of the point in time at which the resource reservation is required, so we could consider a new approach in which SBLP was triggered from the application layer instead.

This would correspond to a ‘push’ operation, in which the PDF ‘pushes’ the Policy to the IP Connectivity Network, instead of waiting for the IP Connectivity Network to ‘pull’ it.

3.3.1 Policy Push for WLAN Layer 2

This requires further study of the WLAN Layer 2 QoS capabilities. It would be of value to request information from IEEE 802.11e group about the capabilities they are defining, and the interfaces, if any, which could be used for policy control of these capabilities.

However, without knowing exactly what capabilities exist, we can draw some conclusions as follows:

· Any Layer 2 Policy Push mechanism will require some way for the Policy to identify the UE to the Layer 2. This implies that some Layer 2 UE identifier needs to be passed from the UE, via the Application and down through the Policy Control mechanisms. (This is not required in a ‘pull’ model, since the token implicitly identifies the UE.)

· Any Layer 2 Policy Push mechanism will require some way for the Policy to identify the flows to which  it applies to the Layer 2.

3.3.2 Policy Push for Layer 3

At Layer 3, the flows of data to which the policy is to be applied can be identified by the standard IP classifier (e.g. 5-tuple).

Therefore, it would be possible to ‘push’ a policy which, for example, authorised a flow of packets, requested separate charging information for those packets, and requested charging correlation identifiers for that charging information.

It should be noted, that the authorisation here could be a simple enable/disable authorisation (as we have in Release 5) or could include bandwidth limitations etc. as had been discussed in the WI on policy-based Diffserv.

Finally, it is important to note that we have not placed any restrictions on the policy that applies before this service-specific policy is applied. In many cases, the user may be authorised to send/receive packets to/from the same destination before the policy is applied. The only difference, then, after the policy is applied is that the charging information for this flow is being separatly collected and then correlated to the service.

For example, in a particular network there may be no restrictions on users sending packets to other users. However, when I am connected by WLAN and I receive an incoming IMS call. The operator has a calling party pays charging model. A policy is ‘pushed’ to the Packet Data Gateway which identifies the flows of media packets to/from the caller. Before the call came in there was no restriction on packets to/from this other user. After the policy is applied, the only difference is that packets for this call are counted separately and, from my point of view, zero rated.

4. Conclusions 

Section 2 proposed that we should consider Service Based Local Policy separately for Layer 2 and Layer 3, since not all access systems will combine the two in a single element.

Section 3 looked first at whether Release 5 Service Based Local Policy procedures could be applied to WLAN at Layer 2, or generically at Layer 3. We concluded that for WLAN Layer 2 this was not possible based on current standards, but that attention should be payed to the ongoing work on 802.11e.

Further, we concluded that pure Layer 3 Service Based Local Policy (based on R5 procedures) could only be achieved if the UE supports an explicit Layer 3 resource reservation protocol.

Section 3.3 considered whether there were ways of extending R5 Service Based Local Policy so that it could operate using WLAN Layer 2, and/or generically at Layer 3. We concluded that this may be possible based on a ‘push’ model, where policy is pushed from the application layer without waiting for a ‘pull’ action to be triggered from the UE.

At WLAN Layer 2, this may be possible, but again further work was required based on the current IEEE QoS work.

At Layer 3, this would be workable and would provide support at least for Service Based Charging and possible some form of QoS control without the need for UE support of Layer 3 resource reservation signalling.

5. Proposal

We propose to extend Service Based Local Policy using a ‘push’ model to support application of Layer 3 policy.

The following text is proposed to be added to TR 23.864 (IMS Commonality) section 4.5 QoS and Service Based Local Policy:

“Release 5 SBLP shall be extended so that it can operate using generic layer 3 functionality (i.e. based on IP flows, not related to PDP context management). This shall be achieved using a push model where policy is pushed from the application layer without waiting for a ‘pull’ action to be triggered from the UE.”

Also the following new section is proposed to be added to TR 23.917 (Dynamic Policy Control) between 7.3 “Relationship between functional” entities, and 7.4 “Functions with Policy control”:

“7.4 Policy and other accesses than GPRS

Please refer to TR 23.864. Release 5 SBLP shall be supported in release 6. In addition, release 5 SBLP shall be extended so that it can operate using generic layer 3 functionality (i.e. based on IP flows, not restricted to PDP context management). This shall be achieved using a push model where policy is pushed from the application layer without waiting for a ‘pull’ action to be triggered from the UE. In the scope of this TR, this means that the AF can contact the PDF (push policy from the AF to the PDF) without waiting for a ‘pull’ action to be triggered from the UE.”

In TS 23.234 (WLAN Scenarios 2 and 3), it is proposed to describe the possibility that the Packet Data Gateway supports application of Layer 3 policy based on SBLP and the resulting requirements for the Release 6 version of the Go interface.

































































































