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Introduction

During the last few months, the 3GPP SA2 working group has been discussing about possible solutions, within SIP, to prevent unauthorized usage of media streams, codecs or maximum bandwidth when an IMS user establishes a new session.

A solution has been agreed for Release 5. This solution is based on the rejection of non-authorized media parameters with a 488 SIP response.

This solution is not deemed as perfect, although it is valid as a short-term solution. This document introduces the requirements to improve on the current solution without losing backward compatibility.

Discussion

For Release 5 IMS, a solution to reject non-authorized media streams, codecs, etc. was agreed.

In case the UE tries to establish a new session comprising the usage of any media stream, codec, etc. not allowed by local policy in the visited network, or not allowed by subscription in the home network, the CSCF will return a 488 SIP response. The 488 response will contain SDP payload including the media types, codecs and other SDP parameters that are allowed according to either the local policy and/or the user's subscription.

This behaviour seems to be aligned to the IETF SIP specification. However, some problems have been considered:

1. In a typical mobile-to-mobile session set-up, the number of proxies that could potentially return a 488 response is 4 (two P-CSCF and two S-CSCF, originating and terminating legs, respectively). This means that a UE could receive up to a maximum of 4 different 488 responses for the same session set-up at 4 different attempts. Although this is considered a rare situation, it is however, theoretically possible.

2. As the UE does not have the knowledge of which node is answering, it cannot cache 488 responses across different sessions. For instance, the UE may get a 488 response in a first session set-up attempt. If this 488 response was issued by either the originating P-CSCF or the originating S-CSCF, the UE could cache the response, and use the results when it tries to set up a second session to a different destination. However, as the UE does not know which node answered with the 488 response, it may happened that the 488 response was issued by either the terminating S-CSCF or the terminating P-CSCF. As the terminating nodes change on a per session basis (that is, whenever the destination user changes), the UE cannot apply the results of previous 488 responses to future session attempts. Therefore, the UE cannot cache any of the 488 responses.

In order to mitigate these effects, it is proposed that during the registration procedures the S-CSCF includes the appropriate media policy object in any SIP message towards the UE (e.g., in a 200 OK response for a REGISTER request or NOTIFY request after a subscription). The media policy object will contain the same information that the 488 response created in the same S-CSCF will contain, that is, the media types, codecs and other SDP parameters which are allowed according to the local policy and users subscription. 

A similar mechanism is applicable to the P-CSCF. The P-CSCF will send a policy object to the UE during the registration procedures. The policy object will contain the same information that the 488 response created in the same P-CSCF will contain, that is, the media types, codecs and other SDP parameters which are allowed according to the local policy.

When the registration is complete, the UE will have gotten the originating S-CSCF and originating P-CSCF media policy objects.  The UE stores those media policy objects for the duration of the registration. 

The UE, prior to building a new session attempt (e.g., INVITE), will check against the stored media policy objects and not attempt to use any non-allowed SDP parameter.

This solution solves the originating leg of the session set-up model (i.e., originating P-CSCF and originating S-CSCF). The UE will never get any 488 rejection from its own P-CSCF or S-CSCF, because all the requests are built with the UE taking into consideration the originating media policy. During a session set-up, the UE may, however, get a 488 response from the terminating S-CSCF or the terminating P-CSCF. As the terminating S-CSCF and terminating P-CSCF change with every session set-up (or better said, every time the destination user changes), it is not possible to download in advance any media policy associated to the terminating user.

Note that this solution does not preclude the Release 6 CSCFs to inspect the SDP. Still this inspection has to be done, because a malicious UE that do not take into consideration the local downloaded media policy could try to bypass it. However, the solution speeds up the session set-up time and the signalling in case there are some non-allowed media parameters.

Backwards compatibility

The solution provided in this document is backwards compatible as shown below. 

a. A Release 5 terminal connects to a Release 6 network. The UE will not request the media policy objects during the SIP registration process, although it may receive them (depending on the stage 3 solution). The UE, according to the SIP rules, will discard any information that is not understood. Therefore, if the UE receives unsolicited policy objects, the UE will behave as the Release 5 solution, and non-allowed media parameters will be rejected with 488 responses.

b. A Release 6 terminal connects to a Release 5 network. The UE will not receive the media policy objects during the SIP registration process. Therefore, the UE will behave as a Release 5 UE, and will be able to receive 488 responses.

c. A Release 6 terminal connects to a Release 5 P-CSCF and a Release 6 S-CSCF (or vice versa). In this case the UE will receive a media policy object coming from the Release 6 node. The UE will use that media policy object when building SIP requests. Still the UE can receive a 488 response coming from the Release 5 node (or from the terminating network).

Proposal

It is proposed to agree on the following requirements:

1. There must be a mechanism whereby the UE may receive from its assigned P-CSCF, during the registration procedure, the media policy objects containing the set of allowed media types, codecs and other SDP parameters according to the local media policy.

2. There must be a mechanism whereby the UE may receive from its assigned S-CSCF, during registration, the media policy objects containing the set of the media types, codecs and other SDP parameters that are allowed according to the local media policy and user's subscription. 

3. The mechanism shall be extensible, so that it can be re-used in the future to download to the UE policy objects other than media policy objects.

In case the proposal is agreed, Ericsson provided the appropriate CR to 23.228 (S2-030854). It must be noted that the solution may require standardisation in the IETF, therefore, SA2 should take an expedited decision in order to allow CN1 to work with the IETF to develop the stage 3 solution.

