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1. Introduction

Alcatel presented MBMS security discussion paper [S3-020363] in SA3#24 Helsinki meeting. This paper gave an overview of possible scenarios for protecting the MBMS traffic. After this there have been several contributions discussing the pros and cons of different alternatives. This contribution aims at raising awareness on the implications of different scenarios from different aspects.

The table below repeats the roles of different nodes in different scenarios. The yellow marking highlights the differences between two consecutive scenarios. Scenario 1b is a variation of scenario 1, where there is no MBMS specific authentication, but the GPRS authentication is re-used.

The following terminology, regarding the encryption key for MBMS, is used in the table below:

TEK – Traffic Encryption Key: the common encryption key, encrypting the MBMS traffic broadcasted to all users.

KEK – Key Encryption Key: the pre-shared encryption key in the UE and the netwrok node (e.g. BM-SC or SGSN) is, a) used by the network node to encrypt the TEK before distributing the TEK to the UE; and b) used by the UE to decrypt the TEK received from the BM-SC. The KEK is the same as the CKor derived from the CK in the UE and network node. CK is delivered by the USIM to the UE and shared with the network at AKA. The key derivation functions to produce the KEK from the CK are FFS.
	
	Scenario

	Task
	1
	1b 
	2
	3
	4

	GPRS authentication
	UE - SGSN
	UE - SGSN
	UE -SGSN
	UE -SGSN
	UE -SGSN

	MBMS authentication
	UE - BMSC
	No MBMS specific authentication
	No MBMS specific authentication
	No MBMS specific authentication
	No MBMS specific authentication

	KEK derivation from CK
	BMSC
	BMSC
	SGSN
	SGSN
	SGSN

	TEK generation
	BMSC
	BMSC
	BMSC
	BMSC
	SGSN

	Key distribution of TEK
	BMSC
	BMSC
	SGSN
	SGSN
	SGSN

	MBMS traffic encryption
	BMSC
	BMSC
	BMSC
	RNC
	RNC


2. Discussion  

Access independence

From the proposed scenarios, scenario 1 is the only one that can be considered access independent from security point of view, since all security functions are performed between UE and BM-SC. This allows easier introduction and interoperability of MBMS services with other access technologies such as WLAN. Other scenarios are more or less 3GPP specific, since one or more security functions have been moved to 3GPP specific nodes. A future proof concept should be considered.

Trust model

The scenarios place different requirements on the trust model. In scenario 1 the home network has overall control of the security framework. I.e. it has control of user authentication and authorisation and key management. 

In scenarios 1b, 2, 3, 4, where the visited network performs user authentication, the home network has no control how often the user is authenticated. 

In scenarios 2, 3, 4, where the visited network performs key distribution, the home network has no control that the keys are distributed correctly in the visited network. The home network has also no control of possible user re-authentication during re-keying.

In scenarios 1, 1b and 2 the traffic is encrypted end to end (from BM-SC to UE) on application layer. In scenarios 3 and 4 the traffic encryption is on the responsibility of the visited network. This implies that a separate encryption scheme on transport level will probably be needed when transporting MBMS traffic from home network to the visited network.

Complexity

In some scenarios (2, 3) the encryption key as TEK is generated by the BM-SC and distributed to the UE by the SGSN. This implies that synchronisation problems become likely when keys have to be transferred from the BM-SC to the SGSN via the GGSN (in roaming case from home network to visited network) before distribution to the encrypting/decrypting nodes. In scenario 4 where the SGSN chooses the keys implies that when a UE moves from a region covered by one SGSN to a region covered by another SGSN this UE should fetch and switch over to the new keys in synchronization with changing SGSN.  This is an overhead which does not appear at all in the other scenarios. This adds significant complexity to scenario 4. 

Also, distribution of keys between nodes adds on the overall complexity of the participating nodes and increases the standardisation effort in 3GPP.

In scenarios 3 and 4, the MBMS encryption is implemented on network level (i.e. radio interface). This implies that when MBMS traffic is sent point-to-multipoint on FACH, the R99 point-to-point security as encryption can’t be re-used for MBMS traffic, as the MBMS traffic sent point-to-multipoint on FACH requires a common encryption key for all UE’s listening to the same MBMS service. Thus a new encryption mechanism needs to be standardised and implemented on radio interface. Also, in order to provide end to end security, the MBMS traffic will probably need to be protected from BM-SC to RNC. This also increases system complexity and standardisation effort in 3GPP. In case of application level ciphering, these are not needed.

In scenarios 1b and 2, the UE complexity increases since the keys need to be transferred from GMM layer to MBMS application layer. 

Relation to DRM

The MBMS service and Digital Rights Management (DRM) framework (developed by OMA) are seen to be related. Their co-existence as well as interoperation are seen desirable if not inevitable. An MBMS scenario should be considered that allows easy co-existence with DRM framework. Typically the MBMS-level ciphering would be turned off when the content is DRM-protected. Turning off the ciphering is assumed to be easier on the application level than on the network level, where it would require access network dependent actions.

3. Conclusions

From the discussion above it can be concluded that as the MBMS security functionality is distributed between more nodes, is moved closer to the radio interface and is moved towards the lower layers, the MBMS security framework:

· becomes more 3GPP specific (access dependent)

· gets more complex,

· impacts more existing nodes,

· requires more 3GPP standardisation,

· becomes more trust dependent on visited network

· becomes more difficult to interoperate with DRM

On the other hand, as the MBMS security functionality involves fewer nodes, is moved towards upper layers (application layer) and is moved away from the radio interface, the MBMS security framework:

· becomes less 3GPP specific (access independent)

· gets less complex,

· impacts less on existing nodes,

· requires less 3GPP standardisation, but may require more IETF work,

· becomes less trust dependent on visited network

· becomes easier to interoperate with DRM and possibly even merge with DRM in the long run.

The choice of MBMS security mechanism should take into account not only short term goals, but also how it can be used with different access technologies (such as WLAN) and evolved towards interoperability with other related frameworks such as DRM.
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