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1 Introduction

This contribution discusses the role of UE-initiated tunneling and IP network selection. 

2 UE-Initiated Tunneling

2.1 UE-Initiated Tunneling and UE-Transparent Tunneling Compared

UE-transparent tunneling extends the WLAN session with network tunnels that are set up between the WLAN AN and the PDGW. UE-transparent tunnels are established as part of the AAA signaling, so they are very much linked to WLAN access. This limits the flexibility of UE-transparent tunneling. For example, there can only be one UE-transparent tunnel at a time (if we assume that the UE can only have one WLAN session at a time). Tunnel establishment is possible only as part of WLAN connection setup and tunnel tear down is coupled with WLAN connection release. It is not possible to change the UE-transparent tunnel during a WLAN session.

These limitations of UE-transparent tunneling can be overcome with UE-initiated tunneling. UE-initiated tunneling can be decoupled from WLAN session set-up, and user choice can be taken into account. As the tunnel starts from the UE, it is possible to achieve a higher level of security than in UE-transparent tunneling, because cleartext user data packets are not accessible to WLAN AN or the visited PLMN.

Although end-to-end tunnels can be established without any support from the 3GPP network or 3GPP standards, 3GPP-operator-managed UE-initiated tunnels would enable the 3GPP operator to provide useful use cases for the subscribers. For example, UE-initiated tunnels could be used for operator-managed corporate connections. UE-initiated tunnels could also be used for accessing operator services (3GPP PS services) in cases when the WLAN AN does not support UE-transparent tunneling, or when higher level of security is needed.

2.2 Wu Reference Point

We propose using end-to-end tunneling between the UE and the PDGW, so that the WLAN AN or any network elements between the UE and the PDGW are not involved in the tunneling. The tunneling reference point between the UE and the PDGW should be separate from the reference point used for UE-transparent tunneling (Wn), so it is proposed that the UE-initiated tunneling reference point between the UE and the PDGW is called Wu.

End-to-end tunnels between the UE and the PDGW may still be transported over the Wn reference point and via the PDGW used for UE-transparent tunneling. On the other hand, the Wu reference point can also be used without UE-transparent tunneling, over any kind of transmission arrangements between the UE and the home network.

The Wu ref. point tunnel establishment should include subscriber authentication, for example with SA3 subscriber certificates that are based on USIM/SIM authentication. The Wu protocols should also support tunnel authorization, for example with username/password an APN.

Ideally, the tunneling protocol used in Wu should have the following properties:

· IP network selection by user choice. This could be realized for example by selecting a different W-APN for each IP network. For instance, the W-APN could be resolved to a PDGW IP address using DNS by the UE, or the W-APN could be included as a parameter in Wu signaling. 

· IP address and other IP configuration from the remote IP network

· Encryption and integrity protection for both tunnel establishment and user data packets

· Username/Password authorization for the tunnel, i.e. legacy authentication

· IPv6 transport in order to support IMS even if the WLAN AN or other intermediate networks were IPv4-only

· Based on available standards, protocol details agreeable in 3GPP

· Supported in current laptop operating systems

Virtual Private Network (VPN) techniques, such as IPsec tunnel mode or Layer 2 Tunneling Protocol (L2TP) over IPsec, are suitable candidates for the protocols in the Wu reference point. The protocol details should be specified up to stage 3 in 3GPP to enable interoperability in a multi-vendor environment.

L2TP over IPsec has the above-mentioned properties. As it is based on a tunneled Point-to-Point Protocol (PPP) session, it would provide roughly the same functionality as a GPRS PDP context. Any network layer protocol, including IPv4, IPv6 and X.25, can be transported over L2TP. All PPP legacy authentication methods can be supported. In addition to remote-access applications, a tight integration with IPsec allows L2TP to focus on tunneling applications and gives users the ability to optionally engage the IPsec portion with relative ease. For instance, L2TP over a private network may not require the additional security and overhead of IPsec, and so it can be turned off. However, in operating over the Internet when security is a must, IPsec may be easily deployed in a standardized manner.

2.3 3GPP Operator Control

3GPP operator control is not risked by introducing UE-initiated tunnels. If UE-initiated tunnels are used for accessing an operator service (behind the Wi reference point of PDGW), then the PDGW is obviously exclusively an operator service, as a third party cannot set up Wi connections to an operator's network. Moreover, the 3GPP operator can make the PDGW only reachable over operator access networks if the 3GPP operator wishes to.

3 Proposal
We propose that a LS is sent to SA3 to request SA3 to design a secure VPN solution for UE-initiated tunnelling in 3GPP-WLAN interworking scenario 3.

We also propose the following changes to TS 23.234 v 1.4.0

*** Start of changes to Section 6.1.1  and 6.1.2 *** 

6.1.1 Non Roaming WLAN Inter-working Reference Model

The 3GPP-WLAN interworking reference model in the non-roaming case is shown in Figure 6.1. 
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figure 6.1 Non Roaming Reference Model.

6.1.2 
Roaming WLAN Inter-working Reference Model

Figure 6.2 shows the 3GPP-WLAN interworking reference model in the roaming case. 

The home network is responsible for access control. Charging records can be generated in the visited and/or the home 3GPP networks.  The Wx and Wo interfaces are intra-operator. The 3GPP network interfaces to other 3GPP networks, WLANs, and intermediate networks via the Wr and Wb interfaces.

The 3GPP proxy AAA relays access control signalling and accounting information to the home 3GPP AAA server.     

It can also issue charging records to  the visited network CGw/CCF when required.
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Figure 6.2   Roaming Reference Model. 

*** End of change *** 

*** Start of change (new section 6.3.10) ***

6.3.10 Wu

The Wu reference point is located between the UE and the Packet Data Gateway. The reference point may but does not have to be transported over the Wn reference point used in UE-transparent tunnelling.
The functionality of the Wu reference point is to enable:

· UE-initiated tunnel establishment, including subscriber authentication and tunnel authorization
· User data packet transmission within the UE-initiated tunnel
*** End of change  ***

*** Start of changes to Section 5.5.3 *** 

5.5.3 UE-Initiated Tunneling

In UE-initiated tunneling, the UE initiates the establishment of tunnels and is involved in packet encapsulation/decapsulation. 
1. 
2. 
3. 
The tunnel establishment is not coupled to WLAN session establishment. A UE-initiated tunnel may be run over an UE-transparent tunnel. Alternatively, the 3GPP AAA server may transmit filtering attributes to WLAN AN in Wr signalling. As UE-initiated tunnels are independent from WLAN session set-up, the filters cannot be tunnel-specific but only generic filters can be used.

The UE may establish several tunnels in order to access several IP network simultaneously. The actual IP network selection, based on a W-APN, and tunnel authorization is performed as part of the establishment of each tunnel. 
Tunnel establishment and tunnelling is performed with end-to-end Virtual Private Network (VPN) techniques, e.g. L2TP over IPsec (RFC 3193).
*** End of change ***

























































