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Introduction

This contribution proposes to clarify if the authentication and authorization separation principle could be satisfied asking for IETF group its opinion on the technical feasibility. A decision inside SA2 WLAN group on how to proceed is requested.

Discussion

During the last SA2 meetings and e-mail discussions it has been observed that authorisation could be a separate procedure from authentication, and that it could be useful that the authorisation procedure executes by itself. 

However it has been noted that the authorisation procedure uses the security association achieved by authentication procedure. It was not decided which protocols/mechanisms to be used for authorisation.

With this assumption some contributions and proposals  about opportunity about separation of authentication and authorization functions have been proposed and/or discussed.

As far as the TS 23.234 is concerned, the EAP protocol (by using the EAP/AKA and EAP/SIM extensions) has been proposed for carry authentication data.

For what regarding the authorization issue, one of the proposal to carry this kind of information could be based on EAP mechanism.

Decision

We propose to contact IETF EAP working group (and SA3 and CN4) by means of a LS (see attached proposal) or by using another approach that the WLAN group considers more appropriate in order to clarify:

1) if the separation of authentication and authorization procedures can be technically feasible;

2) if for this issue an extension of EAP protocol could be proposed.
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1. Overall Description:

During the last SA2 meetings and e-mail discussions it has been observed that authorisation could be a separate procedure from authentication, and that it could be useful that the authorisation procedure executes by itself. 

However it has been noted that the authorisation procedure uses the security association achieved by authentication procedure. It was not decided which protocols/mechanisms to be used for authorisation.

With this assumption some contributions and proposals  about opportunity about separation of authentication and authorization functions have been proposed and/or discussed.

As far as the TS 23.234 (please see attached document) is concerned, the EAP protocol (by using the EAP/AKA and EAP/SIM extensions) has been proposed for carry authentication data.

For what regarding the authorization issue, one of the proposal to carry this kind of information could be based on EAP mechanism.

According to the agreement achieved in SA2 plenary, the aim of SA2 WLAN group is to define the aspects on AAA procedures in depth in TS 23.234 in order to provide a new version of the Technical Specification before June 2003

2. Actions:

To IETF EAP working group.

ACTION: 


IETF EAP working group is asked to clarify:
3) if the separation of authentication and authorization procedures can be technically feasible;

4) if for this issue an extension of EAP protocol could be proposed.
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