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1.0 Introduction

From the email discussion on authorisation that ran during the months of November to December 2002, several aims were identified as key to the functionality of authorisation, these are:

A. Separation of authorisation from authentication

B. Fast deployment

C. Smooth migration towards more advanced interworking scenarios

With these in mind, the access control mechanism should cater for the separation of functionality with low amount of standardisation effort and yet have the flexibility to mature, as requirements evolve, with minimum changes to the mechanism itself nor the interworking architecture.  The access control mechanism must also satisfy some of the technical issues raised during the email discussion, such as IEEE802.1X, security and tunnelling alternatives.

In this document, Panasonic would like to propose a mechanism for access control that will satisfy the requirements as mentioned above.

The proposed access control mechanism is composed of two steps:

(1) Authentication for WLAN access

(2) 3GPP service authorisation

2.0 Authentication for WLAN access

In summary, the user proceeds normally with authentication using EAP-AKA/SIM.  During authentication, once the identity of the user has been verified, the user is checked against his/her subscription for WLAN.  If the user has a valid subscription for WLAN, authentication is deemed successful and the user is allowed to access WLAN resources.

2.1 Signalling sequence
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1. WLAN connection is established with a Wireless LAN technology specific procedure (out of scope for 3GPP). 

2. The EAP authentication procedure is initiated in WLAN technology specific way. 

All EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology specific protocol.

All EAP packets are transported over the Wr reference point encapsulated within Diameter messages as specified in Diameter EAP application .

[Editors note:  Diameter Extensible Authentication Protocol  (EAP) Application is work in progress in IETF [draft-ietf-aaa-eap-00.txt]] 

A number of EAP Request EAP Response message exhanges is executed between 3GPP AAA Server and UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3. Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4. Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5. If the EAP authentication was successful, then 3GPP AAA Server sends Diameter Access Accept message to WLAN. In this message, the 3GPP AAA Server includes EAP Success message and keying material derived from the EAP authentication.

WLAN stores the keying material to be used in communication with the authenticated UE.

6. WLAN informs the UE about the successful authentication with the EAP Success message. 

7. 3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity.  This registration is needed only if the subscriber is not already regiostered to this 3GPP AAA Server.

2.2 Important points

(1) EAP mechanisms for authenticating to a 3GPP network are used without modification.

(2) The user is checked for validity to have WLAN access.

(3) Assuming that there’s no other reason for it to remain closed, the AAA Access Accept message will trigger the opening of the 802.1X controlled port for 802.11 WLANs.

(4) Access to resources/services in WLAN is controlled by the individual WLAN operator.  However the access to WLAN resources may be the subject of roaming agreements between WLAN and 3GPP network operators.

(5) Access to local WLAN services will not need tunnelling and addressing setup initiated by the 3GPP network.

(6) Access to 3GPP network based services is not granted in this stage, this requires a subsequent service request-authorisation procedure.

3.0 3GPP service authorisation

The term “3GPP service” refers to the services inherently being offered whilst under the coverage of a 3GPP network that are compatible for WLAN.  Examples are MMS, IMS etc.  Internet access could be termed under “3GPP service” if Internet access is provided through a packet data gateway in the 3GPP network.  It is also worthwhile to point out that “3GPP services” can be provided by home or visited 3GPP networks.

At any time upon getting WLAN access, the user may choose to activate a 3GPP service.  The activation of a “3GPP service” will trigger a standalone authorisation request.  Request parameters include Access Point Name (APN) and other options.  This request will be sent end-to-end via an EAP method for authorisation.  The 3GPP AAA server will verify the user’s subscription against the requested APN.  If yes, the 3GPP AAA server will proceed to inform the WLAN and the UE on how to access this service, implying tunnelling and addressing.  Once the service and setup and the UE properly configured, the user may proceed to use the requested service.

3.1 Signalling sequence
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1. The user has successfully completed the process “Authentication for WLAN access” and currently has access to WLAN.

2. The user decides to activate a particular 3GPP network based service.  This event at the UE triggers an end-to-end service request to the 3GPP AAA server, where such request may contain APN or other parameters associated with the particular service.

3. The 3GPP AAA server verifies service request with subscriber’s profile and authorises the user to use the selected service.

4. Tunneling and IP parameters may be retrieved from/via Packet Data Gateway over the Wm reference point.

5. The 3GPP AAA server communicates the means for the WLAN to provision the service (e.g. to configure DHCP, setting up tunnels, filters etc).  The WLAN acknowledges the 3GPP AAA server after receiving these instructions if it can perform them.

6. Upon receiving acknowledgement for service provision from WLAN, the 3GPP AAA server then informs the UE of the success of the service request.  It may additionally provide the UE with more information related to the selected service, such as IP address, the location of serving entities inside the 3GPP network etc.

3.2 Important points

(1) User invocation of 3GPP service can be at any time after gaining WLAN access.

(2) Service request and subsequent reply are carried by a 3GPP EAP authorisation method.

(3) APN and other parameters associated with a request for service can be encrypted end-to-end.

(4) Addressing and tunnelling schemes are dependent on the service requested/provided. That is, different services could require different addressing and tunnelling to be used.

4.0 Analysis of the proposed access control mechanism

Panasonic feels that this method of access control is best suited to the needs identified from previous SA2 meetings as well as from the email discussion.  The following are some advantages and issues that arise from choosing this access control mechanism.

4.1 Advantages

Compliance with IEEE 802.1X

The access control mechanism is fully compliant with the IEEE 802.1X port control security, as well as fully compliant with IEEE 802.11i security for 802.11 WLANs.

Reduced standardisation with IETF

The access control mechanism requires neither modifications nor additions to current EAP AKA & SIM methods.  However there is a requirement to create an EAP method for 3GPP authorisation.  The bonus points are that this method would strictly be 3GPP use and attributes carried by this method are already well defined in existing 3GPP specifications.

User friendly

The user invocation of 3GPP services under the coverage of WLAN would be of similar experience to the experience under 3GPP network coverage.

Finer grain control

3GPP service authorisation can be performed whenever it is required and not rely on authentication taking place.  This has meaning for example if you consider a user with subscription to many 3GPP services, under this access control method, the user obtains access to these whenever he/she chooses to activate a certain service, rather than having all 3GPP service authorisations happen at authentication time.

Simple and logical

3GPP services are offered on top of WLAN access, without requiring re-authentication.  This means that a failure at 3GPP service authorisation phase will still yield the user WLAN local access.  This also means there is a clear distinction between scenario 2 and scenario 3 access.

Smoother transition from basic to advanced

The access control mechanism is scalable and able to evolve for latter scenarios without requiring changes to the method to access WLAN local services (nor authentication method).  Furthermore the mechanism is also flexible to allow for both client and network-based tunnelling.  For example:

· Network tunnel – A request for 3GPP service will trigger tunnel setup using DIAMETER between WLAN and 3GPP AAA server

· Client tunnel – A request for 3GPP service will trigger tunnel setup at the client via EAP signalling exchange

Suitable for various WLAN-3GPP operator relationships

A WLAN operator may be independent of a 3GPP network operator.  This access control mechanisms allows for the WLAN operator to take control of local services to be provided to a user, it also has the flexibility to allow for roaming agreements to control the provision of local services to the user.

4.2 Issues and other points

Creating a new EAP method

The access control mechanism requires the definition of a new EAP method specific for the authorisation of 3GPP services.  This submission to the IETF will take some time (hopefully short enough).  Strategies have to be thought of.

Services that could be provided by both WLAN and 3GPP networks

For example, access to Internet can be obtained locally or as a 3GPP-based service where access is via the packet data gateway.  Where such situations exist, the user should be able to select the method of access via user prompt, preferred setting or equipment default.  If the method of access is via local WLAN, the application at the terminal will proceed as normal.  If the method of access is via a 3GPP network, this will trigger a 3GPP service authorisation request to provide the user with this service (as mentioned in section 3.0).

Requirements on the terminal

The access control mechanism does put the above two requirements on the terminal.  The first, being the introduction of an additional EAP application (ed: this may be an incremental upgrade).  The next, being a selection method between receiving a service via WLAN or 3GPP.  This issue has to be resolved regardless of which access control method is chosen.

5.0 Proposal

It is proposed that this method of access control be adopted for WLAN-3GPP Interworking Release 6, in particular appropriate sections revised in TS 23.234.

The proposed changes are that sections 2.1 and 3.1 be incorporated in section 7 of the TS, replacing section 7.1.

