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Introduction

Email discussions have highlighted a number of issues which need to be addressed during WLAN authorization:

· Logical separation of authentication and authorization is an agreed concept

· Service Selection requires end-to-end signalling, which needs to be protected

· There is little support for tightly coupling authorization to a particular authentication mechanism

· Authorization signalling exchanges are not currently defined.

Protocol Proposal

In order to provide the above requirements, it is proposed to make use of the EAP-TLV container for message transport between the EAP Supplicant and the peer AAA Server [1]. In order to support the cryptographical protection of this information, it is further proposed to use the EAP-TLV/Protected-TLV format. Protected TLV is proposed to be an Internet Draft and the text is appended to this Tdoc for reference.
Protected TLV defines the re-use of the master key, e.g., generated using EAP-SIM or EAP-AKA to protect the EAP-TLV conversation.
Finally, semantics for the exchange of authorization information using EAP-TLV are defined in EAP-TLV/Authorization. EAP-TLV/Authorization is proposed to be an Internet Draft and the text is appended to this Tdoc for reference. The extensions to EAP defined in EAP-TLV/Authorization can be used to authorize additional resources for the peer, e.g., above access to the controlled port defined in 802.1X. The current version of EAP-TLV/Authorization describes techniques for the definition and authorization of tunnel resources in a manner which is secure, independent of the selected authentications method and compatible with existing AAA based configuration, e.g., for configuring compulsory network based tunnels.
Such tunnel authorization can be used to emulate a GPRS defined APN service.
Example of Authorization Procedures

EAP-TLV/Authorization Procedure
EAP based authorization may be based on existing EAP method. In the case of WLAN-3GPP system interworking, this method should be supported by a generic mechanism (independently of the underlying WLAN standard and authentication mechanism). EAP-TLV/Authorization mechanism is described in Internet Draft draft-xxx-eap-authorization. The current version is 00 (draft-xxx-eap-authorization-00.txt). The following procedure is based on EAP-TLV/Authorization using compulsory network based tunnelling to emulate 3GPP APN characteristics.

Transparent APN Service using EAP-TLV/Authorization and RFC 2868 compulsory network based tunnelling
For WLAN emulated transparent APN service, the following protocol exchange applies:
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Figure 1: WLAN Emulated Transparent APN service
1. EAP-SIM or EAP-AKA is used for user authentication. During this preliminary EAP exchange a Master Key is derived.
2. The UE sends the FQDN corresponding to the transparent APN using EAP-TLV/Authorization. The information is sent using Protected TLV with keys derived from the Master Key.
3. The 3GPP AAA Server performs subscription checks according to the APN requested. 
4a.
If subscription checks fail, the user can be informed using an EAP Notification Message prior to sending the EAP Failure message.

4b1.
If subscription checks pass, the 3GPP-AAA Server selects tunnelling attributes according to the Tunnel FQDN (APN) and includes these together with the encapsulated EAP-Success in the AAA message. If RFC 2868 is used to transport tunnelling attributes, the following mapping can be used between EAP-TLV/Authorization and RFC 2868.

	RFC 2868 Attribute
	Derivation

	Tunnel-Type
	As per roaming agreement and WLAN Access Controller capabilities

	Tunnel-Medium-Type
	As per roaming agreement, e.g., IPv4

	Tunnel-Client-Endpoint
	WLAN Access Controller Identifier

	Tunnel-Server-Endpoint
	EAP-TLV/Authorization Tunnel FQDN or IP Address resolved from Tunnel FQDN

	Tunnel-Password
	As per roaming agreement, e.g., dummy value

	Tunnel-Private-Group-ID
	N/A

	Tunnel-Assignment-ID
	N/A

	Tunnel-Preference
	N/A

	Tunnel-Client-Auth-ID
	As per roaming agreement, e.g., dummy value

	Tunnel-Server-Auth-ID
	EAP-TLV/Authorization Tunnel FQDN


Table 1: RFC 2868 Attribute mapping for the WLAN emulated 
Transparent APN service
4b2. The EAP-Success is forwarded to the WLAN UE.

5. The WLAN Access Controller uses the tunnelling attributes included in the AAA message to initialise a tunnel to the tunnel endpoint. 
6. The WLAN Access Controller tunnels all up-link packets to the Packet Data GW and decapsulates all down-link packets for the WLAN UE. The WLAN UE will typically perform DHCP for IP address allocation and P-CSCF discovery.
Non-Transparent APN Service with PAP using EAP-TLV/Authorization and RFC 2868 compulsory network based tunnelling
For WLAN emulated non-transparent APN services with PAP based authentication, the following protocol exchange applies:
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Figure 2: WLAN Emulated Non-Transparent APN service
with PAP based authentication
1. EAP-SIM or EAP-AKA is used for user authentication. During this preliminary EAP exchange a Master Key is derived.

2. The UE sends the FQDN corresponding to the non-transparent APN, the AZN identity corresponding to the username and the Tunnel password corresponding to the PAP password using EAP-TLV/Authorization. The information is sent using Protected TLV with keys derived from the Master Key.

3. The 3GPP AAA Server performs subscription checks according to the APN requested.

4a.
If subscription checks fail, the user can be informed using an EAP Notification Message prior to sending of the EAP Failure message.

4b1.
If subscription checks pass, the 3GPP-AAA Server selects tunnelling attributes according to the APN, username and password and includes these together with the encapsulated EAP-Success in the AAA message. If RFC 2868 is used to transport tunnelling attributes, the following mapping can be used between EAP-TLV/Authorization and RFC 2868.
	RFC 2868 Attribute
	Derivation

	Tunnel-Type
	As per roaming agreement and WLAN Access Controller capabilities

	Tunnel-Medium-Type
	As per roaming agreement, e.g., IPv4

	Tunnel-Client-Endpoint
	WLAN Access Controller Identifier

	Tunnel-Server-Endpoint
	EAP-TLV/Authorization Tunnel FQDN or IP Address resolved from Tunnel FQDN

	Tunnel-Password
	EAP-TLV/Authorization Tunnel Password

	Tunnel-Private-Group-ID
	N/A

	Tunnel-Assignment-ID
	N/A

	Tunnel-Preference
	N/A

	Tunnel-Client-Auth-ID
	EAP-TLV/Authorization AZN Identity

	Tunnel-Server-Auth-ID
	EAP-TLV/Authorization Tunnel FQDN


Table 2: RFC 2868 Attribute mapping for the WLAN emulated 
non-transparent APN service with PAP based authentication
4b2. The EAP-Success is forwarded to the UE.

5. The WLAN Access Controller uses the tunnelling attributes included in the AAA message to initialise a tunnel to the tunnel endpoint, including Tunnel-Client-Auth-ID and the Tunnel Password.
6. The Packet Data GW authenticates the user using the configured APN AAA server. AAA may be optionally used to allocate an IP address to the WLAN UE in which case the Packet Data GW will store this IP address
7. The WLAN Access Controller tunnels all up-link packets to the Packet Data GW and decapsulates all down-link packets for the WLAN UE. The Packet Data GW will act as DHCP server and will provide the WLAN UE the IP address allocated in step 6.
Non-Transparent APN Service with CHAP using EAP-TLV/Authorization and RFC 2868 compulsory network based tunnelling
End-to-end CHAP authentication requires an authentication exchange between the WLAN UE and the APN AAA server. 

RFC 2868 does not support a generic technique for allowing CHAP authentication between a tunnel server (Packet Data GW) and the WLAN UE (i.e., without using a layer 2 specific technique, for example triggering a PPP LCP re-negotiation when L2TP is used as tunnelling protocol between the WLAN Access Network and the Packet Data Gateway). Instead, a “proxy-CHAP” service is described which is compliant to RFC 2868.

One  possible way to implement a WLAN emulated non-transparent APN with “proxy” CHAP authentication and RFC 2868 network based tunnels is shown in Figure 3.
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Figure 3: WLAN Emulated Non-transparent APN service with CHAP authentication
1. EAP-SIM or EAP-AKA is used for user authentication. During this preliminary EAP exchange a Master Key is derived.

2. The UE sends the FQDN corresponding to the non-transparent APN with CHAP authentication, the AZN identity corresponding to the username and the Tunnel password corresponding to the CHAP shared secret using EAP-TLV/Authorization. The information is sent using Protected TLV with keys derived from the Master Key.
3. The 3GPP AAA Server performs subscription checks according to the APN requested.

4a.
If subscription checks fail, the user can be informed using an EAP Notification Message prior to sending of the EAP Failure message.

4b1.
If subscription checks pass, the 3GPP-AAA Server selects tunnelling attributes according to the APN, username and CHAP shared secret and includes these together with the encapsulated EAP-Success in the AAA message. If RFC 2868 is used to transport tunnelling attributes, the following mapping can be used between EAP-TLV/Authorization and RFC 2868.
	RFC 2868 Attribute
	Derivation

	Tunnel-Type
	As per roaming agreement and WLAN Access Controller capabilities

	Tunnel-Medium-Type
	As per roaming agreement, e.g., IPv4

	Tunnel-Client-Endpoint
	WLAN Access Controller Identifier

	Tunnel-Server-Endpoint
	EAP-TLV/Authorization Tunnel FQDN or IP Address resolved from Tunnel FQDN

	Tunnel-Password
	EAP-TLV/Authorization Tunnel Password

	Tunnel-Private-Group-ID
	N/A

	Tunnel-Assignment-ID
	N/A

	Tunnel-Preference
	N/A

	Tunnel-Client-Auth-ID
	EAP-TLV/Authorization AZN Identity

	Tunnel-Server-Auth-ID
	EAP-TLV/Authorization Tunnel FQDN


Table 2: RFC 2868 Attribute mapping for the WLAN emulated 
non-transparent APN service with CHAP based authentication
4b2. The EAP-Success is forwarded to the UE

5. The WLAN Access Controller uses the tunnelling attributes included in the AAA message to initialise a tunnel to the tunnel endpoint.

6. The WLAN Access Controller performs “proxy” CHAP authentication to the APN AAA server on behalf of the WLAN UE.

7. The Packet Data GW authenticates the user using the configured APN AAA server. AAA may be optionally used to allocate an IP address to the WLAN UE in which case the Packet Data GW will store this IP address

8. The WLAN Access Controller tunnels all up-link packets to the Packet Data GW and decapsulates all down-link packets for the WLAN UE. The Packet Data GW will act as DHCP server and will provide the WLAN UE the IP address allocated in step 7.

Proposal
It is proposed to include the above text in Annex A of the TS.
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Protected EAP TLV
Status of this Memo
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     http://www.ietf.org/shadow.html.

Abstract

EAP-TLV provides a mechanism for encapsulating additional information in an EAP conversation.  In some cases it is useful to cryptographically protect this information to maintain the integrity and/or privacy of the communication.  This document defines an EAP-TLV type that uses message authentication to maintain the integrity of the data, encryption to protect the privacy of the data and sequence numbers to protect replays or re-sequencing of the data.  
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1. Introduction

The EAP-TLV [1] mechanism provides a way to carry various types of information in an EAP conversation.  For example it may be used to carry authorization data or status indication.  It is often desirable to protect the integrity and privacy of this information.  This method must be chained after a previous EAP Authentication exchange that established a root key which can be used to derive a key hierarchy of additional keys.  This document describes the derivation of a portion of the key hierarchy to protect additional messages, the format of a protected TLV and the cryptographic operations used to protect and verify the TLV.  
2. Message protection and validation

In general the method for protecting TLVs is defined by various cipher suites.  This document defines one cipher suite that must be supported by all implementations: AES-128 with HMAC-SHA1-128.  

Verification involves verifying a sequence number, verifying a MAC and decrypting the data.  The sequence number is incremented for each message.  The exception to this is re-transmissions in which case the sequence number is not incremented.  If a duplicate or out of order sequence number is received verification fails and the message is dropped. If the message MAC validation fails it is also silently dropped.
2.1  AES-128 with HMAC-SHA1-128

First a 128 bit initialization vector (IV) is generated. The IV is used to along with the encryption key to initialize the AES 128 CBC cipher.  The encryption key is derived as described in section 4. The encapsulated TLV is padded with 0 to a 16 byte boundary and then encrypted using the cipher.  The MAC is calculated use HMAC-SHA1-128 over the protected TLV header, IV, encrypted TLV and the MAC field set to 0.

During validation first the sequence number is checked. If it is a duplicate or out of sequence message the receiver drops it. Next the MAC is verified, if the verification fails then the message is dropped.  Finally the TLV is decrypted and the unencrypted TLV processed.  

3. Protected TLV format
The format of a protected TLV is as follows:
 0                   1                   2                   3

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|M|R|   Protected TLV           |             Length            |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|              Cipher           |    Seq No     |               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+_                                               |                                                               |

|                        IV                                     |

|                                                               |

|                                                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                                                               |

|         Encrypted Data...                                     .
.                                                               | 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                                                               |

|      MAC                                                      |

|                                                               |

|                                                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

M

The mandatory bit is always set since the receiver must be able to verify and decode the packet in order to find out the actual contents, which may in fact be optional. 

R


Reserved, set to 0

Type


TBD - Encrypted TLV

Length


Length – 4 + IV Length + Encrypted Data Length + MAC Length

Cipher

Cipher suite in use, defines both message authentication and    encryption algorithms


0x0001 - AES-128 with HMAC-SHA1-128

SeqNo

The sequence number starts at 0 for the first protected TLV sent and is incremented for each subsequent protected TLV. Sequence numbers must not be repeated. 
Reserved


Set to 0

IV


The IV is an Octet string of random bits.  
For AES-128 the IV is 16 bytes (128 bits).

Encrypted Data

Encrypted TLV of variable length.  The encrypted data is the encapsulated protected TLV.  The format of the encrypted data is described in section 3.1.
MAC Data

MAC of fixed length depending on Cipher suite in use. The MAC is calculated over the above fields and a zeroed out MAC field. 

For HMAC-SHA1-128 the MAC is 16 bytes (128 bits).
3.1   Format of Encrypted Data
The format of the encrypted data is the unprotected TLV plus 0 padding if required.  AES-128 requires padding to a 16 byte boundary. 
0                   1                   2                   3

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|M|R|      TLV Type             |             Length            |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                                                               |      

|                             Value...                          |                                                             

|                     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                                      
|                     |              0 Padding                  |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

M


1 if Mandatory (See [2])

R


Reserved, set to 0 (see [2]) 

TLV Type

Type of TLV (see [2])
Length


Length of TLV (see [2]) 
Value


TLV value (see [2]) 
0 Padding

0 are appended to the value to pad the TLV to multiple of 16 bytes.
4. Key Derivation
Keys are needed for cryptographic message protection.  Keys are obtained from EAP authentication methods completed before protected TLVs are sent.  A least one previous EAP method must have generated a root key for application use with the required amount of entropy.  The required key length for AES-128 with HMAC-SHA1-128 is 128 bits.  

In order to make the keys independent of other operations they are derived by using HMAC-SHA1 as a PRNG with the authentication master key (MK) as the key the ASCII string “protected TLV encryption key” (without quotes) concatenated with the two byte cipher suite number for the data for the encryption key and the ASCII string “protected TLV authentication key” (without quotes) concatenated with the two byte cipher suite number for the MAC key.  

Encryption Key = HMAC-SHA1 (MK,”protected TLV encryption key” + ciphersuite number)

MAC Key = HMAC-SHA1 (MK,”protected TLV authentication key” + ciphersuite number)

For AES-128-HMAC-SHA1-128 the keys are truncated to 128 bits.  
If more than one previous authentication method has generated a key they are combined in a method that is TBD.
Security Considerations

The keys used in the message protection rely upon keys generated by previous EAP authentication mechanism in the same session.  One of the mechanisms must generate a key with the required amount of entropy.  A different key must be derived for each new EAP session.
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Abstract

This document specifies an Extensible Authentication Protocol (EAP) mechanism for authorization information exchange. EAP TLV is a container type for EAP messages. This mechanism describes an EAP TLV for exchange of authorization related information which can take place within the EAP framework and allows an authentic user to provide the network with additional information in order to determine which Internet Service is being requested.  This mechanism may be chained after any EAP-Authentication mechanism. 
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1. Introduction

The Extensible Authentication Protocol (EAP), described in [2], provides a standard mechanism for support of multiple authentication methods. Through the use of EAP, support for a number of authentication schemes may be added, including GSM smart card support, one time password and others. 

The encapsulation of EAP has been defined over IEEE 802 link layers in IEEE 802.1X [3]. In 802.1X, an authentication failure will result in denied access to the controlled port. Conversely, an authenticated peer will be allowed access. 

This document specifies an extension to EAP using TLV encapsulation for authorization exchange which may be used to authorize additional resources for the peer, e.g., above access to the controlled port defined in 802.1X. In particular, this document describes techniques for the definition and authorization of tunnel resources in a manner which is secure, independent of the selected authentication method and compatible with existing AAA based configuration, e.g., for configuring compulsory network based tunnels [4]. Other authorization attributes are expected to be defined in the future. 

This method relies upon a security association to provide message protection established using PEAP [1] or Protected TLV [9]. This approach provides a consistent authorization interfaces for various access systems and allows the authorization to be decoupled from a specific authentication method.

2. Terms

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC 2119 [5].

This document frequently uses the following terms and abbreviations:

AAA protocol

Authentication, Authorization and Accounting protocol

Authentication service 

The Authentication Service verifies, from the credentials supplied by the peer, the claim of identity made by the peer. 

Authorization Service

The Authorization Service verifies the service requested by the peer is valid. Optionally, the Authorization Service may be involved in configuring the authorized service on behalf of the peer.

EAP

Extensible Authentication Protocol.

EAP Server

The network element that terminates the EAP protocol. Typically, the EAP server functionality is implemented in a AAA server. In this document, the AAA server provides both Authentication and Authorization service.

NAI

Network Access Identifier

PEAP

   Protected EAP

Peer

A peer is an entity that is being authenticated by an Authenticator. Once authenticity is validated the peer can be allowed access to authorized resources. 
TLV

A TLV is an attribute formatted as type, length and value.

3. Overview

Whilst established EAP methods define exchanges for providing an Authentication Service for a peer, EAP-TLV/Authorization exchanges define procedures for providing an Authorization Service. EAP-TLV/Authorization uses a minimum of a single roundtrip to provide additional authorization information towards the EAP server.

The EAP Authorization phase must be chained after Authentication has completed and a key is available for protecting the confidentiality and authenticity of the authorization exchange.  The protection of the exchange may be provided by a mechanism such as PEAP or by Protected TLVs described in [9].  

After authentication is complete and keys are established the server sends a request of type EAP-TLV/Start-Authorization.  

The peer responds with an EAP-TLV/Request-Authorization packet including one or more EAP-Authorization attributes which the peer provides to the network in order to define service parameters which are to be authorized.  

After receiving the EAP-TLV/Authorization-Request packet, the EAP sever can confirm which services the peer is requesting resources for and perform authorization checks. Authorization checks may involve third parties for which the peer may use an identification distinct from that which was previously used for port based authentication. EAP-TLV/Authorization-Request therefore includes the capability to carry additional identification and authentication information, according to the service being authorized. 

It is possible that the authenticating server may wish to request additional information from the client.  It may use an EAP-TLV/Authorization-Request packet containing one or more Authorization attributes for this purpose.  

Since the EAP-failure message does not include the option to transport a Displayable Message, the EAP server can use an EAP-Notification message to provide the supplicant with additional information, e.g., if service authorization fails.

3.1. Providing Additional Information

The specific information related to authorization will depend upon the authorized resources being requested. The EAP-Authorization methods are extensible to allow new authorization information to be defined. The document describes the minimum supported attributes for the mandatory tunnel service includes authorization identifier, tunnel password and tunnel endpoint description.

3.2.  Mandatory Tunnel Example

In the mandatory tunnel example the client is requesting that a secure tunnel be established from within the local network to which the client is connected to a home network.  A pre-arranged relationship is established between the local network and the home network to allow for this.  The authentication is proxied by the local network to the home network using AAA techniques. 

After the user has successfully completed an EAP authentication method such as EAP-MD5 within PEAP the authenticator sends an EAP-TLV/Authorization-Start request to see if the client wishes to request additional services.  The client then responds with an EAP-TLV/Authorization-Request message containing the following attributes:

Authorization Identity

Service Type

Tunnel FQDN

Tunnel Password

The authenticator then verifies that the authenticated user is allowed to use the authorization identity and service defined by the service type and tunnel FQDN.  It may also verify the tunnel password.  The authenticator then saves these parameters to be passed back to the local network using AAA, e.g., using RADIUS attributes in the Access-Accept defined in RFC 2868.  It is possible that the authenticator may return different attributes to the local network based on its policy.  The local network then establishes a tunnel back to the home network according to the parameters in the access accept.  The tunnel endpoint in the home network authenticates the local endpoint using the username (authorization identity) and password passed back in the access accept.  

This is just one example of how EAP Authorization may be used, there are other possibilities.  

4. Message Format

The authorization message consists of a series of attributes. The collection of all attributes MUST be protected with PEAP and/or protected TLV as in [11].  The following attributes are defined by this document.

4.1. EAP-TLV/Authorization-Start

This message is sent by the EAP Server to indicate that it supports authorization requests.  It has the following format:

    0                   1                   2                   3

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |M|R|           Type            |            Length             |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |             Status            |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

M
0 – Authorization Request is not mandatory

1 – Authorization Request is mandatory
R

Reserved, set to zero (0)
Type

TBD TLV-Authorization-Start
Length
      0
4.2. EAP-TLV/Authorization-Request

The EA-TLV/Authorization-Request message is used by a peer to request authorization to certain services. It has the following format:

    0                   1                   2                   3

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |M|R|             Type          |            Length             |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                              Value...

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   M

0 - Non-mandatory TLV
1 - Mandatory TLV

   R

Reserved, set to zero (0)

   Type


TBD TLV-Authorization-Request
   Length

      The length of the Value field in octets.

   Value

      One or more authorization attributes 
4.3. EAP-TLV/Authorization-Response

The EAP-TLV/Authorization-Response message is used by an EAP Server to request additional information from the peer related to certain services authorization requests. It has the following format:

    0                   1                   2                   3

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |M|R|             Type          |            Length             |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                              Value...

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   M

0 - Non-mandatory TLV
1 - Mandatory TLV

   R

Reserved, set to zero (0)

   Type


TBD TLV-Authorization-Response
   Length

      The length of the Value field in octets.

   Value

      Request for additional information from the server. 
4.4. Authorization Attribute Format

Each authorization attribute has the following format:

 0                   1                   2                   3

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|      
Type               |             Length            |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|              Value...                            

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Type


Type of authorization attribute

Length

Length of value.  The combine length of all the attributes MUST NOT exceed 2^16.  

Value


Value of attribute.

4.5.  Protected TLV

The protected TLV is described in the protected TLV draft [9].

5. Defined attributes

5.1. Authorization Identity

This represents an alternate identity for the authenticated principal.  It may be a username on a specific system, a group name that the user belongs to, or a proxy name.  The authorizing service SHOULD validate that the authenticated identity can use the authorization identity.

 0                    1                   2                   3

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Type = AZN Identity           |            Length             |           

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                                                               |

.                    Value                                      .

.                                                               .

|                                                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Type


TBD Authorization-Identity

Length


Length of value

Value


String representation of the authorization identity

5.2. Service Type

This attribute contains the type of service being requested.
 0                    1                   2                   3

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Type = Service type           |            Length             |           

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                                                               |

.                    Value                                      .

.                                                               .

|                                                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Type


TBD Service-Type

Length


Length of value

Value

This is a string representation of the service types.  This document defines the following service types:

None

Mandatory Tunnel

5.3. Tunnel FQDN

This attribute refers to the Mandatory Tunnel service.
0                    1                   2                   3

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Type = Tunnel FQDN            |            Length             |           

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                                                               |

.                    Value                                      .

.                                                               .

|                                                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Type


Tunnel FQDN = 0x0101

Length


Length of Tunnel FQDN string

Value

A string corresponding to the FQDN identifying the tunnel endpoint and can be used by the Authorization Service to determine which resources require authorization, and possible configuration. 

5.4. Tunnel Password

This attribute refers to the mandatory tunnel service.
 0                    1                   2                   3

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Type = Tunnel Password        |             Length            |           

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                                                               |

.                    Value                                      .

.                                                               .

|                                                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Type


Tunnel Client Password = 0xC023

Length


Length of packet format

Value

Tunnel password

6. Protection of EAP-TLV/Authorization

The EAP-TLV/Authorization mechanism SHOULD be protected.  The recommended way to achieve this is to run within a protected EAP mechanism such as PEAP or Protected TLV. 

7. IANA Considerations

Since multi-vendor interoperability is desired, an EAP Authorization Type number is required to be allocated by IANA.

8. Security Considerations

9. Intellectual Property Right Notice

10. Acknowledgements and Contributions

References

[1] H. Andersson, F. Josefsson, G. Zorn, D. Simon, A. Palekar, “Protected EAP Protocol (PEAP)”, draft-josefsson-pppext-eap-tls-eap-05.txt, September 2002 (work in progress)

[2] L. Blunk, J. Vollbrecht, “PPP Extensible Authentication Protocol (EAP)”, RFC 2284, March 1998

[3] IEEE Standards for Local and Metropolitan Area Networks: Port based Network Access Control, IEE Std 802.1X-2001, June 2001

[4] G. Zorn, “RADIUS Attributed for Tunnel Protocol Support”, RFC 2868, June 2000

[5] S. Bradner, “Key words for use in RFCs to Indicate Requirement Level”, RFC 2119, March 1997

[6] H. Haverinen, J. Salowey, “EAP SIM Authentication”, draft-haverinen-pppext-eap-sim-07.txt, November 2002 (work in progress)

[7] B. Aboba, M. Beadles, “The Network Access Identifier”, RFC 2486, January 1999
[8] Hiller, Palekar, and Zorn  “A Container Type for the Extensible Authentication Protocol (EAP)”, http://www.ietf.org/internet-drafts/draft-hiller-eap-tlv-00.txt, October 2002 (work in progress)

[9] Protected EAP TLV

Editor's Address

Joseph Salowey 

Cisco Systems 

2901 Third Avenue 

Seattle, WA 98121 

US 

E-mail: jsalowey@cisco.com 

Phone: +1 206 256 3380

Mark Grayson

Cisco Systems

11 Rue Desmoulins

Issy Les Moulineaux

92782

France

E-mail: mgrayson@cisco.com
Phone: +33 6 19 98 40 99







































































































8





7) Tunnel Authentication


























APN AAA





Packet Data GW





3GPP -AAA





6





5) Tunnel Establishment





4b1) AAA Tunnel Attributes





4b2) EAP Success





4a) EAP Notification followed by EAP-Failure





3





2) EAP-TLV/Authorization


(Tunnel FQDN Corresponding to APN, )





1) EAP-SIM or EAP-AKA





Packet Data GW





3GPP -AAA





WLAN


UE





WLAN Access Controller (inc AAA proxy)





7





5) Tunnel Establishment





4b1) AAA Tunnel Attributes 





4b2) EAP Success





4a) EAP Notification followed by EAP-Failure





3





2) EAP-TLV/Authorization


(Tunnel FQDN corresponding to APN, AZN Identity corresponding to username, Tunnel Password corresponding to PAP password )





1) EAP-SIM or EAP-AKA





Packet Data GW





3GPP -AAA





WLAN


UE





WLAN Access Controller (inc AAA proxy)





WLAN Access Controller (inc AAA proxy)





6





5) Tunnel Establishment





4b1) AAA Tunnel Attributes 





4b2) EAP Success





6) Tunnel Authentication





APN AAA





4a) EAP Notification followed by EAP-Failure





3





2) EAP-TLV/Authorization


(Tunnel FQDN corresponding to non-transparent APN with CHAP authentication AZN Identity corresponding to username, Tunnel Password corresponding to CHAP shared secret)





1) EAP-SIM or EAP-AKA





WLAN


UE








� Contact mgrayson@cisco.com





�  Bradner, S., "The Internet Standards Process -- Revision 3", BCP 9, RFC 2026, October 1996.








