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1 Introduction

This contribution proposes clarifications on sections 5.3 and 5.4 of TS 23.234.

2 Proposal

SA3 has incorporated the contents of Section 5.3 of TS 23.234 V 1.3.0 to TS 33.234 except for section 5.3.5 Re-authentication. It is proposed that an LS is sent to SA3 to request SA3 to consider incorporating the re-authentication section 5.3.5 to TS 33.234.

It is proposed that the chapter 5.3 and 5.4. of the TS 23.234 are updated as follows:

*** Start of first change ***

5.3.5 Re-authentication

On some networks, EAP authentication may be performed frequently. For such cases, EAP SIM and EAP AKA include an optional re-authentication procedure. Re-authentication causes less load on the network and is faster to execute than the full SIM/USIM authentication procedure. Re-authentication is optional to implement for both the WLAN UE and 3GPP AAA server. On each EAP authentication, either one of the entities may also fall back on full authentication if they do not want to use re-authentication. Re-authentication is based on the keys derived on the preceding full authentication.

On re-authentication, the UE protects against replays with an unsigned 16-bit counter. The server includes an encrypted server nonce (NONCE_S) in the re-authentication request. The Message Authentication Code attribute in the client's response is calculated over NONCE_S to provide a challenge/response authentication scheme. The NONCE_S also contributes to the new session keys. 

Because one of the objectives of the re-authentication procedure is to reduce load on the network, the re-authentication procedure does not require the 3GPP AAA server to contact a reliable database. Therefore, the re-authentication procedure makes use of separate re-authentication user identities. Pseudonyms and the permanent IMSI-based identity are reserved for full authentication only. The network does not need to store re-authentication identities as carefully as pseudonyms. If a re-authentication identity is lost and the network does not recognize it, the 3GPP AAA server can fall back on full authentication. 

If the 3GPP server supports re-authentication, it may communicate an encrypted re-authentication identity for next re-authentication to the WLAN UE during full authentication. If the client wants to use re-authentication, it uses this re-authentication identity on next authentication. 

[Editor’s note: Section 5.3.5 on re-authentication may be removed once it is incorporated into TS 33.234]
*** End of first change*** 

*** Start of second change *** 

5.4 User Identity

5.4.1 General
The network authentication procedure are based on the use of EAP method, as described in clause 7, where User Identity field carries the user identity in the Network Access Identifier (NAI) format specified in RFC 2486 [7]. An NAI is composed of a username part and a realm part. For more information, the NAI username part format is specified in EAP-SIM and EAP-AKA specifications [EAPSIM], [EAPAKA].
For user identity protection a Temporary Identity username can be used.The use of a temporary identifier is necessary to replace the IMSI in radio transmissions as it protects the user against tracing from unauthorized access networks. As a working assumption, it is considered in this version of the TS that temporary identifiers are allocated and stored in the 3GPP AAA Server.

For reauthentication, UE shall use the previously allocated Reauthentication ID as specified in [EAP-SIM] and [EAP-AKA] as its NAI user identity.

5.4.2
NAI Realm Name
The NAI realm name shall be in the form of an Internet domain name as specified in RFC 1035.

On EAP-SIM and EAP-AKA full authentication, the UE shall by default derive the NAI realm from the IMSI as described in the following steps:

1.
take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used (see 3GPP TS 31.102 [27]) and separate them into MCC and MNC with "."; and

2.
reverse the order of the MCC and MNC. Append to the result: "WLAN.3gppnetwork.org" 

An example of a home network domain name is:

EXAMPLE:
IMSI in use: 234150999999999;

· where;

· MCC: 234;

· MNC: 15;

· MSIN: 0999999999; and

· realm name: 15.234.WLAN.3gppnetwork.org.

NOTE: Other mechanisms to retrieve a realm e.g. by having a realm configured in a R6 USIM are FFS. 
5.4.2 




*** End of second change ***


























































