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1 Introduction

Mutual authentication has been identified as a requirement in WLAN Interworking security.

Existing SIM-based WLAN authentication mechanisms (e.g. EAP-SIM) re-use part of the existing GSM infrastructure to additionally provide mechanisms for network authentication. However, some weakness has been detected in the security of the proposed network authentication procedures. This weakness derives from the usage of GSM triplets as the network authentication material. It means that a network is recognized as the subscriber’s one, if it has proven the knowledge of some subscriber’s GSM triplets. 


An attacker that knows some subscriber’s GSM triplets can simulate a fake network and mount a man-in-the-middle attack extremely compromising the user security.

The relatively low cost of base station in WLAN, positions man-in-the-middle attacks as one of the most important risks in WLAN deployment.

Deeper considerations are being undertaken related to the protection against this kind of attacks in WLAN environment. Some main issues are considered:

· USIM based solutions (e.g. EAP-AKA) are not troubled by this kind of concerns since mutual authentication is already provided by the inherent UMTS security mechanisms: secure end-to-end mutual authentication is already provided (between USIM and Home Network)

· GSM triplets, when they are the source of network authentication (e.g. EAP-SIM), shall be considered as security-relevant information in WLAN interworking and some security requirements are needed about the way this information is carried and handled.
Particularly, SA3 has already defined some security requirements about the WLAN-client that shall be taken into account:

Extract from TS 33.234 v0.3.0:

[...]
4.2.2
WLAN-UE Functional Split 

The security functionality required on the terminal side for WLAN-3G interworking may be split over several physical devices that communicate over local interfaces. If this is the case, then the following requirements shall be satisfied:

Any local interface carrying security-relevant information must be adequately protected against eavesdropping and undetected modification. This protection may be provided by physical or cryptographic means. 

The endpoints of a local interface must be authenticated and authorized. The authorisation may be implicit in the security set-up.

The involved devices must be adequately protected against attacks on stored security-relevant information
 [...]
Two main architectures are being studied applying to this WLAN-UE functional split.

The basic one is to access the (U)SIM application from the UICC directly inserted in the ME (laptop, PDA,...). The second one is the access to the (U)SIM application residing in another device, by a local link (bluetooth, IrDa,...) 

In both cases, security relevant-information (e.g. GSM triplets in EAP-SIM) should not be exposed to any kind of attacks as this may compromise both user and network security. This implies that a security risk is being assumed when this kind of WLAN security-relevant information is handled in clear by non-secured terminals (laptops,...) where all kind of virus attacks are possible.

Fortunately, there are already some solutions that handle this risk and that can be optionally provided by operators wishing to offer to their subscribers a more secure WLAN authentication. 

The Internet draft “EAP support in smartcards”(draft-urien-eap-smartcard-00.txt) describes a framework defining an EAP client split between a smartcard and a WiFi client device (laptop, PDA...). 

This draft does not represent a new EAP type, but it impacts the client architecture and security. The goal of this definition is to enable a client framework wherein, for any type of EAP used, all security calculations and data is managed inside a smartcard. 

Particularly, EAP support in smartcards, may be applied to SIM-based WLAN authentication mechanisms (e.g. EAP-SIM). In that case, many of the issues regarding network authentication security requirements are solved.

The following figures show an example of network authentication in EAP-SIM. The first one shows a standard ME-SIM interface and the second one, a SIM enhanced with EAP support in smartcards.
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Fig 2: Network authentication example in EAP-SIM
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Fig 3: Network authentication example in EAP-SIM with EAP support for smartcards

Main enhancements to be underlined: 

· EAP packets are tunneled to the SIM via the corresponding APDUs

· EAP traffic is not affected. There are no network impacts; it is just a client architecture matter.

· During the authentication process, all security calculations are performed inside the SIM.

· GSM triplets are not expose in clear in the insecure ME (e.g. laptop)

· Whether there are other devices between the supplicant ME and the SIM, (e.g. connected by local links) GSM triplets are not transferred in clear.

This split architecture produces a big number of advantages:

· Disable the risk of rogue base attacks. (GSM triplets are not exposed)

· Does not require changes to the network (this is just a client split)

· Would remove complexity from the WLAN client
· Facilitate operators to have their own security mechanisms for WLAN authentication:
· Keeping it an intra-operator decision,
· Keeping it protected in the SIM and in the Home network authentication server. (Inheritance of the same feature than GSM/UMTS networks with the authentication algorithms)
· May be also applied for USIM when using the GSM-security context.

· Additionally, as the Run-GSM-Algorithm command is not accessible by these insecure devices, the known brute force attack against the GSM authentication algorithm (especially COMP 128 v1) is not possible. A main consequence is that the risk of SIM cloning is strongly minimized.

2 Proposal

This paper proposes:

· That this architectural solution shall be referenced in Annexe A.4.5 of TS 23.234

· A liaison with 3GPP T3 to start the corresponding standardisation activity.
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