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1. Introduction

At the past SA2 meetings some contributions highlighted the need for a Management Administration Interface between UE and Application Server in the IMS, see for example S2-023364. It became obvious that there are tasks and requirements in the IMS, which cannot or at least should not be solved by SIP mechanisms. Other protocols, in particular HTTP, have been mentioned as alternatives. However the IMS Release 5 architecture basically uses a SIP environment and SIP mechanisms, e.g. SIP routing capabilities. 

This contribution is organised as follows: in section 2 we shortly repeat the motivation for a management administration interface, in section 3 we identify some issues with the solution proposed in S2-023364, in particular with respect to security. Section 4 introduces a proposed way forward. 

2. Management Administration Interface between UE and AS in the IMS

Some application servers in the IMS keep subscriber specific data or allow subscriber self-administration of data. There is the need for a user to manage his or her data on the application server. Examples include, but are not limited to:

· Lists on the presence list server

· Access lists on the presence server

· Buddy lists for chat (IMS messaging)

· IMS Group Management

· Conference Settings: Creation, data, type, participants, … 

Some of these bullet items are directly related to Release 6 work items. It should be noted however none of these bullet items is fundamentally new in nature. Indeed some of the existing WAP services today also require an administration interface.  Several types of chat and presence services will be introduced before Release 6 networks and terminals are rolled out, either proprietary or compliant with non-3GPP standards. All of these will have the same need for a management administration interface, which might be evolved to a Release 6 compliant interface as soon as the service evolves to a Release 6 compliant one. Also, in Release 6 there will be non-IMS application servers, which also require some type of a management administration interface. This should be taken into account when designing an IMS solution. Indeed, it can be envisaged that the user will want to use a single portal for administration of all of his/her IMS and non-IMS services.

3. Comments on the proposals in S2-023364

The proposal in S2-023364 (source: Nokia) is summarised in the following figure from the contribution:
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This gives rise to the following questions and comments:

1) It is unclear whether the mentioned security function is considered as a part of each application server (as indicated in a version of the figure in an earlier contribution) or as a dedicated functional entity. Either case raises problems:

a.  If the security function is located in each application server, then this means that each application server needs to implement the additional 3GPP specific security mechanism. This is in contrast to the IMS principles as specified e.g. in TS 22.228: “It is important that commercially available IP multimedia applications are supported.  In general compatibility shall be with these IP multimedia applications instead of building 3GPP-specific solutions.”

b. If the security function is a dedicated functional entity, then (besides a missing definition) it gives rise to the following question: if the subscriber registers for IMS services at the S-CSCF and IMS security mechanisms are applied, why is there a need for additional centralised entity performing the same task as the S-CSCF?

c. What are exactly the tasks of the security function (authentication, authorisation, integrity protection, …)?

2) Is there any relationship between authentication of the user during IMS registration and authentication using of the Mt reference point?

3) There is no single sign on mechanism defined. It would be desirable to use single sign on where possible

4) What is the relationship to ongoing work in SA3 on subscriber certificates? Why not use these certificates to authenticate the user at the application servers? 

4. Proposed Way Forward

1) In all discussions HTTP has been mentioned as the reasonable protocol for the administration interface between UE and application servers. Indeed, according to 23.228, the IP Multimedia Subsystem “attempts to be conformant to IETF ‘Internet standards’ ”. This implies that 3GPP should select the protocol commonly used in the Internet for administration purposes, which is HTTP. Security considerations become easier and more concrete once this fundamental decision has been made. Thus it is proposed to select HTTP as the protocol between UE and Application Servers.

2) It is proposed to study whether and how

a. existing security mechanisms for HTTP (e.g. SSL/TLS) can or should be used.

b. subscriber certificates could be used. 

c. whether and how IMS registration can be linked to authentication for subscriber self administration. As a principle, registration in the IMS should provide access to all subscribed IMS services.

3) In line with the IMS principle 

“There is no intention here to standardise such services within the IM CN subsystem, the intention is that such services will be developed by PLMN operators and other third party suppliers including those in the Internet space using the mechanisms provided by the Internet and the IM CN subsystem.” (TS 23.228)

there is no need to standardise details of the information exchange at the reference point Mt between UE and Application Servers, e.g. 3GPP should not standardise the concrete data layout for administration of a buddy list.  
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