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1. Introduction

In WLAN inter-working, the terminal needs to be addressable so that it can access any service it subscribed to. When the services are delivered over IP, the terminal must be assigned a certain IP address. The address used by the terminal depends on the service it needs to access. When a terminal access service in the WLAN, two types of situation happens. First one is the services are provided through the WLAN locally, and the other is the services are provided through the 3GPP network. 

In the first case, the address used should be local to the WLAN. This should not and need not to be intervened by the terminal’s home network, since the home network doesn’t have the details of the WLAN. For example, a dual stack terminal could work in both IPv4 WLAN, and IPv6 WLAN. The choosing of the IP address type should based on the WLAN’s configuration, and not on the home network’s decision. The IP address allocation in the WLAN could be managed using local methods depending on the WLAN’s architecture. It could use, for example, DHCP, IPv6 stateless configuration, or manual configuration, to assign address to the terminal.

When the service is provided through the 3GPP network, the address allocation is bound by certain criteria set forward by the service. For example, the IMS service would require the address of the terminal to be “logically part of the serving network IMS subsystem IP addressing domain” [1] [2]. Therefore, the address to be allocated should be decided by the service requested. In this case, the home network would participate in the address management, since the GGSN would be chosen by the home AAA server based on the service request, e.g. APN, sent by the UE. As stated in [2], the UE could virtually present at either the visited network or the home network’s IMS subsystem. 

The information about the service is handled by the home network AAA server during the service authorization procedures. In this procedure, the AAA server has all the necessary information to identify where the address should be allocated. Therefore, it would proper to make the UE address allocation part of the service authorization. 

In case the address is allocated in a network other than the home network, the home AAA server needs to delegates the UE to obtain an address from that service provider network. Configuration of the address would be sent back to the terminal embedded in the service authorization reply, which also contains other types of service information necessary. 

There are methods that leave the address allocation signalling to the UE, e.g. that listed in MIPv6 draft. These methods require either the UE obtain a local address first, and or be able to communicate with the service provider network directly. Such requirements may not always be met in all inter-working scenarios. For example, the service provider network could use a private address space, and there could be firewalls controlling the traffic.

By allowing the AAA server allocate the address for the UE when it needs to access 3GPP service, the home network could apply control based on the user’s subscription profile too. Also, it would make the AAA server has the information about the UE’s address without requesting an extra message exchange. This information could be used for updating the database, e.g. HSS.

For a roaming scenario, it is highly possible that a service session starts in one network, and continues in another. For example, a user could register for a service, e.g. IMS, with the GPRS, and would like to keep the same session when it changes to the WLAN interface. This would require the UE use back the same address when allocating address for the WLAN interface, since IMS would require a new registration for the new IP address. Therefore, it would be desirable that the address allocation scheme could allow the user to request for certain address, .e.g IP address in use, from the network. Although roaming is not considered at this stage, the adopted scheme should not preclude any chance for supporting roaming scenarios. 

When the UE access the WLAN local service using the local address, there is no need for any tunnelling. If the UE is accessing the 3GPP service through the 3GPP network, it may use an address not local to the WLAN. In this situation, a tunnel is necessary for actual delivery of the service to the UE. Essentially, the tunnelling setup again depends on the service requeted by the UE, since the address of the UE decides the form and end-points of the tunnel. For example, if the UE is using the WLAN’s gateway to browse Internet, tunnel would be local decision, and it would not cross the interworking interface. If the UE is accessing the IMS service from its home network, a tunnel setup must be carried out over the interworking interface, since otherwise the packets would not be correctly delivered by the WLAN. 

In view of above, the tunnelling setup should also be carried out together with the service authorization procedure. Since the AAA server has the address information, and user’s subscription profile, it could well coordinate the tunnel settings, e.g. decides on how big the tunnel should be. Since the service authorization reply would be sent to the UE, and the WLAN, e.g. in the EAP method, and the Diameter applications that carries the EAP, it should be able to support both client-based and network-based tunnelling. For example, if the UE uses IPv6, the home agent address, and home address, possibly the security keys, could be embedded in the end-to-end reply sent to the UE.

If tunnel setup were to be at a time later using other schemes, it would bring delay to the service delivery to the UE. Also, extra signalling needs to be carried out to identify the tunnel ends, or other informations, which could be hard to coordinate and implementate.

In the tunnelling setup, some information could be signalled to the WLAN. This is needed for both the client based or network-based tunnel. For example, the client-based tunnel could need AAA server to instruct WLAN to let through the binding updates message. For network-based tunnel, AAA server needs to signal the tunnel information, e.g. the other tunnel end-points, etc, to the end-points in the WLAN. If the WLAN do not have a central controller for the signalling, e.g. a local AAA server, the AAA server in the visited network needs to signal to the individual entities directly. 

2. Address Allocation and Tunnel Setup Requirement
2.1 Operation sequence for addressing and tunnelling setup
2.1.1 UE Request WLAN local service only
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WLAN local service is not limited within the WLAN itself. It means any service that is accessible by a generic WLAN UE without 3GPP subscription, e.g. access Internet through WLAN gateway. 
1. UE goes through the authentication procedure, and was granted the access to the WLAN according to its subscription profile. The WLAN opens its port, and the UE could access WLAN local resources it the WLAN local policy allows.

2. UE uses the WLAN local methods to obtain the address to use the WLAN local service. It could via DHCP, stateless configuration, or manual setup. Using this address configuration, the UE is able to access service via the WLAN. But the UE is not able to access service through 3GPP service.
In this case, there is no need for any service authorization from the 3GPP network, and thus no address allocation procedure needs to be carried out in the 3GPP. Since the service is accessed through WLAN, and the address is local, no tunnel needs to be setup.
2.1.2 UE request service from home network
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The home network service means that the user is accessing the service via the home network in the same way as a UE inside the home network. The actual service could be provided by any network other than the home network.

1. UE was successfully authenticated via the AAA procedure.

2. UE send a service request to the AAA server in the home network requesting for certain service. This information could include the APN, service configuration, etc. Within this message, the UE could also request for address allocation, e.g. the address type, or specific address it desire to use.
3. The AAA server in the home network would decide the address allocation scheme according to the service requested, and user subscription profile, and home network policies. The AAA server would contact the Packet Data Gateway to obtain the address and tunnel information via the Wm interface. 

4. The service autorization result is sent to the UE via the WLAN. If any setting is necessary for the WLAN, the information would be attached, e.g. in the Diameter message. For example, if network tunnel is required, the tunnel information would be sent to WLAN in this message.

5. Service authorization result is sent to the UE. This could include the address information, the tunnel information, and other service configurations. For example, if MIPv6 is used, the message could contain the allocated home address of the UE, home agent address, and or security keys. Other service information is service dependent, e.g. if IMS is requested, it could contain P-CSCF address.

6. 3GPP AAA server registers the user information to the HSS if necessary.
2.1.3 UE request service from visited network or other networks
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In this case, the visited network or an other network provides the service as if the UE is inside that network. The home network could decide to let other network to serve the UE based on local policies, e.g. based on the location of the UE.

1. UE was successfully authenticated via the AAA procedure. Similar to previous scenario.
2. UE send a service request to the AAA server in the home network requesting for certain service. This information could include the APN, service configuration, etc.

3. The AAA server in the home network would decide to let the visited network to provide the service to the UE directly for certain reason, e.g. location optimization. Therefore, the home AAA server would forward the service request to the vistited network AAA server via the AAA interface. 

Before forward the request, the home AAA server must make necessary decryption or interpretation, since the request sent to the home network AAA server should be encrypted, and contain home network specific data.
4. The visited network AAA server would contact the Packet Data Gateway to obtain the address and tunnel information via the Wm interface. 

5. The visited network AAA server would forward the cofiguration result back to the home AAA server, and let it sent back to UE, because only the home AAA server has the necessary security association with the UE.

6. The service autorization result is sent to the UE via the WLAN. It is similar to that of the previous scenario.
7. Service authorization result is sent to the UE. This could include the address information, the tunnel information, and other service configurations from the visited network. To access the service, a tunnel could setup from the WLAN, or the UE to the visited network Packet Data Gateway.
2.2 High level principles 

Address Allocation:

The address allocation of the UE’s address shall be carried out together with the service authorization.

Address allocation of the UE shall be decided by the service requested by the UE.

Address allocation should be controlled by the home network based on the user’s subscription when the UE request for 3GPP services. 

The address allocation mechanism should allow UE address to be managed locally by WLAN when it request service only from WLAN.(Addressing of the UE should be managed locally if it requests only services available from the WLAN)
The address allocation mechanism shall allow the UE to request for a specific address.

The address allocation mechanism shall allow the UE address be allocated from network other than the home network when the UE request for 3GPP services.

Tunneling setup:
The choice of tunnelling mechanism used shall be based on the service the UE requested. Furthermore, this decision should coincide with the choice of addressing scheme.

The tunnleing setup shall be carried out together with the address allocation of the UE in the service authorization.

The tunnelling setup mechanism adopted shall allow the settings to be chosen based on user’s subscription profile.  (The setting and configuration of the tunnelling mechanism should be chosen based on user subscription)

3. Proposed text

To insert text in section 2.2 above into the TS 23.234 V1.3.0 Section 5.2
To insert section 2.1 into TS 23.234 V1.3.0 Annex A as section A.1.2
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