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1. Introduction

This document presents a summary of the email discussion held over the SA2 reflector over the dates 25 November till 17 December 2002.  The email discussion was held on the topic of the separation of authentication and authorisation functions, as recommended action point from the November SA2-WLAN drafting session in Bangkok.

Panasonic was appointed to drive this discussion.

2. Main outcomes

Similar to the common understanding reached at Beijing and Bangkok SA2 meetings, the companies agreed to the concept of separation.  However there are differing views on how and when this separation is to be implemented.  More information follows in the following subsections.

2.1 Summary of companies’ viewpoints

In favour of outright separation

Panasonic, Intel, Lucent, Siemens, Telecom Italia

In favour of combining the two procedures at the basic stage, separation only in advanced stage

Nokia, Ericsson

Companies whose opinions are unclear

Cisco, Fujitsu, Megisto

2.2 Desirable aims

Below is a list of aims that was agreed/understood by the companies as what was to be achieved in terms of this separation of authentication and authorisation functionality:

A. Separation of authorisation from authentication

· To prevent architectural limitations

· To not tie service selection, IP address allocation and tunnelling to authentication scheme and vice versa

B. Fast deployment, architecture and solution to be easily implemented and meet Release 6 deadline

· Low amount of standardisation effort

· Changes to WLAN equipment and software to be minimised

C. Smooth migration between basic (R6) and advanced (R7+) interworking steps

· Solution must be found to satisfy A & B, however differing solutions for basic and advanced interworking is to be avoided

3. Transcript of email discussion

Here are the main topics brought up over the [WLAN][AUTH] email discussion, over the past three weeks.  I have tried to group them under a relevant heading, but this proved to be not an easy thing to do.  Anyway here are my efforts.

Modular approach

· Nokia put forward a two-step modular approach for interworking

· UE only obtains IP connection at module 1, indicates APN for Internet, Operator Services and Other.  Service offered is “IP connectivity to a certain IP network”. A network-based tunnel is setup if required.

· Module 2 requires the above, but states that service-specific authorisation will be done on top of IP layer. UE discovers network configuration and sets up a client-based tunnel.

· Panasonic asks whether service authorisation still applies for module 1.

· Nokia answers that service in module 1 is “being addressable in IP network”, and hence authorsation is checking permission for IP address allocation against APN specified.

· Panasonic reiterates that IP connectivity should not be default service. Adds that bundling service selection, IP allocation and tunnelling together with authentication is not modular.

· Nokia replies that whatever logical splits one wants to have, it must be compatible with EAP-based access control model.

· Ericsson supports modular approach, focussing on IP connectivity first.  But adds that advanced scenarios be kept in consideration to enable smooth migration.

· Panasonic disagrees with specified module approach; IP connectivity is a service itself, same as 3GPP services. Should not be implicit or bundled with authentication.  Keeping authorisation and authentication separate will make it more modular and also applicable for later scenarios.

· Panasonic brings up issues regarding end-to-end authorisation:

· Is DHCP to be mandated in WLAN/UE? What if WLAN uses IPv4, 3GPP assigns IPv6?

· Which entity in the WLAN reads the Access_Accept? Will it have the capabilities to set up tunnels, filters etc.

· If the WLAN is not able to support instructions in Access_Accept, what are the implications?

· Panasonic says that separation of authorisation and authentication does not preclude an end-to-end solution for service selection.  

· Nokia replies to the above:

· In practise the WLAN AN needs to support DHCP.  For initial scenarios, IP and tunnelling info can be transported to WLAN AN which uses DHCP to configure the UE.

· This would require an agreement between WLAN and home network, perhaps this is currently outside the scope of 3GPP

· The 3GPP AAA server should check the capabilities of the WLAN, if capabilities are not sufficient, the AAA server would reject the connection as part of EAP exchange

· Nokia clarifies modular approach on basis of tunnelling mechanism.  States that network tunnelling requires service selection as part of EAP exchange.  Later when client tunnelling is adopted, service selection will be performed differently.

· Panasonic states that different service selection procedures for different scenarios to be avoided to enable a smooth transition.  The restrictions as a result of combining the two auth’s are not needed.

· Nokia writes that when Mobile IP is used, service selection happens after access authentication.  Wants solution using network tunnelling to be bundling service selection with authentication to meet R6.  For future releases, this bundling will not be used.

· Panasonic replies service selection need not be bound to Mobile IP.  Creating different approaches for different scenarios will be a mess for users and operators.

· Nokia replies that advanced scenarios can reuse EAP for service selection. Adds that the task of aligning the capabilities of the WLAN should be borne by the AAA server, not the client.  This could be based on agreements between operators.

· Panasonic made the following points:

· Asks whether there is intention to place address allocation in authentication procedure

· Mentions that interaction and parameters passed between WLAN and 3GPP network should be defined.

· Mentions that EAP is end-to-end, how does WLAN use EAP message for error notification?

· States a preference for separate approaches to solve authorisation, address and tunnelling.  This would then not require EAP-AKA to be changed, nor let the change of authentication scheme affect other procedures

· Nokia provides a reply to Panasonic:

· Address allocation will definitely not be put in authentication procedure.  It could be done by Mobile IP, DHCP or static configuration. 

· Nokia agrees to define interaction and information to be passed between WLAN and 3GPP network

· Clarifies that AAA server relies on information from service agreement or if dynamic discovery is needed, AAA attributes should be used, should not use info in EAP exchanges.

· Agrees that authentication ,service selection, addressing and tunnelling should not be combined into one.  But restates reservation for creating another EAP type.

EAP matters

· Panasonic asks for Nokia to elaborate on EAP usage for service selection

· Nokia mentions the following points:

· Service selection should not be done using EAP, the only reason for doing so is because of 802.1X.

· APNs could be specified as a new encrypted attribute in EAP AKA/SIM, in separate document to IETF draft

· States that modification to EAP AKA/SIM is simpler than to create new EAP method. 

· Expresses confidence for smooth transition from basic to advanced scenario

· Intel expresses disapproval of tightly coupling services to a form of authentication.  Prefers a separate EAP type to be protected by mechanisms such as PEAP

· Panasonic expresses reservations at changing EAP AKA/SIM to have short term solution, because the advanced scenario would depend on the authentication scheme form basic scenario.  Interworking could break down due to change of authentication scheme

· Nokia mentions the need to appreciate speed and deployment considerations.  Other points:

· There will be no changes to EAP AKA/SIM, only extensions.

· Need to ensure the advanced scenario is not dependent on the authentication scheme for the basic scenario

802.1X, key distribution and PEAP

· Cisco expressed concerns about 802.1X PAE with Radius_Access_Accept, as this message will open the port

· Panasonic clarifies about using "Diameter limited success" or other Radius message, these will not open the port

· Cisco replies if the port is not open, then communication with UE is limited to 802.1X scheme; Says logical separation is important for reauthentication, but there are benefits to piggyback them at initial authentication/authorisation 

· Panasonic replies logical separation should be stated now as it reflects concepts that group has agreed upon, mentions a drawback of piggybacking 

· Fujitsu says piggyback does not introduce new authorisation EAP messages and still allow separation of reauthentication and authorisation 

· Megisto suggests two stage access and service authorisation, for example DHCP configuration can be handled in access stage, tunnelling setup done in service stage

· Cisco brought up that keys could only be delivered in Radius_Access_Accept message. So with reference to Panasonic proposal, suggests EAP authorisation method.  This and authentication in sequence resembles PEAP which allows separation of authorisation and re-authentication.

· Nokia agrees with timing of key distribution, but states that SA3 has not adopted PEAP.

· Cisco and Intel reply that PEAP in under study in SA3; Cisco acknowledges strong desire to decouple within the group and suggests PEAP can allow for that.

· Panasonic clarifies that separation requires the notification of EAP success, asks if MS-CHAP-KEY is to be used in 3G-WLAN interworking

· Cisco agrees that EAP success needs to be signalled and PEAP can protect the successive EAP methods.  Also suggests the split of scenario 3, 1st part no subscriber choice for R6, 2nd part allow for user choice R7.

· Panasonic mentions that the use of MS-CHAP-KEY procedures is optional.  Mentions that scope of services to be supported be communicated by SA1 and suggests that it may be against operator interest to allow one service per subscription for R6.

· Lucent asks whether discussion on PEAP to be moved to SA3 mailing list.

· Intel replies that current discussion is valid for this list since there are no detailed security discussions on PEAP.

· Nokia mentions that PEAP cannot be used unless UE has home operator root key (amongst other issues under study)

· Intel says that the UE could expect to know the home operator root key

· RIM asks where this root key is to be stored

· Intel replies that root key can be stored by the OS or on SIM card

· Nokia replies that existing SIM cards can’t be used to store this root key

Service selection and tunnelling

· Nokia introduces principles of service selection and tunnelling in an attached document

· Service selection via APN includes authorisation

· States pros and cons of network and client tunnelling

· Network tunnelling can meet requirements for R6, but client tunnelling technique is long term solution

· RIM asks to capture both approaches as input papers to next meeting.

· Intel asks about router capabilities of WLAN to support network tunnelling, and seeks clarification on tunnel end points.

· MNS and Nokia agrees that network tunnels start at the Access Router, but location of this is dependent.  Tunnel end points are this Access Router and Packet Data Gateway.

· Megisto writes that care is needed when specifying location of access router.  If tunnel endpoint is not at client, careful specification must be done on how to deliver to mobile node.  Network tunnelling may not be light standardisation work.

· Megisto replies to the Nokia document

· Mobile IP and IPSec do not have to be terminated at the UE

· Tunnelling approaches that terminates in WLAN cannot simply be extended to cover scenario 4

· Asks for pros and cons of both approaches to be noted in the TS

· Nokia replies

· Network tunnelling is not futureproof

· Network tunnelling parameters need to be embedded in EAP exchange; for client tunnels, there is no need to bundle service selection to authentication

· States need for Mobile IP tunnelling, especially for mobility scenarios

· Megisto replies

· Expresses concern about changes to WLAN to take care of tunnel termination

· Brings up IP addressing incompatibility issues such as IPv6 IMS being used in IPv4 WLAN?

· Does not see difference in principle for authentication/authorisation for client & network tunnelling

· Nokia replies that in network tunnelling, WLAN obtains tunnelling info from AAA procedures.  For client tunnelling, client needs IP address first before doing service selection.  Therefore same AAA procedures cannot work.

· Fujitsu writes that EAP signalling does not use IP, rather derives destination through NAI.  Gives opinion that Internet access should also go through Packet Data Gateway, combining scenario 2 & 3 together.

· Intel responds that MIP registration signalling can be protected using keying material generated from EAP authentication.  Adds that this is possible for MIPv4, may not be required for MIPv6.

· Nortel writes the following points:

· Services can be accessed from visited network too.  Though the home network will make decision, this decision to be passed to visited network to add in tunnelling parameters

· UE has to support EAP-AKA/SIM, hence issue of software upgrade may not be so important

· IP connectivity cannot be used for anything except establishing tunnels, limited by filters

· Fujitsu writes the following points:

· IP address is only used for routing, not identity. Home network needs to keep association between user IP address and service identity

· Mobile IP home agent needs not be in the home network.  Service continuity is achieved by the binding of IP address to service identity, provided the same IP address is maintained

· Intel replies:

· If MIP HA is not at home network, that would mean PLMN and WLAN would be using same MIP solution.  This is not the case, as PLMN uses GMM.

· If MIP was used for interworking, the MIP HA must be able to intercept traffic going to PDP context address and tunnel to address in WLAN.  This requirement cannot be met if HA is not in home network.

Fraud

· Cisco brings up the case where a terminal is authorised for scenario 3, but the user has managed to gain scenario 2 access. Asks if this is an issue.

· Nokia replies that this will not be an issue under network tunnelling, as filter rules can be applied.

· Cisco agrees that the network should have some form of control, even for client-based tunnels.

· MNS agrees and that some network control is needed in all cases because client is in open environment.

