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1 Introduction

There are some clarifications and decisions necessary on the function of “revoke authorisation” for rel6 policy control. These were identified at the SA2#28 and it is proposed to resolve these questions here.

2 Discussion

2.1 Granularity of Revoke

The TR raises the question of the granularity of the revoke authorisation.

The revoke applies to the current authorisation. A new authorisation request will be required for any new aggregation of streams.

2.2 Token value management in case it is PDF generated

When a stream is terminated for which a bearer is established, the AF will need to revoke an existing authorisation. But, until the session is actually released, the session authorization (and any token) remains valid and may be used to establish a new bearer (for another stream of the session).

When the session itself is released, the AF will need to revoke the authorisations for the session (and any token value).

In the case the token is generated by the PDF, the P-CSCF should tell the PDF when the token is no longer required.

Also, there may be some function in the PDF which would record when the token is no longer used which can then be verified against the records of the external application function.
An indicator could be used in the revoke signalling to indicate whether the revoke is for the token (this is e.g. at session release, token and all related authorizations can be revoked) or whether it is authorisation revocation (token value may still be used by the PDF).

Alternatively, two separate messages can exist to revoke the token (including related authorizations), or to revoke the authorisation only. This is a stage 3 decision.
3 Proposal

It is proposed to make the following changes to the text in TR 23.917 “Dynamic Policy control enhancements for end-to-end QoS”, reflecting the above points:
7.4.5 Revoke authorisation

The AF determines when a previous authorisation decision is no longer approved, and orders the removal of the previously authorised resources.

The PDF revokes the QoS resources when order by the AF. This may result in removing the allocated resources in the GGSN.

The authorisation can be revoked altogether i.e. revoke the token and all related authorisations. An example trigger for this is a session release message received at the AF.
It is also possible to revoke the authorisation for a bearer stream without revoking the authorisation of the token and related authorisations. An example trigger for this is an AF that decides to revoke the authorisation for one bearer.
8.5 Revoke Authorization for GPRS and IP Resources 

This procedure is used e.g. upon session release. This step may contain the removal of the QoS resources. If not then this is done separately with a removal of QoS commit procedure.
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Figure 6:  Revoke QoS Resources, Application Function initiated

1) A trigger is received at the AF e.g. a session control message exchange, or an internal action at the AF triggers the need to revoke the authorization, or the AF received an indication of network resources removal and decides to revoke the authorisation.
1) 
2) The Application Function sends a message to the PDF to indicate the revocation. 
3) The PDF when it is informed of the revocation, revokes the related QoS resources which had been previously authorised. Additionally, when the AF indicates that the whole service previously authorised is released (e.g. on session release), the PDF records that the associated token value is no longer used.
The revoke signalling between AF and PDF shall support indicating a revoke for the whole service previously authorised. It shall also support indicating a revoke on bearer stream termination. These are stage 3 indications.
4) The PDF indicates the successful execution of the revoke indication.

8.5.1 Revoke for IMS Session release, P-CSCF is Application Function, P-CSCF initiated

One example of usage of the revocation flow above is at IMS session teardown. One IMS teardown possible scenario using the revocation flow is shown below.
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Figure 7: Example 1 of information flow for IMS session release, mobile deleted PDP context
In this scenario, upon receiving SIP 200 BYE the P-CSCF sends a message to the PDF to revoke the authorisation. This indicates to the PDF that the token value needs to be released and all related authorisations are no longer valid.
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