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Background

There was some discussion at the previous SA2 meeting in Beijing that work needs to be performed to identify the information that needs to be stored within the WLAN and 3GPP systems to enable WLAN 3GPP system inter-working.  This document looks at existing GPRS signaling mechanisms and how they can be used to support WLAN services.

Discussion

Introduction

At the last SA2 meeting it was accepted that backward compatibility with pre-release 6 3GPP systems was a requirement.  In addition that the Gr’ and D’ interfaces should be supported.   This contribution looks at the necessary information that needs to be stored in the core network to support WLAN services using the legacy pre-release 6 HLRs that are 3GPP PS Release 99 capable for accessing 3GPP PS services.  It does not look at SMS, CAMEL or other services. 

Information Requirements

The following sub-sections present the high level requirements of the information that needs to be stored in the network.

HLR (Central location)

The following basic information needs to be stored in the HLR to provide service

· Subscribers Identity

· Services Subscriber has access to.

· Can this subscriber use this service when roaming

· Where subscribers subscription information is locally stored in the network

3GPP AAA Server (Local information)

The following basic information needs to be stored in the 3GPP AAA Server to provide service

· Subscriber Identity

· Service Subscriber has access to

· Can this subscriber use this service when roaming

· Authentication Vectors

HLR Profile

As discussed in the previous meeting [1] the profile in the HLR cannot be changed.  The only information that can be stored is that currently defined in the specifications (see Table 1).

	Field
	Description
	GSM
	UMTS

	IMSI
	IMSI is the main reference key.
	X
	X

	MSISDN
	The basic MSISDN of the MS.
	X
	X

	SGSN Number
	The SS7 number of the SGSN currently serving this MS.
	X
	X

	SGSN Address
	The IP address of the SGSN currently serving this MS.
	X
	X

	Subscribed Charging Characteristics
	The charging characteristics for the MS, e.g., normal, prepaid, flat-rate, and/or hot billing subscription.
	X
	X

	Trace Reference
	Identifies a record or a collection of records for a particular trace.
	X
	X

	Trace Type
	Indicates the type of trace, e.g., MSC/BSS trace, HLR trace, and/or SGSN/GGSN/BSS trace.
	X
	X

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).
	X
	X

	SMS Parameters
	SMS-related parameters, e.g., operator-determined barring.
	X
	X

	MS PS Purged for GPRS
	Indicates that the MM and PDP contexts of the MS are deleted from the SGSN.
	X
	X

	MNRG
	Indicates that the MS is not reachable through an SGSN, and that the MS is marked as not reachable at the SGSN and possibly at the GGSN.
	X
	X

	GGSN‑list
	The GSN number and optional IP address pair related to the GGSN that shall be contacted when activity from the MS is detected and MNRG is set. The GSN number shall be either the number of the GGSN or the protocol-converting GSN as described in the subclauses "MAP-based GGSN ‑ HLR Signalling" and "GTP and MAP-based GGSN ‑ HLR Signalling".
	X
	X

	GPRS‑CSI
	Optional GPRS CAMEL subscription information, see 3G TS 23.016
	X
	X

	Each IMSI contains zero or more of the following PDP context subscription records:

	PDP Context Identifier
	Index of the PDP context.
	X
	X

	PDP Type
	PDP type, e.g., PPP or IP.
	X
	X

	PDP Address
	PDP address, e.g., an IP address. This field shall be empty if dynamic addressing is allowed.
	X
	X

	Access Point Name
	A label according to DNS naming conventions describing the access point to the external packet data network.
	X
	X

	QoS Profile Subscribed
	The quality of service profile subscribed. QoS Profile Subscribed is the default level if a particular QoS profile is not requested. . QoS Profile Subscribed is also the maximum QoS per PDP context to the associated APN.
	X
	X

	VPLMN Address Allowed
	Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
	X
	X

	PDP context Charging Characteristics
	The charging characteristics of this PDP context, e.g., normal, prepaid, flat-rate, and/or hot billing.
	X
	X


Table 1 – GPRS Data in Release 99 HLR [2]

It has been proposed and accepted that the APN and Protocol Configuration Options [3] be used from the UE perspective.   It would seem to be a natural extension to use the APN capability in the HLR.  The APN capability gives the operator the flexibility to reuse existing APN’s that may have been defined, or define a set of new ones.  

It can be seen from this information that the basis requirements for information storage can be met with the existing parameter set.

· Subscribers Identity

· IMSI

· Services Subscriber has access to.

· PDP Content subscription record

· Can this subscriber use this service when roaming

· VPLMN Address Allowed

· Where subscribers subscription information is locally stored in the network

· SGSN Number, SGSN Address

3GPP AAA Server Profile

One of the interfaces that has been proposed to the 3GPPP AAA Server is the Gr’.  This is the Gr however one of its end points is no longer an SGSN, but a 3GPPP AAA Server.  As this interface will transport the MAP messages as are defined in the Release 99 specification [x], a good working assumption is to use  a relevant subset of the information that  is stored in an SGSN (see Table 2).

	Field
	Description
	A/GB mode
	Iu mode

	IMSI
	IMSI is the main reference key.
	X
	X

	MM State
	Mobility management state, IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, or PMM‑CONNECTED.
	X
	X

	P‑TMSI
	Packet Temporary Mobile Subscriber Identity.
	X
	X

	P‑TMSI Signature
	A signature used for identification checking purposes.
	X
	X

	IMEI
	International Mobile Equipment Identity
	X
	X

	MSISDN
	The basic MSISDN of the MS.
	X
	X

	Routeing Area
	Current routeing area.
	X
	X

	Cell Identity
	Current cell in READY state, last known cell in STANDBY or IDLE state.
	X
	

	Cell Identity Age
	Time elapsed since the last LLC PDU was received from the MS at the SGSN.
	X
	

	Service Area Code
	Last known SAC when initial UE message was received or Location Reporting procedure was executed.
	
	X

	Service Area Code Age
	Time elapsed since the last SAC was received at the 3G‑SGSN.
	
	X

	VLR Number
	The VLR number of the MSC/VLR currently serving this MS.
	X
	X

	New SGSN Address
	The IP address of the new SGSN where buffered and not sent N‑PDUs should be forwarded to.
	X
	X

	Authentication Vectors
	Authentication and ciphering parameters (authentication triplets or quintets).
	X
	X

	Kc
	Currently used A/Gb mode ciphering key.
	X
	2)

	CKSN
	Ciphering key sequence number of Kc.
	X
	2)

	Ciphering algorithm
	Selected ciphering algorithm
	X
	X

	CK 
	Currently used Iu mode ciphering key.
	1)
	X

	IK 
	Currently used Iu mode integrity key.
	1)
	X

	KSI
	Key Set Identifier.
	1)
	X

	MS Radio Access Capability
	MS radio access capabilities.
	X
	

	MS Network Capability
	MS network capabilities.
	X
	X

	DRX Parameters
	Discontinuous reception parameters.
	X
	X

	MNRG
	Indicates whether activity from the MS shall be reported to the HLR.
	X
	X

	NGAF
	Indicates whether activity from the MS shall be reported to the MSC/VLR.
	X
	X

	PPF
	Indicates whether paging for PS and CS services can be initiated.
	X
	X

	Subscribed Charging Characteristics
	The charging characteristics for the MS, e.g., normal, prepaid, flat-rate, and/or hot billing subscription.
	X
	X

	Trace Reference
	Identifies a record or a collection of records for a particular trace.
	X
	X

	Trace Type
	Indicates the type of trace.
	X
	X

	Trigger Id
	Identifies the entity that initiated the trace.
	X
	X

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).
	X
	X

	SMS Parameters
	SMS-related parameters, e.g., operator-determined barring.
	X
	X

	Recovery
	Indicates if HLR or VLR is performing database recovery.
	X
	X

	Radio Priority SMS
	The RLC/MAC radio priority level for uplink SMS transmission.
	X
	

	GPRS‑CSI
	Optional GPRS CAMEL subscription information, see 3G TS 23.016
	X
	X

	Each MM context contains zero or more of the following PDP contexts:

	PDP Context Identifier
	Index of the PDP context.
	X
	X

	PDP State
	Packet data protocol state, INACTIVE or ACTIVE.
	X
	X

	PDP Type
	PDP type, e.g., PPP or IP.
	X
	X

	PDP Address
	PDP address, e.g., an IP address.
	X
	X

	APN Subscribed
	The APN received from the HLR.
	X
	X

	APN in Use
	The APN currently used.
	X
	X

	NSAPI
	Network layer Service Access Point Identifier.
	X
	X

	TI
	Transaction Identifier.
	X
	X

	TEID for Gn/Gp
	Tunnel Endpoint Identifier for the Gn and Gp interfaces.
	X
	X

	TEID for Iu
	Tunnel Endpoint Identifier for the Iu interface.
	
	X

	GGSN Address in Use
	The IP address of the GGSN currently used.
	X
	X

	VPLMN Address Allowed
	Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
	X
	X

	QoS Profile Subscribed
	The quality of service profile subscribed.
	X
	X

	QoS Profile Requested
	The quality of service profile requested.
	X
	X

	QoS Profile Negotiated
	The quality of service profile negotiated.
	X
	X

	Radio Priority
	The RLC/MAC radio priority level for uplink user data transmission.
	X
	

	Packet Flow Id
	Packet flow identifier.
	X
	

	Aggregate BSS QoS Profile Negotiated
	The aggregate BSS quality of service profile negotiated for the packet flow that this PDP context belongs to.
	X
	

	Send N‑PDU Number
	SNDCP sequence number of the next downlink N‑PDU to be sent to the MS.
	X
	

	Receive N‑PDU Number
	SNDCP sequence number of the next uplink N‑PDU expected from the MS.
	X
	

	GTP‑SND
	GTP‑U sequence number of the next downlink N‑PDU to be sent to the MS.
	X
	X

	GTP‑SNU
	GTP‑U sequence number of the next uplink N‑PDU to be sent to the GGSN.
	X
	X

	PDCP‑SND
	Sequence number of the next downlink in-sequence PDCP‑PDU to be sent to the MS.
	
	X

	PDCP‑SNU
	Sequence number of the next uplink in-sequence PDCP‑PDU expected from the MS.
	
	X

	Charging Id
	Charging identifier, identifies charging records generated by SGSN and GGSN.
	X
	X

	PDP Context Charging Characteristics
	The charging characteristics of this PDP context, e.g., normal, prepaid, flat-rate, and/or hot billing.
	X
	X

	RNC Address in Use
	The IP address of the RNC currently used.
	
	X


Table 2 – GPRS Data in Release 99 SGSN [2]

As can be seen from Table 2 there is a lot of information that is stored in a Release 99 SGSN.  Most of this is not applicable because it is related to the GPRS architecture or architectures to support specific service requirements have not been proposed.  Therefore the only information that is of relevance is that to identification and authentication of the subscriber and authorization of the services.

· Subscriber Identity

· IMSI

· Service Subscriber has access to

· PDP Context Information

· Can this subscriber use this service when roaming

· VPLMN address allowed

· Authentication Vectors

· Authentication Vectors

Proposal

It is proposed to include the following new sections into the TS[1].

X.0 
Information Storage

This section defines the necessary information structures to provide WLAN inter-working with 3GPP systems.

X.1
HSS

Editors Note:
Shall contain the necessary information that is required in HSS  to authenticate and authorize WLAN based services.

X.2
HLR

Table X shows the packet level domain information that is stored in a Release 99 HLR that can also be used to support WLAN services.

Table X: HLR Packet Domain Subscription Data relevant to WLAN Interworking

	Field
	Description
	WLAN
	

	IMSI
	IMSI is the main reference key.
	X
	

	MSISDN
	The basic MSISDN of the MS.
	X
	

	SGSN Number
	The SS7 number of the 3GPP AAA Server currently serving this MS.
	X
	

	SGSN Address
	The IP address of the 3GPP AAA Server currently serving this MS.
	X
	

	Each IMSI contains zero or more of the following PDP context subscription records:

	PDP Context Identifier
	Index of the PDP context.
	X
	

	PDP Type
	PDP type, e.g., PPP or IP.
	X
	

	PDP Address
	PDP address, e.g., an IP address. This field shall be empty if dynamic addressing is allowed.
	X
	

	Access Point Name
	A label according to DNS naming conventions describing the access point to the external packet data network.
	X
	

	QoS Profile Subscribed
	The quality of service profile subscribed. QoS Profile Subscribed is the default level if a particular QoS profile is not requested. . QoS Profile Subscribed is also the maximum QoS per PDP context to the associated APN.
	X
	

	VPLMN Address Allowed
	Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
	X
	

	PDP context Charging Characteristics
	The charging characteristics of this PDP context, e.g., normal, prepaid, flat-rate, and/or hot billing.
	X
	


X.3
3GPP AAA Server

Editors Note:
Shall contain the necessary information that is required to be stored in 3GPP AAA Server to authenticate, authorize and charge for WLAN based services.

Table X+1 shows the packet level domain information that is stored in a Release 99 HLR that can also be used to support WLAN services.

Table X+1: 3GPP AAA Server MM and PDP Content Information

	Field
	Description
	WLAN
	

	IMSI
	IMSI is the main reference key.
	X
	

	MSISDN
	The basic MSISDN of the MS.
	X
	

	Authentication Vectors
	Authentication and ciphering parameters (authentication triplets or quintets).
	X
	

	Each MM context contains zero or more of the following PDP contexts:

	PDP Context Identifier
	Index of the PDP context.
	X
	

	PDP State
	Packet data protocol state, INACTIVE or ACTIVE.
	X
	

	PDP Type
	PDP type, e.g., PPP or IP.
	X
	

	PDP Address
	PDP address, e.g., an IP address.
	X
	

	APN Subscribed
	The APN received from the HLR.
	X
	

	APN in Use
	The APN currently used.
	X
	

	VPLMN Address Allowed
	Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
	X
	X


X.4
UE

Editors Note:
Shall contain the necessary information that is required to be stored in UE to authenticate, authorize and charge for WLAN based services.

X.5
Packet Data Gateway

Editors Note:
Shall contain the necessary information that is required to be stored in Packet Data Gateway to authenticate, authorize and charge for WLAN based services.

X.6
WLAN Network

Editors Note:
Shall contain the necessary information that is assumed to be stored in WLAN Network to authenticate, authorize and charge for WLAN based services

GPRS Signaling mechanisms to support WLAN service

Introduction

The following sub-sections describe the use of existing GPRS signaling mechanisms to support the WLAN services when interworking with legacy HLRs. 

HLR

In order to retrieve the information mentioned above, HLR has to respond to the following procedures initiated by the 3GPP AAA server. In other words, HLR needs to support the procedures mentioned below.

· Authentication via infoRetrieval and

· Subscriber Information via gprsLocationUpdate procedure.

These messages are exchanged over the Gr’ interface.
3GPP AAA Server

In order to retrieve the information mentioned above, 3GPP AAA server needs to initiate the following requests towards HLR.

· Authentication via infoRetrieval and

· Subscriber Information via gprsLocationUpdate procedure.

These messages are exchanged over the Gr’ interface.

infoRetrieval procedure:

This procedure is used to provide the following service

· Subscribers Identity (Authentication)

Using this procedure the 3GPP AAA server can request for the Authentication Vectors for the user (IMSI) by initiating SEND-AUTHENTICATION-INFO message to HLR. HLR/AuC validates the user (IMSI) and generates Authentication Vectors and responds back with SEND-AUTHENTICATION-INFO-ACK message that contains the generated Authentication Vectors.

The infoRetrieval (Authentication) procedure is illustrated in Figure X below.
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Figure X. infoRetrieval procedure

gprsLocationUpdate procedure:

This procedure is used to address the following needs

· Services Subscriber has access to

· Can this subscriber use this service when roaming

· Where subscribers subscription information is locally stored in the network

Using this procedure the 3GPP AAA server can update the HLR with the local storage area information of the user and request HLR for the subscriber information (services, roaming, etc). 3GPP AAA server initiates this procedure by sending UPDATE-LOCATION message with the local storage area information. HLR sends the subscriber information through INSERT-SUBSCRIBER-DATA, which 3GPP AAA server acknowledges it. HLR repeats the above procedure until all the data is sent. On successful completion of above procedure HLR responds with UPDATE-LOCATION-ACK message.

The gprsLocationUpdate (Subscriber Information retrieval) procedure is illustrated in Figure X.1 below.
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Figure X.1. gprsLocationUpdate procedure

cancelLocation procedure

When the user registers again in the GPRS network through SGSN, then a cancelLocation procedure is triggered by the HLR towards 3GPP AAA server. The 3GPP AAA Server should not initiate disconnect the WLAN user if the Cancellation Type in CANCEL-LOCATION message is set to ‘Update procedure’. The 3GPP AAA server has to acknowledge the message with CANCEL-LOCATION-ACK.

[Editor’s Note: This provides a means to support simultaneous PS connections  from WLAN and GPRS access networks].

The cancelLocation procedure is also triggered, when the user subscription is withdrawn. In this case Cancellation Type is set to ‘Subscription Withdrawn’ and 3GPP AAA Server shall disconnect the wireless user. 

The cancelLocation procedure (with Cancellation Type as Update procedure) is illustrated in the Figure X.2 below.


[image: image3.wmf] 

UPDATE

-

LOCATION

 

CANCEL

-

LOCATION

 

 (Cancellation Type = Update Procedure)

 

HLR

 

3GPP AAA 

SERVER

 

Gr’

 

CANCEL

-

LOCATION

-

ACK

 

UPDATE

-

LOCATION

-

ACK

 

SGSN

 

Gr

 


Figure X.2. cancelLocation procedure (type = update procedure)

The cancelLocation procedure (with Cancellation Type as Subscription Withdrawn) is illustrated in the Figure X.3 below.
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Figure X.3. cancelLocation procedure (type = subscription withdrawn)
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� Service may need to be revoked, so HLR needs to signal this to the local storage area.
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