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***** MODIFIED SECTION *****

3.1
Definitions

Anonymous target user: the true idenity of the target user is not known by the LCS client, the LCS client only knows and uses the pseudonym of the target user.
Pseudonym: A fictitious identity used to conceal the true identity of a target UE from the requestor and the LCS client.
Pseudonym mediation device: functionality that maps or decrypts pseudonyms to verinyms
Verinym: True identity, i.e. MSISDN or IMSI e.g. of the target UE
***** MODIFIED SECTION *****

3.3
Abbreviations

PMD
Pseudonym mediation device
***** NEXT MODIFIED SECTION *****

4
Main concepts

A general description of location services and service requirements are given in the specification TS 22.071 [4]. The positioning of the UE is a service provided by the Access Network. In particular, all Access Networks (e.g. UTRAN, GERAN), that facilitate determination of the locations of User Equipments, shall be able to exchange location information with the core network as defined in the present document (when connected to a Core Network). Optionally, location information may also be communicated between GMLCs, located in the same or a different PLMN, via the specified GMLC to GMLC interface.

By making use of the radio signals the capability to determine the (geographic) location of the user equipment (UE) or mobile station (UE) shall be provided. The location information may be requested by and reported to a client (application) associated with the UE, or by a client within or attached to the Core Network. The location information may also be utilised internally in the system; for example, for location assisted handover or to support other features such as home location billing. The position information shall be reported in standard, i.e. geographical co-ordinates, together with the time-of-day and the estimated errors (uncertainty) of the location of the UE according to specification TS 23.032 [11].

It shall be possible for the majority of the UE (active or idle) within a network to use the feature without compromising the radio transmission or signaling capabilities of the GSM/UMTS networks.

The UE and the network may support a number of different positioning methods and the UE may support or not support privacy invocation request and response. The UE informs the core network and radio access network about its LCS capabilities in this respect as defined in TS 24.008 [24] and TS 25.331 [25].

The uncertainty of the location measurement shall be network design (implementation) dependent at the choice of the network operator, this is further described in TS 25.305 [1] and TS 43.059 [16].

There are many different possible uses for the location information. The positioning feature may be used internally by the GSM/UMTS network (or attached networks), by value-added network services, by the UE itself or through the network, and by "third party" services. The positioning feature may also be used by an emergency service (which may be mandated or "value-added"), but the position service is not exclusively for emergencies.

There are new regulatory requirements to support anonymity in location services in some countries.
***** NEXT MODIFIED SECTION *****

5.5
Information Flows between Client and Server

Other types of national specific information flows may be supported in addition to the information flow specified here.

Any of the information flows here indicated may not be externally realized if the information does not flow over an open interface. On the other hand, if a flow goes over an open interface, it shall abide to a well-defined protocol, e.g. LIF TS 101 [31], Location Inter-Operability Forum 2001.

5.5.1
Location Service Request

Via the Location Service Request, the LCS client communicates with the LCS server to request for the location information of one or more than one UE within a specified quality of service. There exist two types of location service requests:

-
Location Immediate Request (LIR); and

-
Location Deferred Request (LDR).

The attributes for the information exchange between the LCS Client and the LCS Server have been standardized by LIF based on requirements set by TS 22.071 and TS 23.271.

The following attributes are identified for Location Service Request information flow:

-
Target UE identity or the pseudonym of the target UE;

-
LCS Client identity;

-
Service identity, if needed;

· Codeword, if needed;

· Requestor identity, if needed;

· Number dialled by the target mobile user or APN-NI, if the request is call or session related ;

· Event, applicable to deferred location requests only;

· Start time, stop time and interval, applicable to periodical and deferred requests only;

· Requested Quality of Service information, if needed;

· Type of location, i.e. current location or last known location;

· Priority, if needed;

-
Local coordinate reference system, if needed;

-
Geographical area, if needed.

Some of the information may be stored in GMLC and the LCS client does not need to include such information in the location service request.

***** NEXT MODIFIED SECTION *****

5.6.1
Location Service Request

Via the Location Service Request, the source LCS server communicates with the destination LCS server to request for the location information of one UE within a specified quality of service. There exist two types of location service requests:

-
Location Immediate Request (LIR); and

-
Location Deferred Request (LDR).

The following attributes are identified for Location Service Request information flow:

-
Target UE identity or the pseudonym of the target UE;

-
LCS Client identity;

-
LCS Client name, if needed (and type of LCS client name if available);

-
Service type, if needed;

· Codeword, if needed;

· Requestor identity, if needed (and type of Requestor identity if available);

· Number dialled by the target mobile user or APN-NI, if the request is call or session related ;

· Event, applicable to deferred location requests only;

· Requested Quality of Service information, if needed;

· Type of location, i.e. current location or last known location;

· Priority, if needed;

· Privacy override indicator, if needed;
· Supported GAD shapes, if needed;
· Source LCS server identity;
· Address of serving node
Some of the information may be stored in GMLC and the LCS client does not need to include such information in the location service request.

***** NEXT MODIFIED SECTION *****

6.2
Allocation of LCS functions to network elements

Table 6.1 shows a summary of the Functional Groups and Functional Blocks for Location services. Table 6.2 and figure 6.2 show the generic configuration for LCS and the distribution of LCS functional blocks to network elements. Different positioning methods, including network-based, mobile-based, mobile-assisted and network-assisted positioning methods may be used. With this configuration both the network and the mobiles are able to measure the timing of signals and compute the mobile's location estimate. Depending on the applied positioning method it is possible to utilise the corresponding configuration containing all needed entities. For instance, if network-based positioning is applied, the entities that are involved in measuring the mobile's signal and calculating its location estimate are allocated to the network elements of the access stratum. On the other hand, in case mobile-based or network-assisted methods are used these entities should be allocated to the UE.

LCS is logically implemented on the network structure through the addition of one network node, the Mobile Location Center (MLC). It is necessary to name a number of new interfaces. The LCS generic architecture can be combined to produce LCS architecture variants.

Table 6.1: Summary of Functional Groups and Functional Blocks for Location services

	Funct.
Group
	Functional component
	Full name of Functional Block
	Abbrev.

	Loc. Client
	Location Client 

Component
	(External) Location Client Function
	LCF

	
	
	Internal Location Client Function
	LCF 

-internal

	
	
	
	

	LCS Server in PLMN
	Client handling component
	Location Client Control Function
	LCCF

	
	
	Location Client Authorization Function
	LCAF

	
	System handling component
	Location System Control Function
	LSCF

	
	
	Location System Billing Function
	LSBF

	
	
	Location System Operations Function
	LSOF

	
	Subscr handling component
	Location Subscriber verification and Authorization Function
	LSAF

	
	
	Location Subscriber Privacy function
	LSPF

	
	Positioning component
	Positioning Radio Control Function
	PRCF

	
	
	Positioning Calculation Function
	PCF

	
	
	Positioning Signal Measurement Function
	PSMF

	
	
	Positioning Radio Resource Management
	PRRM


Table 6.2 and figure 6.2 illustrate the allocation of functional entities in the reference configuration of LCS. It is assumed that the CS and PS have either their own independent mobility management or use the joint mobility management through the optional Gs interface.

It is also seen that LCS may take benefit of the Iur interface between RNCs, when uplink radio information and measurement results are collected.

The functional model presented in the figure includes functional entities for both CS and PS related LCS. In addition, it consists of all the entities needed for different positioning methods, i.e. network based, mobile based, mobile assisted, and network assisted positioning, exploiting either uplink or downlink measurements. It is noted that the UE may use e.g. the GPS positioning mechanism, but still demand e.g. auxiliary measurements from the serving network. RAN specific functional entities are specified in TS 25.305 [1] for UTRAN and in TS 43.059 [16] for GERAN.

Table 6.2: Allocation of LCS functional entities to network elements

	
	UE
	RAN
	GMLC
	SGSN
	MSC/MSC Server
	HLR/HSS
	PPR
	Client

	Location client functions

	LCF
	X
	
	
	X
	X
	
	
	X

	LCF
Internal
	Ffs
	X
	
	
	
	
	
	

	Client handling functions

	LCCTF
	
	
	X
	
	
	
	
	

	LCCF
	
	
	X
	
	
	
	
	

	LCAF
	
	
	X
	
	
	
	
	

	System handling functions

	
	
	
	
	
	
	
	
	

	LSCF
	
	X
	
	X
	X
	
	
	

	
	
	
	
	
	
	
	
	

	LSBF
	
	
	X
	X
	X
	
	
	

	LSOF
	X
	X
	X
	X
	X
	
	
	

	Subscriber handling functions

	LSAF
	
	
	      X
	X
	X
	
	X
	

	LSPF
	
	
	      X
	X
	X
	X
	X
	

	Positioning functions

	PRCF
	
	X
	
	
	
	
	
	

	PCF
	X
	X
	
	
	
	
	
	

	PSMF
	X
	X
	
	
	
	
	
	

	PRRM
	
	X
	
	
	
	
	
	

	
	UE
	RAN
	GMLC
	SGSN
	MSC/MSC Server
	HLR/HSS
	PPR
	Client
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Figure 6.2: Generic LCS Logical Architecture


***** NEXT MODIFIED SECTION *****

6.3.11
Privacy Profile Register, PPR

Privacy check may be done in the privacy profile register. The HLR or HSS contains the address to the PPR. The PPR is accessible from the H-GMLC via the Lpp interface. PPR may map or decrypt the target UE’s pseudonym to the corresponding verinym IMSI and /or MSISDN. The functionality to map and/or decrypt the target UE’s pseudonym may be integrated as part of the PPR or as a standalone network entity. Also PPR itself may be a standalone network entity or the PPR functionality may be integrated in H-GMLC. 
***** NEXT MODIFIED SECTION *****

6.4
Addressing the target UE for LCS purposes

It shall be possible to address and indicate the target UE using MSISDN. It may be possible in certain cases to address the target UE using IP address when a static or dynamic IP address (IPv4 or IPv6) has been allocated for the UE. 

In the mobile terminated location request procedures in the PS domain (as well as in the CS domain), the target UE is always identified using MSISDN.

NOTE: 
It is recognized that IP-addressing of the target UE is only possible when there is an active PDP context established between the target UE and the external LCS client. Using the established PDP context, the LCS client can request the target UE, as identified with the IP address it currently uses, to initiate a Mobile originated location request. The actual signaling exchange between the LCS Client/server and the target UE or the user of the target UE is outside the scope of this specification. The resulting MO-LR is performed as specified in this document.
6.4.1 Anonymous target UE
National regulations require support for the anonymity of the target mobile user in some countries. It shall therefore be possible to address and indicate the target UE using a pseudonym. The pseudonym may be the MSISDN of the target UE encrypted e.g. using the public key of the home operator. The pseudonym shall contain the address of the target UE’s H-PLMN and the H-GMLC address may also be included. It is outside the scope of this specification how the requestor and the LCS client will receive and handle the pseudonym, but some examples are described in the informative Annex D.
Note: There is work ongoing in the Liberty Alliance Project, which is related to this issue, see http://www.projectliberty.org/. 
Editor’s note: One possible alternative is that the pseudonym contains MNC and MCC of the original MSISDN. This approach would enable R-GMLC to identify one Home-GMLC per pseudonym. It may, however, be necessary to introduce a new “Gateway Home-GMLC” that would distribute the request to the correct Home-GMLC in the home-PLMN based on the obtained MISDN of the target UE. 
6.4.2 Anonymous requestor

The support for anonymous requestor is for further study.
***** NEXT MODIFIED SECTION *****

9.1
Mobile Terminating Location Request
9.1.1 MT-LR routing procedure in PS and CS domain
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Figure 9.1: General Network Positioning for a MT-LR

1)
An external LCS client requests the current location of a target UE from a GMLC. The LCS Client may also request a deferred location request, i.e. based on event. The R-GMLC verifies the identity of the LCS client and its subscription to the LCS service requested and derives the MSISDN or IMSI or pseudonym or PDP address, (NOTE: IP addressing in this context is FFS, one reason is the dynamic IP addressing used in IPv4.) of the target UE to be located and the LCS QoS from either subscription data or data supplied by the LCS client. For a call related location request, the R-GMLC obtains and authenticates the called party number of the LCS client. For a session related location request, the R-GMLC obtains and authenticates the APN-NI of the LCS client. 
The LCS request may carry also the Service Identity and the Codeword. The R-GMLC may verify that the Service Identity received in the LCS request matches one of the service identities allowed for the LCS client. If the service identity does not match one of the service identities for the LCS client, the R-GMLC shall reject the LCS request.  Otherwise, the R-GMLC can map the received service identity in a corresponding service type. 
  
If the location request is originated by a Requestor, the Requestor Identity may be added to the LCS service request. LCS client should authenticate the Requestor Identity but this is outside the scope of this specification. 

The LCS service request may also contain the type of the Requestor identity if the requestor identity was included.




The R-GMLC verifies whether it stores the privacy profile of the target UE. If the R-GMLC stores the UE’s privacy profile, (this means the R-GMLC is the H-GMLC of the target UE), then step 2, 3, 4 and 12 are skipped.
If location is required for more than one UE, or if periodic location is requested, the steps following below may be repeated.

Editor’s note: 
This would mean that R-GMLC handles the periodicity of location requests as requested by the LCS client both in CS and PS domain. It is for further study should H-GMLC handle the periodicity of location requests.

2)
The R-GMLC sends a SEND_ROUTING_INFO_FOR_LCS message to the home HLR/HSS of the target UE to be located with the IMSI or MSISDN of the UE. If the R-GMLC supports the Lr interface, the R-GMLC capability information shall be included in the SEND_ROUTING_INFO_FOR_LCS message. 
If the R-GMLC already knows, or is able to determine, the network address of H-GMLC of the target UE, (e.g. from a previous location request), or in case the location service request contains the pseudonym for the target UE, which includes the target UE’s Home-GMLC address, then step 2 and step 3 may be skipped. One possibility could be to use a DNS lookup to determine the H-GMLC address, but this is FFS.
Editor´s note: 
According to the current version of TS29.002 the PDP address cannot be transferred by using the SEND_ROUTING_INFO_FOR_LCS message, so this is for ffs.
3)
The HLR/HSS verifies the R-GMLC’s network address. The HLR/HSS may return the address of the PPR to the GMLC if available. The HLR/HSS then compares the R-GMLC address with the H-GMLC network address for the target UE. The HLR/HSS verifies whether the R-GMLC is authorized to request UE location information. If not, an error response is returned. The HLR/HSS returns the address of the H-GMLC.

4)
If R-GMLC finds out that it is the H-GMLC, the signalling steps 4 and 12 are skipped.
The R-GMLC sends the location request to the H-GMLC.
5) If the location service request contains the pseudonym of the target UE, H-GMLC shall map or decrypt (e.g. using the private key of the operator) the pseudonym to either MSISDN or IMSI of the target UE or send a request to PPR to do the mapping, see clause 9.1.1.1. The H-GMLC verifies LCS barring restrictions in the UE user's privacy profile in the H-GMLC. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If the location service request is to be barred and the LCS client does not have the override capability, an error response is returned to the R-GMLC or the LCS client.
6)
If the H-GMLC already knows both the VMSC/MSC server or SGSN location or the network address of V-GMLC and IMSI for the particular MSISDN or PDP address, (e.g. from a previous location request),  the rest of this step and step 7 may be skipped. Otherwise, the H-GMLC sends a SEND_ROUTING_INFO_FOR_LCS message to the home HLR/HSS of the target UE to be located with the IMSI, PDP address or MSISDN of this UE. 
Editor´s note: 
According to the current version of TS29.002 the PDP address cannot be transferred by using the SEND_ROUTING_INFO_FOR_LCS message, so this is for ffs.
7)
The HLR/HSS verifies the network address of the H-GMLC in order to check that the H-GMLC is authorized to request UE location information. The HLR/HSS then returns one or several of the network addresses of the current SGSN and/or VMSC/MSC server, the LCS core network signalling capabilities of the serving nodes and whichever of the IMSI and MSISDN was not provided in step (2) or (6) for the particular UE. The HLR/HSS may also return the address of the V-GMLC, if available..
Note: HLR/HSS may prioritize between the MSC/VLR or SGSN address sent to the GMLC. The prioritisation might be based on information received from SGSN and/or MSC/VLR concerning the UE’s capabilities for LCS. Other priority criteria are for further study.

8)
The GMLC may ask the PPR to perform the privacy check as described in the 9.1.1.1 or if the GMLC stores the UE’s privacy profile, the H-GMLC may perform privacy check on the basis of the UE user’s privacy profile and the capabilities of the serving nodes (MSC/VLR and/or SGSN). 
If the H-GMLC received the address of the V-GMLC from the HLR/HSS and the V-GMLC address is different from the H-GMLC address, the H-GMLC may forward the location request to the V-GMLC. The forwarded location request shall contain, one or several of the network addresses of the current SGSN and/or MSC/VLR, and the IMSI and MSISDN for the target UE. The forwarded location request may also carry the requested action of the VPLMN as the result of the privacy check in the H-GMLC (e.g. by using the pseudo-external identity as described in Annex X). The V-GMLC first authenticates that the location request is allowed from this PLMN or from this country. If not, an error response is returned.
In the cases when the H-GMLC did not receive the address of the V-GMLC, when the V-GMLC address is the same with the H-GMLC address or when both PLMN operators agree not to use Lr interface, the H-GMLC does not forward the location request to the V-GMLC and step 10 is skipped.
Editor’s note: The case when the V-GMLC is the same as the R-GMLC may need further elaboration.

9)
In case the GMLC (H-GMLC, R-GMLC or V-GMLC) receives only the MSC/VLR address, the MT LR proceeds as the CS-MT-LR procedure described in 9.1.2. In case GMLC receives only the SGSN address, the MT LR proceeds as the PS-MT-LR procedure described in 9.1.6. In case the GMLC receives several of the following addresses, SGSN, VMSC and/or MSC Server, it has to decide where to send the location request. If the requested MT-LR is known to be associated with a CS call, the CS-MT-LR procedure shall be invoked. If the requested MT-LR is associated with a PS session, the PS-MT-LR procedure only shall be invoked. Otherwise, both CS-MT-LR and PS-MT-LR are applicable. If LCS Client indicated deferred location request, GMLC shall indicate this together with applicable event type (ex. UE available) in requested PS/CS-MT-LR, see 9.1.8.

NOTE:
The order in which these procedures are invoked and whether one or both procedures are used may depend on subscription information for the LCS client, possible priority information returned by the HSS or information already stored in the GMLC (e.g. obtained from previous location requests).

10)
The V-GMLC sends the location service response to the H-GMLC. 

11)
 If the privacy check in step 5 indicates that further privacy checks are needed, or on the basis of the privacy profile, the H-GMLC shall perform an additional privacy check.

12)
The H-GMLC sends the location service response to the R-GMLC.

13)
R-GMLC sends the location service response to the LCS client. If the LCS client requires it, the R-GMLC may first transform the universal location co-ordinates provided by the SGSN or MSC/MSC server into some local geographic system. The GMLC may record billing for both the LCS client and inter-network revenue charges from the SGSN or MSC/MSC server's network.

The detailed CS-MT-LR and PS-MT-LR procedures in step 4 of figure 9.1 are described in 9.1.2 and 9.1.6.

The detailed procedure for deferred PS/CS-MT-LR is described in 9.1.8.

***** NEXT MODIFIED SECTION *****

9.1.1.1 LCS Authorisation request

If the UE subscribers LCS privacy information is kept in the PPR the GMLC (H-GMLC) shall send a LCS Authorisation request. 

¨¨¨¨
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1) The GMLC sends the LCS authorisation request to the PPR. The LCS authorisation request carries the type of location information requested (e.g. current location), the UE subscriber's IMSI or MSISDN or pseudonym and indication whether the request is call/session related or call/session unrelated. In case GMLC received the LCS client's called party number or the APN-NI of the target mobile’s session, GMLC shall request both call/session related and call/session unrelated privacy check in PPR. In case GMLC did not receive the LCS client's called party number or the APN-NI of the target mobile’s session, GMLC requests only call/session unrelated privacy check in PPR. For a value added LCS client, the message shall carry the client name, the external identity of the LCS client and the Requestor Identity (if that is both supported and available). Moreover the message may also carry the Service Type and the Codeword. This message shall also carry the LCS capabilities of the SGSN or VMSC/MSC server.

In case the additional privacy check was requested to be performed after the positioning procedure the LCS Authorisation Request shall also include the location estimate. 

2) PPR performs the privacy check based on the target UE’s privacy profile. The result of that privacy check is send to GMLC in the LCS Authorisation response. If requested by the GMLC the PPR shall include two privacy check results for the LCS Authorisation response, both call/session related and call/session unrelated privacy check results. The response may also contain information is an additional privacy check needed when the GMLC has received the location information of the target UE (e.g. if target UE allows its location information to LCS clients when it is located in certain areas).

If the LCS authorisation request contains the pseudonym of the target UE, then the PPR, or an associated pseudonym mediation device (PMD), shall map or decrypt (e.g. using the private key of the operator) the target UE’s pseudonym to the corresponding IMSI and /or MSISDN to be included to the LCS authorisation response.
In case subscriber want’s to be located in visited networks which have certain capabilities, then this information is also included in the LCS Authorisation Response.

If PPR received information that the visited MSC/SGSN is pre Rel-6 it shall convert the external LCS client ID in to a pseudo external ID which shall carry the response of the privacy check. More information on pseudo external IDs see Annex C.

In case the subscriber changed his privacy information the LCS authorisation response shall be also used to indicate this to the GMLC.

***** NEW INFORMATIVE ANNEX to 23.271 ***** 

Annex D (Informative):
Handling of pseudonyms in location services

There is a requirement in place on anonymity for both the requestor and the target in the LCS Stage 1, TS22.071. 

There are various methods available for providing anonymity-support for LCS. One model has been described by the GSMA in the LS in tdoc S2-021104 to 3GPP. In short, the GSMA’s model introduces the following logical architecture.
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Figure Annex D.1; GSMA logical model to support anonymity

In this PUSH model the pseudonym of the target UE may be always generated for certain LCS clients on behalf of the terminal’s subscriber without a specific request.

This approach works well in the basic use case, when the subscriber is trying to locate himself – in other words: when he is the target and the requestor. 

An alternative approach to support pseudonyms is shown below.
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Figure Annex D.2; Logical model to support anonymity

In this PULL model the LCS client requests the pseudonym from the Gateway before accepting the service request from the terminal. The pseudomym is generated in the IDP /PPR and forwarded by the Gateway to the LCS client. The LCS client includes the pseudonym in the location service request to GMLC. Step 6 is not needed in case GMLC decrypts the pseudonym itself.

For roaming cases there is a need to include the address of the target UE’s Home-GMLC in the pseudonym, so that the Requesting-GMLC can forward the location request to H-GMLC. 
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