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1 Introduction

This submission discusses service selection and proposes that EAP should be used for delivering service selection information from the UE to the 3GPP AAA server.

2 Why EAP

The current version of TS 23.234 (Section 5.2) requires that the end to end signalling between the UE and the home network shall include means for delivering encrypted service selection information from the UE to the 3GPP AAA server. The service selection information may contain APN and External Protocol Configuration Options as they are defined in 3GPP TS 24.008. Before admitting the user to access WLAN, 3GPP AAA server shall verify users subscription to the indicated APN against the WLAN subscriber profile retrieved from HSS.

Similarly to PS domain, the APN and External Protocol Configuration Options may be used to determine appropriate tunnelling and IP parameters for the session. Hence the end-to-end signalling needs to take place before IP connectivity is granted for the UE. This makes it very hard to use an IP based protocol for delivering the service selection information. EAP is the only end-to-end protocol there is before the IP connectivity has been established.

3 How to use EAP

The service selection EAP messages need to be encrypted and integrity protected, and the encryption and integrity protection keys must be bound to the SIM/USIM authentication, so that the peers can ensure that the same entities perform the SIM/USIM authentication and the service selection protocol.

One way to achieve this binding would be to design new attributes (and message subtypes, if required) to EAP SIM and EAP AKA. New EAP SIM or EAP AKA attributes can be specified in EAP SIM and EAP AKA documents, or with a new Internet-Draft or with a 3GPP document. Attribute type numbers for new EAP SIM and EAP AKA attributes are allocated by IANA. 

Another way would be to design a new 3GPP EAP method that would make use of keying material from EAP SIM or EAP AKA and that would be sequenced after EAP SIM or EAP AKA. If a new EAP method is defined, we would either need to have IANA reserve a new EAP type number for the EAP type and standardize the EAP type in the IETF, or we could specify in 3GPP a vendor-specific EAP type using the IANA 3GPP Enterprise Number.

The following figure illustrates the operation of service selection using EAP. The figure shows the Authentication and Authorization Procedure (TS 23.234 section 7.1), but with one new step. In the new step 5, the service selection parameters are exchanged over EAP between the UE and the 3GPP AAA server. The 3GPP AAA server may use this information, possibly together with the Packet Data Gateway (not shown in the figure), to determine appropriate tunnelling and IP configuration parameters for the session. These parameters are then included in the Diameter message of step 6.
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4 Proposal

It is proposed that the end-to-end signalling for service selection is based on EAP. The EAP negotiation must be protected with keys derived in EAP SIM or EAP AKA. 

This submission discussed several alternatives how to design this functionality in EAP. 

The option of defining in 3GPP a new 3GPP specific EAP type for  the exchange of 3GPP specific parameters is the recommended alternative. This new 3GPP specific EAP type would be always linked to EAP/SIM and EAP/AKA to achieve end to end security for the 3GPP parameters to be exchanged. 

The current Service Selection related text in chapter 5.2 "Access Control Principles" of WLAN TS is proposed to be updated as follows:

Service Selection

The end to end signalling shall include means for delivering encrypted service selection information from the UE to the 3GPP AAA server. The service selection information may contain APN and External Protocol Configuration Options as they are defined in 3GPP TS 24.008. 
The service selection information and other 3GPP specific configuration parameters are exchanged between WLAN UE and 3GPP Home Network by a 3GPP specific EAP type. The 3GPP specific EAP type is linked to the security mechanisms provided by EAP/SIM and EAP/AKA.

Before admitting the user to access WLAN, 3GPP AAA server shall verify users subscription to the indicated APN against the WLAN subscriber profile retrieved from HSS.

























































