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1. Introduction

This contribution considers the architectural elements that should be involved in authenticating and authorising a user, in order for that user to join a multicast service.

2. Proposal

To ensure that only permitted users can join a particular multicast service, it is essential to authenticate the user to prove their identity and also authorise that that user is allowed to join the multicast service. Part of the process of joining a multicast service requires the user to set up a bearer on which to receive the multicast transmission. The setting up the bearer is authenticated by normal 3GPP methods (either because an actual authentication is performed or through the integrity protection applied to signalling traffic across the RNC). It seems sensible to use this authentication to provide authentication for joining a multicast transmission, as opposed to performing a completely new authentication. Hence it is proposed that the authentication of a user for joining a multicast service is the standard 3GPP authentication controlled by the SGSN.

In addition to authenticating a user, it is necessary to check a user is authorised to join a particular multicast service. This is important, as not all users will be allowed to access all multicast services. To allow operators sufficient flexibility to offer a rich and diverse set of multicast services, we believe that the authorisation should fulfil at least the following requirements:

· Allow a user and/or operator to tailor the multicast services available to users on an individual basis.

· Allow a user to subscribe to a multicast service and instantly get access to the data transmitted on that service (e.g. a user goes to a web page to modify the set of multicast services they want available on a subscription basis and within a few minutes they can access that multicast service).

· Allow an operator to rapidly create a new multicast service and make it available to users. 

We believe that the BM-SC is most appropriate element to fulfil these requirements, as it offer the flexibility to modify the set of multicast services available to a user independently of the transport network. The disadvantages of using the BM-SC are the need for a small amount of additional signalling traffic compared to options like authorisation at the SGSN. It may also require the identity of the user to be passed to the BM-SC. Hence it is proposed that the BM-SC holds the authorisation information. 

3.  Proposed Changes 

It is proposed to add the following text to the security section of the TS.

Authentication of a user attempting to join a multicast service shall use the normal 3GPP authentication. The authorisation information about whether a user is allowed to access a particular multicast service shall be held in the BM-SC.
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