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1 Introduction 

It is accepted that the definition of authorization procedures to use WLAN resources of a, possibly visited, WLAN network is required. At least in the scenario 2 interworking, these relate to local WLAN access network resources and the ability to signal authorization information is limited by the signalling exchanges defined. In scenario3 interworking, the resources now include those used to tunnel the subscriber back to a possibly independent network. Here the authorization signalling of scenario 2 is augmented with that associated with tunnel set-up.

This contribution describes those authorization techniques available for scenario 2 and scenario 3 interworking and proposes techniques which limit impacts on the defined signalling techniques.

2 Existing Signalling Capabilities

Current definitions of signalling include AAA between the WLAN access network and the home AAA server and EAP-SIM between the client and the home AAA server. 

Given that the TS also states that there should be minimal impact on the WLAN access network, the AAA protocol consider hereafter is RADIUS. However, since Diameter/RADIUS interworking techniques allow such attributes to be easily transferred within a Diameter message, the discussion is equally applicable to a pure Diameter based discussion.

2.1 Signalling within EAP

EAP, 2284bis-07 includes techniques for signalling displayable messages to the user. The example given in the RFC is that of a message being transferred to a supplicant which is related to authentication; indicating that a users password is about to expire.

2.2 Signalling within EAP-SIM

Although EAP is strictly a pure authentication framework, the current EAP-SIM draft includes some authorization related codes, including:

· 1024 – Visited network does not have a roaming agreement with user’s home operator or a suitable roaming broker

· 1026 – User has been temporarily denied access to the requested service 

· 1031 – User has not subscribed to the requested service

However, it is noted that such signalling was included at a time when the position of the Authentication Server was not agreed; enumerated tags offered the only way to guarantee a display in a localizable way, e.g., in the users preferred language. Since the position of the 3GPP AAA server is now agreed to be in the home domain, such enumerated tags are no longer strictly necessary, since EAP displayable messages can be used to localizable information to the user

2.3 Signalling within RADIUS

RADIUS includes a number of techniques which can be used for authorization of resources. RADIUS attribute NAS-Port-Type (RFC 2865) defines which medium authorization is being requested. Values include:

· 15: Ethernet 

· 19: 802.11

· 18: Other Wireless, e.g., Hyperlan

Filters can be included in the access accept which then limit the access the user has to the network by restricting the systems and protocols he/she can send packets to/receive packets from.

RADIUS extensions (RFC 2868) additionally define how to establish compulsory tunnels, whereby the tunnel is created without any action from the user and without allowing the user any choice in the matter.

2.4 Signalling within DHCP

DHCP consists of two components: a protocol for allocation of network addresses to hosts and a protocol for delivering host-specific configuration parameters from a DHCP server to a host. Configuration parameters can include the option for defining the location of outbound SIP proxy servers, e.g., RFC 3361.

2.5 Summary of existing signalling techniques

To summarize the current authorization capabilities of EAP, EAP-SIM, RADIUS and DHCP:

· Only support pure network based authorization of resources;

· Support compulsory tunnels between an access provider and a possibly independent network;

· Do not support any concept of choice by the user as to what compulsory tunnels to establish.
· Support client configuration purely via DHCP.
3 GPRS Tunnelling

Since interworing to 3GPP is the desired outcome, it is interesting to analyse the current tunnelling approach of GPRS.

GPRS is essentially a compulsory network based tunnel with some degree of tunnel selection being provided to the user in terms of the tunnel end-point (APN). 

Finally, since a GPRS client is not required to perform DHCP, Session Management procedures can be used for client configuration, e.g., information element transfers related to the location of outbound proxy SIP servers.

4 Voluntary Tunnelling

Whereas GPRS uses compulsory tunnels, whereby the tunnel is essentially set-up at layer 2, IP supports the concept of voluntary tunnels.

Voluntary tunnelling is defined as where the tunnel is created at the request of the user or user agent for a specific purpose. Examples of voluntary tunnelling include Point-to-Point Tunnelling Protocol (PPTP), client initiated IPSec and Mobile IP. Such examples assume that the user has an IP address allocated so that tunnel-setup can be completed. In the EAP/802.1X scenario assumed within the TS, this implies that the 802.1X Port Authentication Entity has received an EAP-SUCCESS in the RADIUS Access Accept message and has opened up the port for traffic other than EAP/802.1x messages.

The voluntary tunnelling techniques therefore implicitly allow the user to defer the establishment of the tunnel until after authentication.

In order to understand the implications of such a scenario, it is important to determine what the tunnel is being used for. The tunnel is normally associated with allowing the user access to home based services, but the tunnel end-point may also be used by the home operator to account for user packets. In such cases, it is obvious that any packets sent or received before the tunnel is established or after the tunnel is torn down will not be accounted for by the home operator.

IP filters could be set-up per roaming subscriber which then allows only packets corresponding to tunnel set-up/tear down and established tunnel encapsulation, although such an approach may lead to unsatisfactory user experience, e.g., when the user defers tunnel establishment and all the users packets are silently discarded by the access network.

5 WLAN Service Authorization 

5.1 Scenario 2 Interworking

For simple Internet access interworking scenarios, it is evident that existing RADIUS, EAP and EAP-SIM techniques are acceptable. Packet filters can be used to limit the access the user has to the access network by restricting the systems and protocols he/she can send packets to. The NAS-Port-Type field can be used to limit access via 802.11, Ethernet or alternative wireless technologies.

5.2 Scenario 3 Interworking

The 3 areas which need to be addressed for scenario 3 interworking are:

· Client configuration

· Client selection/choice of service options

· Tunnel type

Since voluntary tunnel types are not compatible with normal DHCP client configuration, these are not considered further, else new IETF techniques will need to be defined. Compulsory tunnels will ensure that DHCP client configuration can include P-CSCF information local to the tunnel end-point, e.g., the P-CSCF of the home operator.

Client selection/choice is perceived by some GPRS operators as problematic in terms of management and configuration. Such operators have defined a “single APN” concept, whereby a single APN is provisioned in the HLR/GGSN with the client being given no choice in APN selection. In such examples, finer grain selection is achieved using the NAI provided in the PDP context request.

A similar approach can be taken with WLAN, re-using NAI for optional tunnel selection. Alternative approaches may require new IETF techniques to be defined.

6 Proposal 

In order to limit the impact on existing protocols it is proposed that for scenario 3 interworking:

· The Network Address Identifier be used for transferring optional information related to client choice. 

This can be achieved by defining the realm string as being the concatenation of choice and home network identifier, e.g., user@<apn related information>.<home identifier>, e.g., mike@*.operator.org, where “*” relates to the wild card APN indicating that either scenario 2 or scenario 3 is acceptable to the user.

As and when multiple choice options are supported, longest match “realm routing” could be used to forward the request to the appropriate Authentication Server or proxy.

· RFC 2868 Compulsory tunnels be used to tunnel all traffic from a user between the access network and another network, typically the home network, but could also be a neighbouring cellular network.

The exact tunnel type is TBD but should enable tunnel setup prior to IP address allocation.

· Standard DHCP techniques should be used to perform client configuration. 

Since the compulsory tunnel will be set-up when the EAP procedure completes successfully, DHCP packets will be encapsulated in the tunnel. Configuration options can then reflect the network corresponding to the far-end tunnel end-point.

Such an approach ensures that:

· No extensions to the Extensible Authentication Protocol or one of its methods are made which include reference to service authorization.

· Existing AAA based service authorization is sufficient.

· No extensions to the Extensible Authentication Protocol or one of its methods are made which include reference to client configuration.

· Existing DHCP based client configuration is sufficient.

· No new work on service authorization within the IETF is impacted.

7 Summary 

There are a number of different techniques which can be used to provides a higher level of 3GPP interworking above simple Internet access. This contribution proposes techniques based on existing RFCs which when used together can be used to implement higher levels of interworking. 

These techniques do require the support of some section of RFC 2868 by the access provider. Notably, for various reasons, the access provider may not support compulsory network based tunnelling. RFC 2868 then defines the behaviour, with the WLAN access network behaving as if it has received an Access Reject.

Finally, it is noted that IEEE 802.1X already includes a section within its Annex regarding RFC 2868. IEEE 802.1X. Noting that is may be desirable to allow a supplicant to be placed into a particular VLAN on the result of authentication, RFC 2868 techniques can be used to define such a VLAN.

It is proposed that the text changes included hereafter be incorporated into the TS and that SA2 WLAN group further study the exact choice of RADIUS based tunnel.

Proposed Text Changes

5.1
Access Control Requirements

· Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security reasons.

· Minimal impact on the user equipment, i.e. client software.

· Minimal impact on existing WLAN networks.

· The need for operators to administer and maintain end user SW shall be minimized

· Existing SIM and USIM shall be supported. 

· R6 USIM may include new functionality if seemed necessary e.g. in order to improve privacy.

· Changes in the HSS/HLR/AuC shall be minimized.

· Methods for key distribution to the WLAN access NW shall be supported

· The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having simultaneous PS and CS connections for the same subscriber

· Optional signalling for authorization shall occur in parallel with signalling for the authentication procedure.
· It shall be possible to indicate to the user of the results of WLAN access requests. Indications may include authorization related information.
· It shall be possible to indicate to the user any conditions for use of an authorised service.

· Results of WLAN access requests shall be indicated to the WLAN, so that the WLAN can take appropriate action, e.g., on authorization or authentication failure. 

· The authorization mechanism shall be able to inform the user and WLAN immediately of any change in service provision.

· Policy control applies to the services authorized for the user
5.2 Access Control Principles

End to End Authentication :  WLAN Authentication signalling is executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN and 3GPP network. This authentication signalling shall be independent on the WLAN technology utilised within WLAN Access network.. WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in RFC 2284.
Transporting Authentication signalling over WLAN Radio Interface :  WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. These WLAN technology specific protocols shall be able to meet the security requirements set for WLAN Access control in 3GPP-WLAN interworking. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology. For IEEE 802.11 type of WLAN radio interfaces the WLAN radio interface shall conform to IEEE 802.11i standard, ETSI HIPERLAN2 shall be conform with TS 101 761, 101 493 , Draft TS [H2-3G interworking].
Transporting Authentication signalling between WLAN and 3GPP network : WLAN Authentication signalling shall be transported  between WLAN and 3GPP network by standard mechanisms, which are independent on the specific WLAN technology utilised within the WLAN Access network.  The transport of Authentication signalling between WLAN and 3GPP network shall be based on standard Diameter or RADIUS protocols.

Service Selection

The end to end signalling shall include means for optionally delivering service selection information from the UE to the 3GPP AAA server. The service selection information may contain APN related information.. Before admitting the user to access WLAN, 3GPP AAA server shall verify users subscription to the indicated APN against the WLAN subscriber profile retrieved from HSS. Service selection for scenario 3 interworking shall include RFC 2868 RADIUS based compulsory tunnelling. Client configuration is performed using DHCP, e.g., RFC 3361 for P-CSCF discovery.
Note: The exact tunnel type for scenario 3 interworking is FFS.
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