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1. Introduction

This contribution proposes changes to section 6 of the TS 23.234 v1.1.0 based on the separation of authorisation from authentication functions.  This concept being agreed to at SA2 #27 meeting at Beijing, China.

The aim of this contribution is to modify existing WLAN reference models to reflect this concept, with a new reference point added for this authorisation functionality.

2. Ws Reference Point

2.1 Ws

This reference point Ws is located between the WLAN access network and the 3GPP AAA Server.  The primary purpose of the protocols crossing this reference point is to transport authorisation and session control related information in a secure manner.  This reference point has to also accommodate legacy WLAN access networks and thus should be DIAMETER or RADIUS-based.

The functionality of the reference point is to transport RADIUS/DIAMETER frames:

1. Carrying data for authorisation signalling between WLAN AN and 3GPP AAA Server

2. Carrying service authorisation request/responses between WLAN UE and 3GPP AAA Server

2.2 More description

The Ws reference point will have the capabilities of the following:

· Functions for user request/selection of services (local and 3GPP)

· Functions for 3GPP AAA server for granting access to services (e.g. assigning IP address, tunnelling attributes)

· Functions relating to changes in provision of service, for example the purging of user from WLAN access

· Indication of the authorisation state to the WLAN

The above tasks (non-exhaustive) are performed by the authorisation function.  Some of the key areas are service selection, addressing and tunnelling.  In the future, the concept of mobility will also affect the authorisation function.

As can be seen, authorisation concerns access to WLAN or 3GPP services and has its specific purposes, urgency and timings.  It is wise to create a reference point to cater for (and evolution of) the authorisation function.

2.3 Reference model updates
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Figure 6.1  Non-roaming Reference Model
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Figure 6.3 Roaming Reference Model

2.4 Changes to section 6.3.1

6.3.1 Wr 

6.3.1.1 General description

The reference point Wr connects the WLAN access network, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication related information in a secure manner.  The reference point has to accommodate also legacy WLAN access networks and thus should be DIAMETER or RADIUS-based.

6.3.1.2 Functionality

The functionality of the reference point is to transport RADIUS/DIAMETER frames:

· Carrying data for authentication signalling between WLAN UE and 3GPP AAA Server

· 
· Carrying keying data for the purpose of radio interface integrity protection and encryption

· 
6.3.1.3 Protocols

Wr reference shall be based on IETF Diameter Base protocol. EAP authentication shall be transported over Wr reference point by Diameter Extensible Authentication Protocol (EAP) Application.,
[Editors note:  Diameter base protocol is work in progress in IETF [draft-ietf-aaa-diameter-12.txt ]]

[Editors note:  Diameter Extensible Authentication Protocol  (EAP) Application is work in progress in IETF [draft-ietf-aaa-eap-00.txt]]
To support legacy logical nodes outside of 3GPP scope and which terminate or proxy the Wr reference point signalling and not supporting Diameter protocol, a signalling conversion between RADIUS and Diameter may be performed.  This conversion is not specified by 3GPP.

3. Changes to signal flow diagrams/sections

The following changes are recommended to Section 7 and Annex to reflect the separation of authorisation from authentication functionality and also update affected sequence diagrams to cater for Scenario 3.

7.1
Authentication
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1.
WLAN connection is established with a Wireless LAN technology specific procedure (out of scope for 3GPP). 

2.
The EAP authentication procedure is initiated in WLAN technology specific way.

All EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology specific protocol.

All EAP packets are transported over the Wr reference point encapsulated within Diameter messages as specified in Diameter EAP application .

[Editors note:  Diameter Extensible Authentication Protocol  (EAP) Application is work in progress in IETF [draft-ietf-aaa-eap-00.txt]] 

A number of EAP Request EAP Response message exhanges is executed between 3GPP AAA Server and UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3.
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4.
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

[Editors note:  The execution order of steps 5 and 6 as well as further division of these steps to several substeps is ffs.] 

5.
If the EAP authentication was successful, then 3GPP AAA Server sends Diameter Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success messge, keying material derived from the EAP authentication to the WLAN.

WLAN stores the keying material to be used in communication with the authenticated UE.

6.
WLAN informs the UE about the successful authentication with the EAP Success message. 

7.
3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity.  This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.

A.1 Signalling Sequences examples for Wr Reference Point

A.1.1 Authentication and Session Key delivery

The purpose of this signalling sequence is to carry UE - 3GPP AAA Server authentication signalling over the Wr reference point. As a result of a successful authentication, session keying material for the authenticated session is delivered from the 3GPP AAA Server to the WLAN. 

This Wr signalling sequence is initiated by the WLAN when authentication of a UE is needed. This can take place when a new UE accesses WLAN, when a UE switches between WLAN APs or when a periodic re-authentication is performed.

The signalling sequence shown is based on Diameter. For signalling to WLANs using RADIUS the conversion defined in Diameter specification shall be used. 
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1. 
The WLAN initiates authentication procedure towards 3GPP network by sending Diameter_EAP_Request message to 3GPP AAA Server. This Diameter message carries encapsulated EAP Response/Identity message to 3GPP AAA Server. Message also carries a Session-ID used to identify the session within the WLAN.

2.
3GPP AAA Server performs the authentication procedure based on information retrieved from HSS/HLR. 3GPP AAA Server sends message Diameter_EAP_Answer to WLAN. This message carries encapsulated EAP Request message.  The content of the EAP Request message is dependent on the EAP type being used.  WLAN conveys the EAP Request message to the UE.

3.
UE responds to WLAN by a EAP Response message. WLAN encapsulates it into Diameter_EAP_Request message and sends it to 3GPP AAA Server. The contents of the EAP Response message is dependent on the EAP type being used.

The number of roundtrip Diameter signalling exchanges similar to the signal pair 2 and 3 is dependent e.g. on the EAP type being used.

2N. 
When 3GPP AAA server has successfully authenticated the 3GPP subscriber, the 3GPP AAA Server sends final Diameter_EAP_Answer message carrying encapsulated EAP Success message to WLAN. WLAN forwards the EAP Success message to the UE. 

This Diameter_EAP_Answer message also carries the keying material from 3GPP AAA Server to WLAN to be used for the authenticated session by WLAN.

A.3 Signalling Sequences examples for Ws Reference Point

A.3.1
Immediate purging of a user from the WLAN access

The purpose of this signalling sequence is to indicate to the WLAN that a specific UE shall be disconnected from accessing the WLAN interworking service.

This signalling sequence is initiated by the 3GPP AAA Server when a UE needs to be disconnected from accessing WLAN interworking service. For example, a UE used by a 3GPP subscriber may need to be disconnected when the 3GPP subscriber's subscription is canceled or when the 3GPP subscribers online charging account expires. 
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The signalling sequence shown is based on Diameter. For signalling to WLANs using RADIUS the conversion defined in Diameter specification shall be used. 


1.
When 3GPP AAA Server needs to disconnect (e.g. after receiving an external trigger) a 3GPP subscriber from the WLAN access service, the 3GPP AAA Server sends a Diameter_Abort_Session_Request to WLAN  . This message contains the Session ID by which the session is identified within WLAN.


2. 
WLAN responds by Diameter_Abort_Session_Answer as defined in Diameter. 

4. Proposal

It is proposed that editions to be made to TS 23.234 as follows:

· The contents of section 2.1 of this contribution is added as a new subsection to section 6.3 Reference Points

· The revisions shown in section 2.4 of this contribution is reflected to section 6.3.1 Wr.

· Figures 6.1 and 6.3 shown in section 2 of this contribution to replace corresponding figures in section 6.1.

· The modifications shown in section 3 of this contribution to replace existing subsections within section 7 Procedures and Annex A.  This also includes the creation of a new section within Annex A, titled “Signalling Sequences examples for Ws Reference Point” and moving existing subsection “A.1.2 Immediate purging of a user from WLAN access” inside it.
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