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1. Introduction

Presently in the TS 23.234, authorisation for a user to use the interworked WLAN-3GPP system is implicitly combined with authentication procedures.  It is important to keep these two functions separate as they both have different ways to achieve different objectives.

Access control in any scenario means more than just authentication, there is also a need for authorisation and policy control particularly at the mentioned level of interworking.  Hence requirements for these should be incorporated into the section of access control requirements.

It is the intention of this contribution to propose changes to section “5.1 Access Control Requirements” in line with these views.  

2. Requirements

2.1 Authorisation

Authorisation and Authentication

There is currently a requirement that says that the authentication solution should also allow for authorisation.  It would be problematic to have authorisation rely on authentication solutions, as they serve different purposes. Such constraint would limit not only the potential authorisation functionalities, but authentication implementation as well

Authorisation should be done as a separate procedure to authentication.  This will enable authorisation to not be tied with a certain authentication mechanism and vice versa, e.g. when EAP-SIM is changed to EAP-AKA, authorisation would not need a redesign.  Why place this constraint at such an early stage?  This also solves the issue of having to effect a re-authentication everytime the status of a subscription changes.  Having a separate authorisation procedure does not restrict the current framework for further development as the level of interworking progresses.

Furthermore, authorisation is a procedure that does not precede authentication in 3GPP context, hence there should be a requirement stating this.
· Authorization shall occur upon the success of the authentication procedure

Informing the user and WLAN

3GPP network subscribers may or may not be authorised to use the interworked WLAN. Furthermore for those that are, there could be differing tiers of subscription.  It would be useful for the 3GPP network operator to have the capability to indicate to its subscribers whether they are authorised to use certain services or any conditions associated with their service subscription (e.g. time limit, access limit).

· It shall be possible to indicate to the user of the results of authorization requests.

· It shall be possible to indicate to the user any conditions for use of an authorised service.

It should be mandatory of the 3GPP network to inform the WLAN of the results of authorisation requests, to allow the interworked WLAN to control user access to services.

· Results of authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action.

Should there be any change in the provision of services, temporary or permanent, it is imperative that the WLAN and the user be notified of the change immediately.  For example if a service is disabled for a user, the WLAN should be informed as soon as possible to block access to this service.

· The authorization mechanism shall be able to inform the user and WLAN immediately of any change in service provision.

2.2 Policy

Authorisation is the granting of access to services; policy control is the method of providing access to such granted services.  When there is user or service or QoS differentiation, policy control should be identified, as it is an essential service that follows from authorisation.

· Policy control applies to the services authorized for the user, and thus should happen after or along with the successful authorization of such services.

The 3GPP network has to pass policy decisions/enforcement messages, as necessary, to the interworked WLAN as means of controlling the service to the authorised user.  These messages could be access rules, resource specifications and other session control related information.

· It shall be possible to apply policy control to the interworked WLAN for the provision of services, according to a 3GPP user subscription.

3. Proposed text

The text to be inserted into Section 5 “High level requirements” of TS 23.234 follows.

5.1
Access Control Requirements

· Legacy WLAN terminals should be supported.

· Minimal impact on the user equipment, i.e. client software.

· Minimal impact on existing WLAN networks.

· The need for operators to administer and maintain end user SW should be minimized

· Existing UICC cards should be supported. The solution as such should not require any new changes to the UICC cards.

· Changes in the HSS/HLR/AuC should be minimized.

· The security data, i.e. long-term keys, which are stored on the UICCcard must not be sent from the card itself. Instead the interface to the UICC card should be of type challenge-response, i.e. a challenge is sent to the UICC card and a response is received in return.

· The user should have same security level for WLAN access as for 3GPP access.

· Mutual Authentication should be supported

· 
· Methods for key distribution to the WLAN access NW shall be supported

· Selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as 3GPP System authentication procedure

· Subsequent WLAN re-authentication shall not compromise the requirement for 3GPP System equivalent security

· Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying material.

· Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle attacks. In other words, a man in the middle shall not be able to learn the session key material.

· The WLAN technology specific connection between the WLAN UE and WLAN AN shall be able to utilise the generated keying material for protecting the integrity of an authenticated connection

· It shall be possible to store all long-term security credentials used for subscriber and network authentication in a tamper proof memory such as the UICC card.
· Authorization shall occur upon the success of the authentication procedure

· It shall be possible to indicate to the user of the results of authorization requests.
· It shall be possible to indicate to the user any conditions for use of an authorised service.
· Results of authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action. 
· The authorization mechanism shall be able to inform the user and WLAN immediately of any change in service provision.

· Policy control applies to the services authorized for the user, and thus should happen after or along with the successful authorization of such services.

· Policy control should provide the conditions or criteria for the WLAN to provision the authorized service to the user.
