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1. Introduction

The TS 22.146 states that only those users who are authorized to receive a specific multicast service may do so. The TS also states that on the receipt of a request to join a specific multicast service, the PMLN shall check if the user is authorized for the service.

It is still open where the user authorization is performed and whether a service specific authorization is needed or is a more general authorization enough. The possible network elements where the authorization can be done include BM-SC, SGSN and GGSN. In this paper we propose two mechanisms for authorization; one for a generic MBMS bearer service authorization and one for a service specific user authorization.
.

2. MBMS bearer service authorization

One of the basic SGSN functions is authentication and authorization. The SGSN retrieves the user information from HLR. The HLR database is quite static and includes information about user’s basic services, e.g. bearer services. As MBMS is a new bearer service it would be logical also to have this information in HLR. When the UE tries to join a MBMS multicast service, the SGSN would check if the user is authorized to receive data via MBMS bearers.

3. Service specific user authorization

The TR 23.917 (Dynamic Policy control enhancements for end-to-end QoS) proposes to separate application controlling servers from PCF. Application server or Application Function controls applications, which require the use of IP bearer resources. The Nokia contribution S2-S2-022862 describes how it is beneficial to have all service specific QoS and other parameters in PCF and Application Functions also for the MBMS bearer service.

The Nokia contribution S2-022930 "PCF evolution" further proposes the PCF to have information about the user service subscription. Having the user service subscription information will give the enhanced PCF the possibility to decide if the UE is authorized to receive a specific service and with what maximum QoS profile.   For MBMS, the PCF would be a logical place for service specific information for the users. Figure 1 shows the signaling where the UE joins a MBMS service with service specific user authorization. Since there is not consensus about the multicast service activation signaling, the signaling flow from TR 23.846, section 7.2.1 is taken as a base for the authorization procedures. Other signaling flows might also apply. The authorization parts are marked with bold.
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Figure 1 The activation of an MBMS multicast service with user authorization

1) UE sends an Activate MBMS Context Request message to SGSN to register UE to a specific multicast service.

2) Security Function may be performed, e.g. to authenticate the UE.

3) SGSN checks if the user is authorized to receive data via MBMS bearers based on the subscription data retrieved from the HLR.

4) SGSN sends Join Request to GGSN to authorize the user for the specific service. 

5) GGSN uses Go interface to check from the PCF the UE authorization for the specific multicast service. The IMSI identifies the user and the IP multicast address identifies the multicast service. The PCF takes decision if the UE is authorized to have the MBMS session based on the user service subscription information for UEs.

6) If this is the first UE activating the specific service, the GGSN requests PCF also to give service attributes (QoS, multicast service area, etc.). This procedure is explained in more detail in Nokia contribution S2-022862. GGSN also joins the IP multicast for the requested multicast IP address on the backbone to connect with the MBMS data source (BM-SC) (not shown in the picture).

7) GGSN confirms the user authorization and sends Join Response message back to SGSN.

8) If this was the first UE to activate the specific service, GGSN creates the MBMS context(s) according to the information it requested from the PCF.

9) SGSN sends an Activate MBMS Context Accept to the UE.

4. Proposal

It is proposed to add both MBMS bearer service authorization and service specific user authorization procedures presented in this paper to the TS.
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