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1
Introduction

After the Toronto meeting (SA2#26), an e-mail discussion was kicked-off in the SA2 reflector about allocation and management of the WLAN user temporary identity. Basically the discussion focused on deciding whether temporary identity management should be performed in the HSS or the AAA Server. 

The purpose of this document is to review the input requirements –either contained in 3GPP documents or raised in the e-mail discussion–, analyse how different architectural options meet those requirements, and recommend the option that fulfils them to the largest extent.

Based on the chosen alternative, it is proposed that allocation of temporary identities is performed in the AAA server, and this is properly reflected in the SA2 Technical Specification. Additionally, a number of security issues are proposed to be dealt with at SA3.

2
Selection criteria

2.1
Should the AAA Server be kept stateless?

It has been argued that a stateful AAA server would inhibit load balancing schemes. Load balancing servers with common data storage (in the form of redundant mirroring disk clusters) are standard configurations commercially available. In these configurations all the load sharing servers can access the same data using NFS or LDAP or some similar protocol. In such a setup it is questionable why keeping state, during or between sessions, would be a problem.

Another possibly relevant issue raised in the e-mail discussion is about AAA server mobility, although this term could mean different things. It could be interpreted as the case when there are several AAA servers in the same realm, and the operator moves the subscribers between the servers for administrative reasons, just like an operator may do when there are multiple HSSs. If this is the case, then there could be a function that directs the AAA requests to the correct server, just like the Subscription Locator Function (SLF) does in the IMS Subsystem in case of multiple HSSs. The SLF is a Diameter re-direct agent that could be used to re-direct the AAA requests to the correct AAA server too. If the IMSI is replaced by a pseudonym in the NAI, the re-direct agent needs to get the necessary information in the pseudonym instead.

That is, a part of the pseudonym has to be used to indicate the correct AAA server. This is of course the same as partitioning the pseudonym space, as it's been suggested. It is also the same principle as separating the two parts of the pseudonym with a dot, which does not make any difference - this is still a partitioning of the pseudonym space.

It could be assumed that administrative movements of subscribers between the AAA servers would be very rare, so if the user was forced to send the IMSI in the clear at these rare occasions, it should not be a concern. In any case, when a subscriber is moved from one AAA server to another, the current pseudonym could be moved too. And then the move would have no consequences at all for the pseudonym scheme, provided that the re-direct agent is updated.

2.2 Should impacts in HSS be avoided?

The existing definition of the HSS in TS 23.002 – "the HSS is the master database for a given user. It is the entity containing the subscription-related information to support the network entities actually handling calls/sessions" –  seems to exclude management of temporary identities.

Actually, in GSM/GPRS management of temporary user identities is not a function of the HLR. The responsibility for creating temporary identities and keep track of them is the responsibility of the VLR and SGSN. That includes different failure cases e.g. that the user could send either the new temp id or an old one, several temp ids generated within a time window could be valid, etc.

Current SA2's working assumption in TS 23.xxx is that "Changes in the HSS/HLR/AuC should be minimized". It is difficult to say at this early stage whether changes in the HSS will be required in the Rel-6 timeframe, for instance those potentially derived of WLAN-specific user profile data. However, in order to comply with this requirement, we understand that 

· changes in HSS should be avoided when there are alternative mechanisms that provide the same or similar functionality seamlessly

· potential impacts on HSS/HLR/AuC coming from independent features should be handled separately, i.e. do not justify changes because "the HSS will need to be updated anyway".

Keeping modifications to the installed base to the minimum will allow for quick and cheaper deployment of the 3G-WLAN system.

2.3
How often could the IMSI be sent in clear?

Today there is no specific requirement on location privacy or user anonymity for the 3GPP user accessing through a WLAN network. The following (not agreed yet) Access Control Requirements from TS 23.xxx

· The user should have the same security level for WLAN access as for 3GPP access

· Selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as 3GPP System authentication procedure

· Subsequent WLAN re-authentication shall not compromise the requirement for 3GPP System equivalent security

can be interpreted as if user identity management in the WLAN access should be similar to that of 3GPP, i.e. permanent identities should be sent in clear through the radio interface as few times as possible, and the network allocates and manages a temporary user identity for subsequent signalling after the first registration.

The most important aspect of temporary ids is that the network should remember the last pseudonym; so, that a permanent/traceable identifier would never (ideally, in practice very rarely) need to be used.  A solution where the HSS manages pseudonyms makes this easy, but it may be possible to solve by other means (i.e. AAA server approach).  In any case, it is not acceptable to have to use a  "default" or "permanent" identifier (whatever that may be) in every new session.

The problem seems to be that pseudonyms are semi-static; that is, they are updated/created dynamically, but need to be remembered between sessions (and synchronized between the mobile and the network).

Were they purely dynamic, per-session ids, the AAA server approach would be natural; were they permanent user data, the HLR should definitely be the place to store them.

2.4
Should the pseudonym be renewed based on other events than re-authentications e.g. time-based?

It was raised during the e-mail discussion that the frequency for renewing temp ids should be configurable and not linked to re-authentications (i.e. other than 1:1 or 1:n relation between AVs and temp ids), for instance, if some call control messages include this temp id

In this case, if the HSS performs the management of temporary ids, it should be aware of all the events that trigger the change of temporary id. This may introduce an undesirable amount of extra signalling, and make the HSS be involved in procedures that fall outside its usual functionality. 

However, there are no requirements identified in this area. A solution that allows for renewal of temporary ids not linked to re-authentications would be a "nice-to-have" feature, but we don't see it should be regarded as a prerequisite or impose any limitation.

3
Alternatives

Given the input criteria described in the previous section, the following alternative scenarios are identified:

1. Generate pseudonyms in HLR, no state required between sessions in AAA

2. Generate pseudonyms in HLR, keep state between sessions in AAA

3. Generate pseudonyms in AAA, no state required between sessions in AAA

4. Generate pseudonyms in AAA, keep state between sessions in AAA

Alternative 2 will not be analysed for obvious reasons. 

3.1
Generate pseudonyms in HSS, no state required between sessions in AAA

The following assumptions apply to the two scenarios depicted in the next sections:

1. Static ids and pseudonyms are distinguishable

2. HLR generates pseudonyms:

· When requested from the AAA Server (MAP-based solution only)

· After a number of AVs are generated

· When TTL expires

The new pseudonym is delivered to the AAA server together with the next set of fresh authentication vectors, and updated as part of the re-authentication process. 

3.1.1
MAP-based solution

3.1.1.1
First registration, no support to user identity privacy
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3.1.1.2
First registration, user identity privacy supported/allowed

[image: image2.wmf]AAA

server

HSS

Access

-

Request

(IMSI)

Send_Auth_Info Req

(IMSI, get_pseudonym)

Pseudonym generated 

Refresh policy starts 

(TTL, AV count...)

Send_Auth_Info Resp

(AVs, pseudonym)

AAA

server

HSS

Access

-

Request

(IMSI)

Send_Auth_Info Req

(IMSI, get_pseudonym)

Pseudonym generated 

Refresh policy starts 

(TTL, AV count...)

Send_Auth_Info Resp

(AVs, pseudonym)


3.1.1.3
Reauthentication within ongoing session, AAA runs out of fresh AVs
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3.1.1.4
Registration in new AAA, pseudonym already allocated
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3.1.1.5
Pseudonym must be renewed (TTL expires, max number of AVs per pseudonym exceeded, etc.)
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3.1.1.6
Error case: Pseudonym unknown or expired 
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3.1.2
Diameter based solution

3.1.2.1
First registration, no support to user identity privacy
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3.1.2.2
First registration, user identity privacy supported/allowed
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3.1.2.3
Reauthentication within ongoing session, AAA runs out of fresh Avs; or Registration in new AAA, pseudonym already allocated
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3.1.2.4
Pseudonym must be renewed (TTL expires, max number of AVs per pseudonym exceeded, etc.)
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3.1.2.6
Error case: Pseudonym unknown or expired 
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3.1.3
Required functional modifications

If the existing MAP operations or Cx Diameter commands were reused as described in the preceding flows, the following changes should be implemented:

MAP-based solution

· New parameter “Get_pseudonym” in Send_Authentication_Info Request

· New parameter in Send_Authentication_Info Response to carry the pseudonym

· New MAP operation to request pseudonym-to-IMSI translation from HLR

· New logic in the HSS to enforce the change of pseudonym based on e.g. time, number of AVs generated, other operator policies...

Diameter-based solution

· New parameter in Cx Authentication_Data_Request to carry the pseudonym

· New logic in the HSS to enforce the change of pseudonym based on e.g. time, number of AVs generated, other operator policies...

3.2
Generate pseudonyms in AAA, no state required between sessions in AAA

There are several options to manage pseudonyms in a stateless AAA Server without requiring to send the IMSI in clear at every new session:

· Standardize an inter-AAA Server interface to transfer pseudonyms and possibly other data, e.g. unused AVs, user profile data…

· Assume a load-balancing configuration where a pool of AAA servers access data in a common repository through a proprietary interface e.g. based on LDAP or NFS. This alternative requires no standardization.

· Include the IMSI encrypted in the pseudonym

The latter can be achieved by means of a mechanism similar to what 's described in [EAP-SRP]. The advantage is that pseudonyms need not be stored in the network and still they are meaningful between sessions. The encryption key may be generated using some time-dependent mechanism to provide additional security, and the pseudonym includes information to let the AAA Server derive the key and check freshness.

3.3
Generate pseudonyms in AAA, keep state between sessions in AAA

In this scenario, the AAA Server generates the pseudonym and decides when it should be updated. The pseudonym is kept between sessions and it can be renewed depending on configurable policies, e.g. time-based or triggered by other events than re-authentications.

The AAA server retrieves authentication vectors from the HSS when needed, using unmodified MAP or Diameter messages, which allows for fast deployment over installed GSM/UMTS networks.

User needs to be allocated to AAA servers in a static manner. Routing can be resolved by 

· Using a re-director function (SLF-like)

· Partitioning the realm space or similar

4
Conclusion

From a pure technical perspective, there seems to be no major advantages or problems that cannot be solved, using any of the alternatives described.

Therefore preference for a particular solution is more of a matter of what priority is assigned to the different selection criteria, attending to business considerations (e.g. cost of the implementation and time-to-market).

Option 3 –pseudonym generated in a stateless AAA server– with a mechanism to include the IMSI encrypted within the pseudonym, seems to satisfy the requirements and concerns expressed by most companies in the SA2 reflector.

If this solution is not accepted, Ericsson's view is that avoiding impacts in the HSS should be regarded as a higher priority, to ensure fast and costless deployment of the 3G-WLAN system, over other more academical considerations.

Additionally, a number of unresolved issues have been identified: 

· how often (if ever) is it acceptable to send the IMSI in clear

· how to keep the AAA server stateless by e.g. including the IMSI encrypted within the pseudonym

· is it acceptable security-wise that the network can request the IMSI from the UE at any time (if not, how can re-synchronisations be implemented in a secure manner)

It is Ericsson's opinion that these questions should be addressed in SA3.

5
Proposal

It is proposed that 

· SA2 adopts the principle that temporary user identity allocation for 3G-WLAN is performed in the AAA Server, and the changes below are introduced in TS 23.934 v? (2002-08)

· A Liasion Statement is sent to SA3, to inform that a number of security issues around temporary identity management for the 3G-WLAN Interworking system have been identified

*** Proposed modification ***

A.2 Signalling Sequences examples for Wx Reference Point

A.2.1 Authentication Information Retrieval

This signalling sequence is initiated by a 3GPP AAA Server when a new set of authentication information for a given subscriber is to be retrieved from an HSS/HLR. 
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1. 3GPP AAA server detects that it requires new authentication vectors for a given 3GPP subscriber. This can happen for example, when a new 3GPP subscriber  has accessed 3GPP AAA Server for authentication or when a new set of authentication information is required for one of the 3GPP subscribers already registered in the 3GPP AAA server.  

3GPP AAA server sends "AUTH INFO REQUEST" message to the HSS/HLR requesting a set of authentication vectors. In the message the subscriber is identified by a unique identifier which is used as the username part of the NAI identity. 

In case of USIM authentication (EAP/AKA) the utilised unique identifier shall be the pseudonym (associated with the IMSI) allocated in a previous authentication or, in case of the very first authentication, the IMSI.   


2. HSS/HLR replies by a "AUTH INFO REPLY" message containing the requested authentication vectors.





In case of UMTS AKA authentication, each authentication vector consists of RAND, XRES, AUTN, CK, and IK.

3GPP AAA Server stores the authentication vectors to be used in future authentication procedures for the subscriber.

A.2.2 Subscriber Profile Retrieval

This signalling sequence is initiated by a 3GPP AAA Server when a new subscriber has accessed the 3GPP AAA server and the subscription profile information of that subscriber is not available in the 3GPP AAA server. This signalling sequence can also be used if for some reason the subscription profile of a subscriber is lost.  Subscription profile contains e.g. authorisation information.
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1. 3GPP AAA server detects that it requires the subscription profile for a given 3GPP subcriber. For example. this can happen when a new subscriber has accessed the 3GPP AAA Server for authentication. 

3GPP AAA server sends "SUBSCRIBER PROFILE REQUEST" message to the HSS/HLR requesting the subscriber's profile to be downloaded to the 3GPP AAA server. In the message the subscriber is identified by a unique identifier which is used as the username part of the NAI identity. 

In case of USIM authentication (EAP/AKA) the utilised unique identifier shall be  the pseudonym (associated with the IMSI)  allocated in the previous authentication or, in case of the very first authentication, the IMSI. 


2.
At reception of "SUBSCRIBER PROFILE REQUEST" message, the HSS/HLR  initiates a Subscriber Profile Update procedure towards the 3GPP AAA Server. The Subscriber Profile Update procedure is explained in the following subchapter.

*** Next modification ***

A.3  Example of Authentication procedures

A.3.1    EAP/AKA Procedure

[…]

Note 1: The 3GPP AAA Server that is referred to in this diagram is the one that actually realises the authentication. If AAA Proxies are used between the WLAN Access Network and the AAA Server, they are not referred to in this diagram.


A.3.2
EAP SIM procedure

[…]

Note 1: The 3GPP AAA Server that is referred to in this diagram is the one that actually realises the authentication. If AAA Proxies are used between the WLAN Access Network and the AAA Server, they are not referred to in this diagram.


Note 3 : the derivation of the value of N is for further study
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