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1 Introduction and background
The requirement on reuse of existing UICCs seems to be ambiguous and not really capture the views that have been expressed. As the requirement is written it could be interpreted as a requirement that the user shall be able to reuse his physical card with e.g. a new WLAN application.

We believe that what the operators wants to make possible is that the end users shall be able to subscribe to; and start using 3GPP WLAN with their existing unchanged SIM/USIM cards. This would however not rule out the possibility for some enhancements of the R6 version of the USIM. In particular we foresee that for pre-R6 SIM/USIM the temporary id will be stored in the WLAN UE (outside the SIM/USIM) while in for R6 and later the temporary ID can be stored in the USIM.  
2 Proposal

It’s proposed that chapter 5.1 and 5.3 of TS 23.xxx v 0.1.0 WLAN Subsystem; System Description is updated as follows:

5.1
Access Control Requirements

· Legacy WLAN terminals should be supported.

· Minimal impact on the user equipment, i.e. client software.

· Minimal impact on existing WLAN networks.

· The need for operators to administer and maintain end user SW should be minimized

· Existing SIM and USIM shall be supported. 
· R6 USIM may be include new functionality if deemed necessary e.g. in order to improve privacy.
· Changes in the HSS/HLR/AuC should be minimized.

· The security data, i.e. long-term keys, which are stored on the UICCcard must not be sent from the card itself. Instead the interface to the UICC card should be of type challenge-response, i.e. a challenge is sent to the UICC card and a response is received in return.

· The user should have same security level for WLAN access as for 3GPP access.

· Mutual Authentication should be supported

· The selected Authentication solution should also allow for Authorisation

· Methods for key distribution to the WLAN access NW shall be supported

· Selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as 3GPP System authentication procedure

· Subsequent WLAN re-authentication shall not compromise the requirement for 3GPP System equivalent security

· Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying material.

· Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle attacks. In other words, a man in the middle shall not be able to learn the session key material.

· The WLAN technology specific connection between the WLAN UE and WLAN AN shall be able to utilise the generated keying material for protecting the integrity of an authenticated connection

· It shall be possible to store all long-term security credentials used for subscriber and network authentication in a tamper proof memory such as the UICC card.
5.2 Access Control Principles

End to End Authentication :  WLAN Authentication signalling is executed between WLAN UE and 3GPP AAA Server. This authentication signalling shall be independent on the WLAN technology utilised within WLAN Access network.. WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in RFC 2284.
Transporting Authentication signalling over WLAN Radio Interface :  WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. These WLAN technology specific protocols shall be able to meet the security requirements set for WLAN Access control in 3GPP-WLAN interworking. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology. For IEEE 802.11 type of WLAN radio interfaces the WLAN radio interface shall conform to IEEE 802.11i standard.
Transporting Authentication signalling between WLAN and 3GPP network : WLAN Authentication signalling shall be transported  between WLAN and 3GPP network by standard mechanisms, which are independent on the specific WLAN technology utilised within the WLAN Access network.  The transport of Authentication signalling between WLAN and 3GPP network shall be based on standard Diameter or RADIUS protocols.

5.3 Authentication methods

Editor’s note: the purpose of this section is to list a certain number of proposals with regards to authentication methods and to provide the corresponding identified message flows. It is understood that this will need review of SA3.

5.3.1 General Requirements

Authentication shall rely on (U)SIM based authentication mechanisms.

5.3.2 USIM based Authentication

USIM based authentication is a proven solution that satisfies the authentication requirements from section 5.1. However, requiring USIM based authentication does not automatically mean that the USIM needs to be included in the WLAN card, for example the WLAN device can be linked with a UE supporting a USIM via, for example Bluetooth, Irda, USB or serial cable. An example of USIM-based authentication procedure, EAP/AKA, is found in Annex A. 

5.3.3 GSM SIM based authentication

GSM SIM based authentication is useful for GSM subscribers that do not have a UICC card with a USIM application. SIM based authentication, with enhancements for network authentication, satisfies the authentication requirements from section 5.1. 

However, requiring SIM based authentication does not automatically mean that the SIM needs to be included in the WLAN card, for example the WLAN device can be linked with a UE supporting a SIM via, for example Bluetooth, Irda, USB or serial cable. An example of SIM-based authentication procedure, EAP/SIM, is found in Annex A.

5.3.4 WLAN specific SIM and USIM functions
It shall be possible to use the existing unmodified USIM and SIM for WLAN EAP-AKA and SIM for EAP-SIM respectively. For these SIMs and pre-release 6 USIMs the temporary ID shall be stored in the WLAN UE (outside the SIM/USIM).
The R6 USIM shall be able to store the temporary ID in order to minimize the need to send the permanent IMSI based identifier.




































