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Introduction

TSG-CN and TSG-SA discussed the incoming liaison from IETF on "Interoperability Issues and SIP in IMS" at CN#17 and SA#17 meetings. Both TSG-CN and TSG-SA supported the interoperability goals stated in the IETF liaison statement, and they also agreed that the relevant working groups should review their requirements, architectural, and protocol assumptions to see what compliance improvements can be achieved. 

· Since then, CN1 has performed an analysis from SIP protocol point of view, the results of this analysis are presented in a liaison statement [S2-02xxxx]. Based on CN1's input, the following topics are identified as feasible to be addressed for Rel5 by SA2:

· Concerns on CSCFs manipulating SDP bodies

· Concerns on Network Topology Hiding

This contribution addresses the concerns raised on "CSCFs manipulating SDP", proposes resolutions, and shows the foreseen changes in 23.228. 

Considerations

Discussions of CSCFs manipulating SDP bodies in the context of end-to-end codec negotiation have a rather long history in SA2. The flows describing these procedures have initially been developed in an informative annex of TS 23.228. They have been moved to normative sections of the TS together with other flows describing the provisioning of enhanced multimedia services (now contained in clause 5.11) as part of the approval preparations of 23.228 during SA2#17 in Gothenburg. 

Since then, there have been many attempts to correct and revise these flows, but apart from some minor modifications the procedures have fundamentally remained unchanged. At the same time, the operator requirement of applying control over multimedia sessions in the IMS core network continues to remain valid. However, these requirements have never been formulated in any TS, but have rather materialised in the form of detailed stage-2/stage-3 solutions. 

Conclusively, the proposed way forward is to carefully formulate the architectural requirements, and develop IETF-compliant solutions to fulfil them. 

1. Analysing and formulating the requirements

The media negotiation flows in clause 5.11.3 of TS 23.228 describe the capability of both the P-CSCF and the S-CSCF examining the media parameters in the SDP, and removing any choices that the network operator decides based on local policy or subscription information. These particular capabilities point towards a certain stage-3 level solution with SIP/SDP, and this stage-3 solution has caused the SIP-compliancy concerns within IETF. 

Analysing the relevant requirements for the S-CSCF, the intention seems to be to restrict the initiation of sessions that contain media components disallowed by the subscriber profile. Based on the discussions at SA2#26, the correct level of media characteristics contained in the subscriber profile is the "media type". 

Consequently, as an architectural requirement it can be formulated that the S-CSCF should have the capabilities to restrict the initiation of sessions that contain media components of a media type that is disallowed by the subscriber profile.
Analysing the relevant requirements for the P-CSCF, the intention seems to be to restrict the initiation of sessions that contain media components disallowed by local policy of the P-CSCF operator. Based on earlier discussions the motivation for such policies is to ensure effective and correct usage of visited network bearer resources. Consequently, as an architectural requirement it can be formulated that the P-CSCF/PCF should have the capabilities to restrict the initiation of sessions containing media components that don't conform to the visited IMS network operator's bearer resource usage policies.
2. Identifying IETF-compliant solutions for the requirements above

As the SIP/SDP media negotiation is of user-to-user nature, it is vital to provide proper information to the user in case the network interferes with this negotiation in any way. SIP provides a wide range of error codes and capabilities to inform the user of error situations, these capabilities could be well used for the S-CSCF to provide feedback on disallowed media components:
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When the S-CSCF receives a session initiation that contains media components of a media type not allowed by the served user's profile, a 4xx error response can be sent back containing proper and detailed information on the reason for rejection.

Based on this information the originating terminal can re-issue an INVITE request (step 3) that would now contain only those media components that are allowed through the S-CSCF. This session initiation can then be successfully carried out according to regular offer-answer procedures.

The P-CSCF/PCF is responsible for carrying out bearer usage policy decisions for IMS sessions, these decisions are enforced by the GGSN based on the policy decisions communicated via the Go interface. By nature, this service-based policy control mechanism seems to be ideally suited to take care of enforcing the P-CSCF's media-related policies:
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However, the Go COPS PIB and more importantly the GTP-C signaling does not provide a feedback mechanism on a media component level. 

More specifically, a Go policy decision is communicated for the complete bundle of media component identifiers contained in the policy request (step 3). Currently the Go PIB does not provide means for a policy decision on certain sub-bundle of the media component identifiers contained in the Request. 

Additionally, there are no current means in GTP-C signaling to indicate resource reservation success/failure on a per media component basis in the PDP Context activation response.

As an alternative solution for the P-CSCF/PCF, the same kind of SIP level mechanism could be used as shown for the S-CSCF. The basis for triggering a 4xx response in the P-CSCF/PCF would be the local policy in the visited IMS operators network.

Conclusion and Proposal

From the above considerations it can be seen that there are possibilities with the current Rel5 architecture and procedures to achieve IETF-compliancy with respect to network control of media negotiations.

It is therefore proposed for SA2#27 to make a decision whether to adopt IETF-compliant Rel5 procedures for network control of media negotiations based on the mechanisms shown above. Furthermore, SA2#27 should conclude on the architectural solution to be used by the S-CSCF and the P-CSCF/PCF. 

To further facilitate the corresponding discussions and the decision, a preliminary estimate of a CR on TS 23.228 is shown below:
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************************************* First set of changes *******************************************

5.11.3 Procedures for codec and media characteristics flow negotiations

This section gives information flows for:

-
the procedures for determining the set of negotiated characteristics between the endpoints of a multi-media session, determining the initial media characteristics (including common codecs) to be used for the multi-media session, and

-
the procedures for modifying a session within the existing resources reservation or with a new resources reservation (adding/deleting a media flow, changing media characteristics including codecs, changing bandwidth requirements)  when the session is already established. 

5.11.3.1 Codec and media characteristics flow negotiation during initial session establishment
Initial session establishment in the IM CN subsystem must determine a negotiated set of media characteristics (including a common codec or set of common codecs for multi-media sessions) that will be used for the session. This is done through an end-to-end message exchange to determine the complete set of media characteristics, then the decision is made by the session initiator as to the initial set of media flows.

The session initiator includes an SDP in the SIP INVITE message that lists every media characteristics (including codecs) that the originator is willing to support for this session. When the message arrives at the destination endpoint, it responds with the media characteristics (e.g. common subset of codecs) that it is also willing to support for the session. Media authorisation is performed for these media characteristics. The session initiator, upon receiving the common subset, determines the media characteristics (including codecs) to be used initially.

The negotiation may take multiple media offered and answered between the end points until the media set is agreed upon.

Once the session is established, the procedures of section 5.11.3.2 may be used by either endpoint to change to a different media characteristic (e.g. codec) that was included in the initial session description, and for which no additional resources are required for media transport. The procedures of section 5.11.3.3 may be used by either endpoint to change the session, which requires resources beyond those allocated to the existing session.
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Figure 5.30: Codec negotiation during initial session establishment

The detailed procedure is as follows:

1. 
UE#1 inserts the codec(s) to a SDP payload. The inserted codec(s) shall reflect the UE#1's terminal capabilities and user preferences for the session capable of supporting for this session. It builds a SDP containing bandwidth requirements and characteristics of each, and assigns local port numbers for each possible media flow. Multiple media flows may be offered, and for each media flow (m= line in SDP), there may be multiple codec choices offered.

2. 
UE#1 sends the initial INVITE message to P-CSCF#1 containing this SDP

3. 
P-CSCF#1 examines the media parameters. If  P-CSCF#1 finds a media component that local policy does not allow to be used within an IMS session, it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating terminal and the end-user to properly re-attempt session initiation. In this case the P-CSCF allows the session initiation attempt to continue.
4. 
P-CSCF#1 forwards the INVITE message to S-CSCF#1

5. 
S-CSCF#1 examines the media parameters. If S-CSCF#1 finds a media component that the originating user is not allowed to use within an IMS sessions, it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating terminal and the end-user to properly re-attempt session initiation. In this case the S-CSCF allows the session initiation attempt to continue. As part of the S-CSCF session processing an ‘application server’ may be involved. When an ‘application server’ is involved the application server may examine the media parameters and revise the session description.

6. 
S-CSCF#1 forwards the INVITE, through the S-S Session Flow Procedures, to S-CSCF#2

7. 
S-CSCF#2 examines the media parameters. If S-CSCF#2 finds a media component that the terminating user is not allowed to use within an IMS sessions, it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating terminal and the end-user to properly re-attempt session initiation. In this case the S-CSCF allows the session initiation attempt to continue As part of the S-CSCF session processing an ‘application server’ may be involved. When an ‘application server’ is involved the application server may examine the media parameters and revise the session description.

8. 
S-CSCF#3 forwards the INVITE message to P-CSCF#2.

9. 
P-CSCF#2 examines the media parameters. If  P-CSCF#2 finds a media component that local policy does not allow to be used within an IMS session, it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating terminal and the end-user to properly re-attempt session initiation. In this case the P-CSCF allows the session initiation attempt to continue. The Authorization-Token is generated by the PCF.

10. 
The Authorization-Token is included in the INVITE message. P-CSCF#2 forwards the INVITE message to UE#2

11. 
UE#2 determines the complete set of codecs that it is capable of supporting for this session. It determines the intersection with those appearing in the SDP in the INVITE message. For each media flow that is not supported, UE#2 inserts a SDP entry for media (m= line) with port=0. For each media flow that is supported, UE#2 inserts a SDP entry with an assigned port and with the codecs in common with those in the SDP from UE#1.

12. 
UE#2 returns the SDP listing common media flows and codecs to P-CSCF#2

13. 
P-CSCF#2 authorises the QoS resources for the remaining media flows and codec choices.

14. 
P-CSCF#2 forwards the SDP response to S-CSCF#2.

15. 
S-CSCF#2 forwards the SDP response to S-CSCF#1

16. 
S-CSCF#1 forwards the SDP response to P-CSCF#1

17. 
P-CSCF#1 authorises the QoS resources for the remaining media flows and codec choices. The Authorization-Token is generated by the PCF.

18. 
The Authorization-Token is included in the SDP message. P-CSCF#1 forwards the SDP response to UE#1

19. 
UE#1 determines which media flows should be used for this session, and which codecs should be used for each of those media flows. If there was more than one media flow, or if there was more than one choice of codec for a media flow, then UE#1 need to renegotiate the codecs by sending another offer to reduce codec to one with the UE#2.

20-24.
UE#2 sends the “Offered SDP” message to UE#1, along the signalling path established by the INVITE request

The remainder of the multi-media session completes identically to a single media/single codec session, if the negotiation results in a single codec per media.

5.11.3.3 Codec or media characteristics flow change requiring new resources and/or authorisation
After the multi-media session is established, it is possible for either endpoint to change the set of media flows or media characteristics (e.g. codecs) for media flow(s). If the change requires different resources beyond those previously reserved, then it is necessary to perform the resource reservation and bearer establishment procedures. If the reservation request fails for whatever reason, the original multi-media session remains in progress.
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Figure 5.32: Codec or media flow change - new reservation

The detailed procedure is as follows:

1. 
UE#1 inserts  the revised set of codecs to a SDP payload. The inserted codec(s) shall reflect the UE#1's terminal capabilities and user preferences for the session. It builds a SDP containing bandwidth requirements and characteristics of each, and assigns local port numbers for each possible media flow. Multiple media flows may be offered, and for each media flow (m= line in SDP), there may be multiple codec choices offered.

2. 
UE#1 sends an INVITE message to P-CSCF#1 containing this SDP

3. 
P-CSCF#1 examines the media parameters If  P-CSCF#1 finds a media component that local policy does not allow to be used within an IMS session, it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating terminal and the end-user to properly re-attempt session initiation. In this case the P-CSCF allows the session initiation attempt to continue.
4. 
P-CSCF#1 forwards the INVITE message to S-CSCF#1

5. 
S-CSCF#1 examines the media parameters If S-CSCF#1 finds a media component that the originating user is not allowed to use within an IMS sessions, it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating terminal and the end-user to properly re-attempt session initiation. In this case the S-CSCF allows the session initiation attempt to continue As part of the S-CSCF session processing an ‘application server’ may be involved. When an ‘application server’ is involved the application server may examine the media parameters and revise the session description.

6. 
S-CSCF#1 forwards the INVITE, through the S-S Session Flow Procedures, to S-CSCF#2

7. 
S-CSCF#2 examines the media parameters. If S-CSCF#2 finds a media component that the terminating user is not allowed to use within an IMS sessions, it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating terminal and the end-user to properly re-attempt session initiation. In this case the S-CSCF allows the session initiation attempt to continue As part of the S-CSCF session processing an ‘application server’ may be involved. When an ‘application server’ is involved the application server may examine the media parameters and revise the session description.

8. 
S-CSCF#3 forwards the INVITE message to P-CSCF#2.

9. 
P-CSCF#2 examines the media flows. If  P-CSCF#2 finds a media component that local policy does not allow to be used within an IMS session, it rejects the session initiation attempt. This rejection shall contain sufficient information for the originating terminal and the end-user to properly re-attempt session initiation. In this case the P-CSCF allows the session initiation attempt to continue.
10. 
P-CSCF#2 forwards the INVITE message to UE#2

11. 
UE#2 determines the complete set of codecs that it is capable of supporting for this session. It determines the intersection with those appearing in the SDP in the INVITE message. For each media flow that is not supported, UE#2 inserts a SDP entry for media (m= line) with port=0. For each media flow that is supported, UE#2 inserts a SDP entry with an assigned port and with the codecs in common with those in the SDP from UE#1.

12. 
UE#2 returns the SDP listing common media flows and codecs to P-CSCF#2.  It may additionally provide more codecs than originally offered and then the offered set need to be renegotiated.

13. 
P-CSCF#2 increases the authorisation for the QoS resources, if needed, for the remaining media flows and codec choices.

14. 
P-CSCF#2 forwards the SDP response to S-CSCF#2.

15. 
S-CSCF#2 forwards the SDP response to S-CSCF#1

16. 
S-CSCF#1 forwards the SDP response to P-CSCF#1

17. 
P-CSCF#1 increases the authorisation for the QoS resources, if needed, for the remaining media flows and codec choices.

18. 
P-CSCF#1 forwards the SDP response to UE#1

19. 
UE#1 determines which media flows should be used for this session, and which codecs should be used for each of those media flows. If there was more than one media flow, or if there was more than one choice of codec for a media flow, then UE#1 must include an SDP in the response message by including SDP to UE#2.

20-24.
UE#1 sends the offered SDP message to UE#2, including the SDP from step #19 if needed.

25.
UE#1 and UE#2 reserve the resources needed for the added or changed media flows. If the reservation is successfully completed by UE#1, it stops transmitting any deleted media streams.

25a.  If UE#1 has sent an updated offer of SDP in steps 20-24, then UE#2 responds to the offer.

25b.  P-CSCF#1 authorises the offered SDP sent by UE#2,

26-30.
UE#1 sends the successful Resource Reservation Successful message with final SDP  to UE#2, via the signalling path through the CSCFs.

31.
UE#2 stops sending the media streams to be deleted, and initialises its media receivers for the new codec.

32-36.
UE#2 sends the 200-OK final response to UE#1, along the signalling path

37.
UE#1 starts sending media using the new codecs. UE#1 also releases any excess resources no longer needed.

38-40.
UE#1 sends the SIP final acknowledgement, ACK, to UE#2 along the signalling path

43.
UE#2 starts sending media using the new codecs. UE#2 also releases any excess resources no longer needed
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