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1. Introduction

The purpose of this contribution is to propose the first version of the Reference Architecture for the 3GPP Generic User Profile. 

2. Discussion

The reference architecture described in the following is intended as a basis. It neither implies a special physical representation nor tries to cover all questions arising. It is a concept, not an implementation model.

We extend the idea of the GUP Server as ‘single point of access’ by seeing it as the logical frame of GUP functionality in the Home Environment (HE). The following figure presents an overview:
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· CLB
Component Location Broker
knows the location of the various components of the Profile.

· GAP
GUP Access Point
provides a single point of access for reading and managing generic user profile data. It utilizes CLB and PAAC for locating the components and enforcing security.
   

· GRM
GUP Replica Management
Controls and manages synchronisation of components on demand.


· GUP Data Repository
The GUP Data Repository contains the actual GUP data; it may be distributed over different entities. The architecture described allows GUP data to be distributed, but doesn’t imply distribution.

· PAAC
Profile Authorisation and Authentication Control
For security enforcement

· PAC
Profile Access Cache
manages the access to UE.

· PAP
Profile Access Point
Protocol adaptation.

GAP
GUP Access Point

The GAP provides a single point of access to the Generic User Profile data of a particular user. 

The GAP is the interface part of the GUP Server. From outside the network, access is expected to be via OSA.
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GAP Functions:
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Mapping of protocols and interfaces

[image: image4.png]



Read and write GUP data Components


CLB is used for locating the components.
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Add and remove a ‘user’ (profile)
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Access control and security enforcement
PAAC is responsible for handling security (Authorisation and authentication).
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Update notification to GUP Replica Management (GRM)
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Request for copy


GUP Replica Management handles the synchronisation requests.
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…

PAP
Profile Access Point


Profile Access Point (PAP) is the harmonized access interface to GUP data.

This application layer interface is independent of the profile structure.

The primary aim of PAP is the protocol adaptation. PAP hides specific implementation of the data repositories. Logically PAP lays in the responsibility of the application offering the data. Nevertheless we do not imply a physical location for it. Especially for already existing applications, PAP may be implemented independent of it.

PAC
Profile Access Cache

Profile Access Cache (PAC) cares for GUP components in the UE. PAC has two primary aims.


First, to enable access to GUP data of the UE from the network side. The PAC may cache these data for a certain amount of time (tbd).

GUP data of the UE may be useful for services and applications in order to be able to customise according to the current terminal capabilities and to user preferences, which are kept in the UE.  (Note, that for UEs that are not able to offer such information dynamically (e.g. legacy terminals), the PAC could in some cases offer equivalent information in the HE that may do instead.)

Secondly, the PAC may act as an interface of the UE to a network-based backup of GUP-data, which may be used to recover or reconfigure the UE in case of loss or damage. 

Additionally to this two basic functions PAC may offer other more sophisticated functions related to the UE. Such functions are out of scope of the reference architecture.
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PAC:
Profile Access Cache (for GUP enabled UE)
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Used to access GUP data of UE

[image: image12.png]



Caches for a certain amount of time data that are provided by the UE.
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No copies from PAC are allowed!
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Allows reading data back into the UE from a network-based backup of GUP-data

CLB
Component Location Broker

The CLB is the brain of ‘single point access’. All GUP Components are ‘registered’ here with their PAP. 

GRM
GUP Replica Management

The GRM controls and manages copies and their synchronisation. When a synchronized copy of a GUP component is requested, GRM remembers which component was requested and the location of the copy. Any modification of such a component will then lead to the copies being synchronised.

PAAC
Profile Authorisation and Authentication Control

The PAAC is responsible for Authorisation and Authentication. Secure Access to GUP components is controlled here. It offers centralized management of access rights.

GUP Data Repository

The GUP Data Repository contains the actual GUP data.

It may be distributed over different entities. The architecture described allows GUP data to be distributed, but doesn’t imply distribution.

There are several possible views of a ‘GUP Data Repository:

a) A centralised GUP Data Repository that contains all GUP (master) data.
Practically data are already distributed, so this variant is a more theoretical only, mentioned for completeness sake.

b) A centralised GUP Data Repository that contains, at least mainly, links/references to the actual data. The actual data may, but need not be accessed by means of GUP.


c) GUP Data is distributed over the applications/services that offer them. There is no central GUP Data Repository.


d) As shown in the figure above, a mix is possible.

Access to GUP data

Besides the static view on the reference architecture, some dynamic aspects should be discussed:

With GAP the GUP Profile Server offers a single access point to GUP data.

This allows 3 ways to access GUP Data:

a) Access is exclusively possible via GAP.


b) Access is possible via GAP, but also directly via PAP.


c) As a variant to b) direct access via PAP needs security clearance from GAP/PAAC. 
This avoids a distributed PAAC as necessary for variant b)


Important remark: none of the above restricts access via already existing interfaces!

Variant a) is the most compact solution, but real-time requirements may ask for b) or c).

3. Proposal

We propose to agree the following general solution as a basis for GUP Reference Architecture, and to include the following contents to 3GPP Generic User Profile - Architecture Stage 2 TS 23.240 

· Security

· Charging

4.1 GUP Functionalities

Editor’s Note: 

[This clause is to highlight the initial functionalities to be included in the specification. This also provides a logical architecture of GUP whereby physical architectures are expected for further study.]

4.1.1 Harmonised access interface

The GUP harmonized access interface is the interface which can be used by the GUP suppliers and GUP consumers to access, manage and transfer the profile data. This application layer interface is independent of the profile structure. 

4.1.2 Single Point of Access

There exists for each Profile a single point of access, which knows the location of the various components of the Profile. 

4.1.3 Authentication of profile access
4.1.4 Authorisation of profile access

4.1.5 Privacy Control 

4.1.6 Synchronisation of data storage

4.1.7 Access of profile from visited network

4.1.8 Location of Profile Components
4.2 GUP Functional Entities

4.2.1 GUP Server

The GUP  Server is a logical entity providing a single point of access to the Generic User Profile data of a particular subscriber. The Reference Architecture does not specify or limit the physical location of the GUP  Server enabling flexibility in the implementations.

The GUP  Server includes the following functionalities:
· CLB
Component Location Broker
knows the location of the various components of the Profile.

· GAP
GUP Access Point
provides a single point of access for reading and managing generic user profile data. It utilizes CLB and PAAC for locating the components and enforcing security.
   

· GRM
GUP Replica Management
Controls and manages copies and their synchronisation.


· GUP Data Repository
contains the actual GUP data; it may be distributed over different entities. The architecture described allows GUP data to be distributed, but doesn’t imply distribution.

· PAAC
Profile Authorisation and Authentication Control
enforce applications to authenticate and authorise them to access GUP data.
· PAC
Profile Access Cache
manages the access to GUP components in the UE.

· PAP
Profile Access Point
offeres a harmonised access to various GUP data repositories.

· 
The following figure gives an overview of GUP reference architecture:
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The logical functions in detail:

GAP
GUP Access Point

The GAP provides a single point of access to the Generic User Profile. 

The GAP is the interface part of the GUP Server. 3rd party access is expected to be via OSA.

GAP Functions:
· Mapping of protocols and interfaces

· Read and write GUP data Components (CLB is used for locating the components).

· Add and remove a ‘user’ (profile)

· Access control and security enforcement (PAAC is responsible for handling security, Authorisation and authentication).

· Update notification to GUP Replica Management (GRM)
· Request for copy, (GUP Replica Management handles the synchronisation requests).

PAP
Profile Access Point
Profile Access Point (PAP) is the harmonized access interface to GUP data repositories. PAP is independent from the profile structure.

The primary aim of PAP is the protocol adaptation. PAP hides specific implementation of the data repositories.

PAC
Profile Access Cache

Profile Access Cache (PAC) is the access part of the GUP Server to the UE. PAC has two primary aims:

· it enables access to GUP data of the UE. The PAC may cache these data for a certain amount of time.
GUP data of the UE may be useful for services and applications in order to be able to customise them according to the current terminal capabilities and to user preferences, which may be kept in the UE.  (Note, that for UEs that are not able to offer such information dynamically (e.g. legacy terminals), the PAC could in some cases offer equivalent information in the HE that may do instead.)

· PAC acts as an interface of the UE to a network-based backup of GUP-data, which may be used to recover or reconfigure the UE in case of loss or damage. 

PAC functions:

· Access GUP data components at the UE,

· Cash GUP data components received from the UE

· Provide GUP data components to the UE if needed.
CLB
Component Location Broker
The CLB keeps the information where HUP data components are located.

GRM
GUP Replica Management

The GRM controls and manages synchronisation of GUP data components where needed. GRM remembers where synchronisation was requested and the location of the copied GUP data component. Any modification of such a “master” component will cause the copy being synchronised.

PAAC
Profile Authorisation and Authentication Control

The PAAC is responsible for Authorisation and Authentication of applications. Secure Access to GUP components is controlled here. It offers centralized management of access rights.

GUP Data Repository

The GUP Data Repository contains the actual GUP data.

It may be distributed over different entities. The architecture described allows GUP data to be distributed, but doesn’t imply distribution.

There are several possible views of a ‘GUP Data Repository:

a) A centralised GUP Data Repository that contains all GUP (master) data.
Practically data are already distributed, so this variant is a more theoretical only, mentioned for completeness sake.

b) A centralised GUP Data Repository that contains, at least mainly, links/references to the actual data. The actual data may, but need not be accessed by means of GUP.


c) GUP Data is distributed over the applications/services that offer them. There is no central GUP Data Repository.


d) As shown in the figure above, a mix is possible.

Access to GUP data

Besides the static view on the reference architecture, some dynamic aspects should be discussed:

With GAP the GUP Profile Server offers a single access point to GUP data.

This allows 3 ways to access GUP Data:

a) Access is exclusively possible via GAP.


b) Access is possible via GAP, but also directly via PAP.


c) As a variant to b) direct access via PAP needs security clearance from GAP/PAAC. 
This avoids a distributed PAAC as necessary for variant b)


Important remark: none of the above restricts access via already existing interfaces!

Editor's note: Whether the GUP  Server is implemented as a Proxy and/or Redirect Server must be defined later, see the two figures below.
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Figure 1. GUP  Server acting as a Proxy Server.
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Figure 2. GUP  Server acting as a Redirect Server.
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