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1 Introduction

1.1 Purpose and Background

The recently published EC Directive on ‘Privacy and Electronic Communication’ 2002/58/EC [1] is due to come into force in October 2003 and Article 9 (Location data other than traffic data) requires subscriber location data ‘…to be processed anonymously or with the consent of the user or subscriber’.  Article 9 also gives the user the right to withdraw his or her consent to allow the processing of location data at any time – free of charge.   The use of pseudo-identities, for value added and other third party transactions, would ensure the user’s privacy, protect the user from unwanted advertising (spam), and reduce the need for the user to withdraw his or her consent after the initiation of the service request.  

There are many cases where the application does not need to known the end-user’s identity and an anonymous identity would suffice.  Such a service may be one that locates a nearby restaurant, for instance.  In other cases where the end-user identity is required, this does not have to include the MSISDN - in fact security may be enhanced if the end-user has to employ a security mechanism that does not rely upon the MSISDN.

As the anonymous identity will be service related, it follows that the bearer technologies used to access the service and deliver the responses need not be the same.  It is very easy to envisage a service that is accessed and queried by WAP or IVR and for which the responses are delivered later by SMS.  For example a route navigation service may be set up well before starting to travel and for the step-by-step directions to be delivered as required whilst actually travelling the route
.  For this type of service the delivery of the responses may well occur some considerable time after the service has been accessed and will use the same anonymous identity.

As a further extension of this concept, the application may access multiple services provided by the MNO to satisfy the service request using the same anonymous identity.  This would also be used to enhance the ability for the MNO to provide charging services on behalf of applications, thereby reducing the need for the application provider to enter into a contract/charging relationship with end-users.

2 Architecture

Please refer to the following diagram to understand the architecture into which the ASID server fits, please note that this diagram is for illustrative purposes only:
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Figure 1
: Overview Network Architecture

The diagram is intended to indicate the various groupings of entities involved and not to be an exhaustive list.

In this architecture outgoing service requests are routed via the 2G, 2.5G or 3G network to a series of gateways or smart proxies.  These proxies are configured to recognise the need for certain service requests to have the MSISDN replaced by the ASID.  This is obtained by contacting the ASID server and receiving a suitable type of ASID in return (section 4 describes the different types of ASID).  This ASID is then sent to the application using an appropriate technology as determined by the gateway and the application.  The application will then invoke one or a range of services from the MNO using the ASID to identify the end-user.  To be able to satisfy these service requests each of the service platforms will need to be able to obtain the MSISDN related to the ASID, this is obtained by again contacting the ASID server but using the retrieval interface.  The service is then performed and the response is returned to the application referenced to the ASID not the MSISDN.

In roaming scenarios it is important that the ASID server that generated the ASID is the same one that is used to retrieve the MSISDN.  This is ensured by requiring the service enabling platforms, or a network entity prior to these, to identify the correct network /ASID server.

2.1
PPR Check

In order to determine whether the user has altered the need for an ASID to be applied to the service being accessed, the ASID server must check the end-user’s privacy settings in the profile register (PPR).  For most services it is important that the end-user cannot remove the need for an ASID but the user may require an ASID to be used for a service that would not otherwise need one. 

Note: This privacy check is not included in the current procedures but may be included later.

3 ASID Server Interfaces

There are two interfaces to the ASID Server used by services and gateways; these are used to invoke the generation of an ASID from an MSISDN and to retrieve the MSISDN from an ASID.  The former interface is generally used by gateways when setting up the connection to the application, the latter interface would be used by service platforms and in some cases by gateways to translate an ASID back to it’s respective MSISDN. There will be other interfaces but these will be concerned with provisioning and management/administration functions and as such are not described in this document.

3.1 ASID Invocation Interface 

The invocation interface consists of a request message sent from the gateways or proxies to the ASID server and a response message sent back in reply.  Both messages contain a set of parameters and application specific constraints, i.e., which parameters are mandatory, which ones are optional, and which parameters can go together or can be used as alternatives. The ASID invocation interface will be defined using XML and is expected to be implemented over HTTP.

3.2 ASID Retrieval Interface

The retrieval interface consists of a request message sent to the ASID server and a response message sent back in reply.  Both messages contain a set of parameters and application specific constraints, i.e., which parameters are mandatory, which ones are optional, and which parameters can go together or can be used as alternatives. The ASID retrieval interface will be defined using XML and it is expected that it will be implemented over HTTP.

4 ASID Format and Types

4.1 ASID Format

The ASID is similar in appearance to an MSISDN and has a maximum length of 20 digits, although this can be varied in certain circumstances - many IVR systems are incapable of supporting a 20 digit MSISDN and would need a 15 digit ASID instead.  The first six digits of the ASID are not encrypted in any way and are used to carry the two three-digit codes that identify the country and network codes.  These codes are as defined by the ITU [2]. The remainder of the ASID is made up of the unique encrypted value.  The method of encryption or encoding is not mandated but the value produced must be unique and must be difficult or impossible to decrypt back to the MSISDN.
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Figure 2: Example of an ASID for a Vodafone transaction
Country, MNO
Country MCC
Operator MNC

United Kingdom, Vodafone
234
015

Spain, Vodafone Spain
214
001

Germany, D2 Vodafone
262
002

Figure 3: Example list of GSM operators

4.2 ASID Types

When a request is made via the invocation interface for an ASID, the ASID server will first determine whether there is already an ASID defined for the ASP, service, and MSISDN combination that has not yet expired; if there is one then this will be re-used, if not a new ASID will be generated.

There are four basic types of ASID as described below.  In addition to the basic types, ASIDs can also be defined to be rolling - this can apply to any of the types of ASID except for session-based ASIDs.  This means that the ASID expiry conditions will be reset each time it is accessed through the trigger interface as though it had just been created.  This is a very useful technique where an ASID is defined to last for a particular period of time but the service to which it applies is accessed anew before the ASID has expired but too close to the expiry time for the service to be completed.  In this case the expiry time will be reset to its full duration allowing the service to complete properly.

4.2.1 Time-limited ASID

These ASIDs are specified to expire after a period of time.  This period depends upon the type of service being offered and can be from just a few seconds or minutes up to several years - the latter provide for semi-permanent ASIDs.

4.2.2 Use-limited ASID

These ASIDs are specified to expire after a certain number of retrieval accesses have been made.  Again the number of accesses would depend upon the requirements of the service and would allow the same ASID to apply across several individual sessions.

4.2.3 Combined ASID

These ASIDs combine the two types specified above and allow an ASID to be specified to expire after either a period of time or a number of accesses whichever occurs first.

4.2.4 Session-Based ASID

These ASIDs can be any of the types described above; the difference is that these ASIDs are replaced every time that they are accessed through the invocation interface.  Whenever an ASID is requested a new one will be generated and any existing ASID that would otherwise be applicable will no be re-used.

4.3 Objective of ClientID/serviceID pair

The ServiceID/ClientID pairing determines the ASID profile.  By using this approach it is possible to differentiate the services (ServiceID) provided by a particular 3rd party (ClientID). 

The ClientID and ServiceID related to an ASID are stored on the ASID server where they appear in the logging files. Example files are shown in the following table:

ClientID
ServiceID
MSISDN
ASID
Lifetime
Explanation

811
111
491728666875
26200285874345…
1 week
ADAC motoring club provides for 1 week traffic jam information

811
111
491728221669
26200255555887…
1 week
ADAC motoring club provides for 1 week traffic jam information

811
222
491728348155
26200225697246…
4 weeks
ADAC motoring club provides for 4 week traffic jam information

811
999
491728348155
26200225697246…
1 use
ADAC motoring club provides single use weather information

347
987
491728666875
26200296355557…
1 use
Big 6 Cinemas provides single use currently running movies

For SMS and IVR initiated requests, the ClientID and ServiceID can be determined from the destination or short code dialled.  For WAP/WEB requests, a regular expression based mechanism for identifying the ClientID and ServiceIDs from the URLs will be needed. If the proxy or gateway can determine the ClientID and ServiceID by itself, then these can be explicitly passed over the invocation (trigger) interface.

5 ASID Server Generic Flow

For a better understanding of the following service flow examples, please refer to the general service delivery architecture described in section 2 and illustrated in figure 1. 

5.1 Subscriber oriented service invocation via  Proxy-gateway

The signalling flows shown in figure 4 use SMS as the bearer service, however, the basic procedure is the same for other bearer services, as illustrated in figures 5 & 6.

The MS sends a short message (SM) containing the service request to the SMS-C.  The SMS-C routes the service request SM to the SMS-gateway and the SMS-gateway sends an ASID trigger request to the ASID server.

The ASID server delivers the ASID to the SMS-gateway and the SMS-gateway exchanges the MSISDN for the ASID in the header and forwards the request to the 3rd party (LCS Client) via an HTTP interface.  (A similar mechanism will be used if the protocol is not HTTP.)

Using the ASID, the 3rd party application server (LCS Client) sends a location request to the GMLC for the location of the MS.  The GMLC obtains the related MSISDN from the ASID server, determines the location of the MS and, using the ASID, sends the location report to the LCS Client.

The LCS Client (Service provider) sends the location related information via SMS to the SMS-gateway. To ensure that the ASID is still valid, the SMS-gateway requests the MSISDN from the ASID server. The SMS-gateway exchanges the ASID for the MSIDSN in the SMS header and forwards the requested information to the MS via the SMS-C.  
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Figure 4: Subscriber oriented service invocation and delivery by Proxy-gateway flow diagram

5.2 Subscriber oriented service invocation via  WAP/Web 

The MS initiates a PPP authentication to the NAS.  The MS then sends a WAP session set-up request to the WAP gateway with details of the required URL.  The WAP gateway requests an ASID from the ASID server for the MSISDN and exchanges the MSISDN for the ASID in the HTTP header.   The service request, together with the ASID, is then forwarded to the 3rd party service provider.  The process then continues as previously discussed. Finally, the requested location related information is sent to the WAP-gateway which checks the validity of the ASID, converts the ASID back to the original MSISDN, and forwards the information to the MS.
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 Figure 5: Subscriber oriented service invocation and delivery by WAP-Gateway flow diagram

5.3 “Mixed” bearer approach 

In this example a ‘mixed bearer’ session is shown in figure 6.  In this case the service request is initiated using WAP and the service response is delivered to the MS via SMS, however, other bearers may be used.
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Figure 6: Mixed bearer service invocation and delivery
6 Glossary of Terms

Term
Meaning

ASID
Anonymous Subscriber Identity

ASP
Application Service Provider

ClientID
ASP Identifier

GMLC
General Mobile Location Centre

IMSI
International Mobile Station Identity

IVR
Interactive Voice Response

MNO
Mobile Network Operator

MSID
Mobile Station Identity - usually the MSISDN.

MSISDN
Mobile Station Integrated Services Digital Network number - typically the mobile number.

ServiceID
Service Identifier

SMS
Short Message Service

WAP
Wireless Application Protocol

WML
Wireless Mark up Language

XML
Extensible Mark-up Language
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� This is an illustrative example only and should not be taken to imply that a mobile phone should be used by a driver whilst driving, which is illegal or is likely to become illegal in some countries.
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