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1.  Introduction

SA1 has defined 6 interworking scenarios in its initial report (TR 22.934) on wireless LAN / UMTS interworking. It is likely that initial implementations by operators will commence with scenarios 1 and 2, and then migrate to the other scenarios. In order to ensure a smooth migration between these scenarios, the authentication of scenario 2 should also apply to scenarios 3 to 6. 

In this contribution, we discuss two kinds of situations for authentication, the first based on username on password, the second based on (U)SIM based mechanisms. This paper aims at identifying the impacts of authenticating a user without using the (U)SIM.

2.  Username/Password based authentication

Username/password based authentications are common for Internet or computer access, but cause some well-known security problems and are not necessarily considered secure, especially where e-commerce or financial transactions are likely to occur.: One method that has been proposed is the one-time password, however one problem concerns the initial transmission of the password to the user. When a new 3GPP/WLAN user arrives in a hot spot, under WLAN coverage, how is he informed of the password to use ? The use of GSM/GPRS is only applicable when there is coverage and this might not be the case. However if this is used, a password sent in the clear it is obviously not satisfactory from a security point of view. 

If a username/password authentication is used, the HLR/HSS database needs to be updated in order to support username/based authentication; moreover the (U)SIM will no longer be useful for the authentication. Actually in this case the authentication becomes completely independent from 3GPP and does not use any existing HLR/HSS or (U)SIM function. However the usernames and associated passwords will need to be provisioned within the HLR/HSS.

Hence we need another way to transmit the password which may have strong impacts on the WLAN.

Moreover, today there is no satisfactory integrity provided by the WLAN standards. Using the (U)SIM allows the operator relying on 3GPP existing tools, which is a great benefit.

3.  (U)SIM based authentication

To re-cap, the following SA1 requirements for interworking scenario 2 are listed from TR 22.934:

"The level of security of the 3GPP system shall not be compromised by deployment of the 3GPP –WLAN interworking system

Access control for users accessing WLAN shall have the same level of security as  a 3GPP system authentication procedure.

The following objectives were identified in relation to user security features for 3GPP:

· User anonymity

· Authentication 

· Encryption (user data and signalling)

· Integrity

· Strong security for authentication  data"

IMSI and (U)SIM based authentication is proven to satisfy these requirements and is compatible with the security requirements of scenarios 3 to 6. 

4.  Conclusion

To conclude, an authentication not based on (U)SIM mechanisms (e.g. username and password) does not rely on 3GPP mechanisms but only weakens the reputation for security that exists in 3GPP networks. Moreover it makes it impossible to use existing security tools from 3GPP such as integrity and ciphering keys. Hence as far as scenario 2 and beyond are concerned, the authentication must be based on the (U)SIM. Other authentications (e.g. username/password) do not meet the requirements specified by SA1 and should not be specified in 3GPP.

We propose to modify section 7.1. and to add the following requirement: "In scenarios 2 and beyond, authentication shall rely on (U)SIM based authentication mechanisms".

