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1. Introduction

The deployment of 802.1X based wireless LANs bring about the necessity of selecting standard authentication mechanisms using EAP, which need to be supported on clients, Access Points and the Authentication Servers [1][6]. There are several EAP methods that are being used today including, MD5 based a one-way authentication using username/password, Cisco’s LEAP, Transport Layer Security Protocol (TLS)[3], which uses PKI-issued digital certificates for strong mutual authentication, Protected EAP or PEAP which allows EAP methods within a secured TLS channel [9], Tunneled TLS (TTLS)[7], which combines server-side certificates with some other authentication such as username/password negotiated within the secure Tunnel, One Time Passwords, Web based SSL, Scratch cards with username/password and so on. 

The main discussion centers around some recent methods that have been proposed in IETF especially with regards to using SIM based authentication. This allows the Mobile Operator Networks to be utilised for unified authentication and billing purposes.

These are:

· EAP-SIM, which uses a modified GSM method to perform mutual authentication and ciphering to protect against weaknesses in WLAN security [4].

· EAP-AKA, which uses the standard UMTS methods using USIM cards which includes mutual authentication, ciphering and data integrity features [5].

This document proposes a EAP-SIM-GMM method [10], which uses standard GPRS procedures using GMM messages for encapsulation and simulating GPRS kind of behavior on WLAN [2]. This method works for UMTS as well. This has been submitted in the IETF (Friday 9th August). The paper attempts to evaluate the different SIM authentication methods from the perspective of their features and motivations. Their impact on implementation is studied and based on these conclusions are drawn in the form of recommendations.

2. EAP-SIM Method

This method has been submitted to the IETF PPPEXT working group (draft-haverinen-pppext-eap-sim-05.txt)[4]. It employs several modifications over the traditional GSM authentication to improve security as per their claims.  

GSM Security Weakness: The inherent weaknesses of COMP-128-1 algorithms have caused great concern in the GSM industry. This proposal doesn’t improve the situation by relying on a weak method in the first place. By using SHA1 hashing on a combination of inherently weak session keys (Effectively 54bit Kc) doesn’t provide stronger security. 

Combining Multiple Authentication Triplets : This process is architecturally flawed due to fact that, it increases the load on the HLR due to higher rate of triplet consumption. Hence the Interworking Gateway nodes, which provide WLAN authentication through the HLR could opt to re-use triplets, which cause weaknesses in security. Further the SIM cards , that optionally make use of the Authentication Counter would find their useful life shortened due to this method. This is because the counter puts a limit on the maximum number of valid challenges, to prevent brute force cryptanalysis of the secret key Ki held within the SIM card. The counter limit would be reached much earlier than intended. The frequent nature of re-authentication on WLANs in some situations, which may happen due to signal strength weaknesses and the resulting re-associations, could aggravate this issue.

TLS Method Architectural Issues: The fact that WLANs based on 802.11 have security issues, which mandate use of some Transport Layer Security method (TLS) is not new. However recommendation of using SIM derived keying material for session and link encryption makes the design more complex than intended. The fact that users may use other credentials than SIM to log-on to a WLAN network is a reality. Hence the TLS method should be designed to work on any client authentication method and  should not be tied to only one method which is the SIM. This puts unnecessary burdens on Access Point manufacturers who have to modify their software to support this method for link encryption using EAP-SIM derived WEP keys.

Application Architectural Issues: The fact that multiple network types will be available to mobile client devices, brings about a need for a consistent way for applications to maintain state about the wireless connections be it GPRS, UMTS or WLAN.  If the goal of SIM based authentication and billing is to provide consistent application behavior while roaming, then this proposal falls short of that objective. Depending on the back-end infrastructure being GPRS, or UMTS, the method is EAP-SIM or EAP-AKA.

3. EAP-AKA Method 

This method has been submitted to the IETF PPPEXT working group (draft-arkko-pppext-eap-aka-04.txt) [5]. It employs the standard UMTS Authentication and Key Agreement (AKA) procedures to authenticate WLAN users using USIM cards [8]. 

The same TLS method and Application architecture issues identified with the EAP-SIM apply to this method as well. However the UMTS security methods have been designed to be stronger than traditional GSM so the issues are more about decoupling of the authentication method and the lower layer Transport security protocol for supporting authentication credentials other than SIM/USIM. 

4. EAP-SIM-GMM Method

This proposal, which is a joint collaborative effort between Intel and Transat, has been submitted to IETF (draft-buckley-pppext-eap-sim-gmm-00.txt). It recommends using traditional GSM authentication methods within a secure TLS method and hence provides architectural consistency for supporting other credential types and also for not reducing the useful life of a SIM card or UICSS. It uses standards GPRS/UMTS attach and detach procedures within the EAP protocol for authentication. The SIM credentials are passed in GPRS Mobility Management (GMM) Protocol messages, which work for both GPRS and UMTS networks. The fact that standard GPRS and UMTS authentication methods are employed makes the proposal future proof. It also provides consistency for authentication interfaces for applications supporting roaming using multiple network interfaces like WLAN, GPRS and UMTS by making them look similar.

As TLS mechanisms like Protected EAP (PEAP) are recommended with this proposal, it addresses the security weaknesses of WLAN by recommending solutions in the WLAN space. Also all Access Points that support PEAP will be capable of supporting our proposal or any other authentication method securely [9]. It doesn’t suffer from the architectural issues identified with the EAP-SIM method and hence is a better choice for WLAN deployment.

5. Proposal
The recommendation is to also consider the EAP-SIM-GMM proposal as a possible authentication option.
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Status of this Memo 

   This document is an Internet-Draft and is in full conformance with 

   all provisions of Section 10 of RFC2026. 

   Internet-Drafts are working documents of the Internet Engineering 

   Task Force (IETF), its areas, and its working groups. Note that 

   other groups may also distribute working documents as Internet-

   Drafts. 

   Internet-Drafts are draft documents valid for a maximum of six 

   months and may be updated, replaced, or obsoleted by other documents 

   at any time. It is inappropriate to use Internet- Drafts as 

   reference material or to cite them other than as "work in progress." 

   The list of current Internet-Drafts can be accessed at: 

        http://www.ietf.org/ietf/1id-abstracts.txt 

   The list of Internet-Draft Shadow Directories can be accessed at: 

        http://www.ietf.org/shadow.html. 

   Distribution of this memo is unlimited.

Abstract 

   This document specifies an Extensible Authentication Protocol (EAP) 

   method for authentication using the GSM Subscriber Identity Module 

   (SIM) and standard GPRS Security and Mobility Management(GMM) 

   messages. This method uses standard GPRS authentication and is 

   recommended to be used within a secure transport layer channel 

   established using another EAP method like PEAP.
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1. Introduction 

   This document specifies an Extensible Authentication Protocol (EAP)

   [1] method for authentication using the GSM Subscriber Identity 

   Module(SIM). The messages used to encapsulate the SIM credentials

   are based on the GPRS Security and Mobility Management Protocol(GMM)

   [2]. This provides consistent authentication interfaces for 

   GPRS/UMTS and other wireless local area networks. This method relies

   on a secure transport layer channel established using PEAP for 

   reliable link layer security [3]. 

Buckley et al.            Expires in six months                 [Page 2] 

Internet Draft          EAP SIM GMM Authentication           August 2002 

   We rely on PEAP for session key derivation so that any other EAP 

   client authentication method could be utilized without duplicating

   the complexity of generating a secure key hierarchy. Though PEAP is

   the recommended method in this draft, alternate methods like 

   EAP-TTLS may also be used in place of PEAP. 

   Though this method is generic enough to be used for most networks, 

   the typical scenario intended is the 802.1X based [4] wireless 

   networks where a common authentication and billing infrastructure 

   provided by the GPRS/UMTS network can be utilized on the backend.

   Addressing the necessity for providing consistent connection 

   management capabilities for applications while roaming between 

   these wireless networks is another intended objective. This is 

   accomplished by utilizing the GPRS Attach and Detach procedures 

   that are consistent in GPRS and UMTS networks, in 802.1X based 

   networks. The usage of USIM is currently beyond the scope

   of this current draft. But the architecture is consistent with 

   backend UMTS networks [5].

   The Figure 1 lays out the entities in the discussion. It also 

   illustrates the architectural assumptions made for using the 

   proposed authentication method. The subscriber running the EAP 

   Client uses a GPRS SIM credential for authentication. The Network

   Access Server or NAS supports EAP methods transparently between 

   the EAP Client and the EAP Server. The EAP Server terminates the

   EAP protocol. The Inter-Working Function or IWF is responsible for 

   protocol translation between the HLR located in the home PLMN and

   the EAP Server. The location of the network AAA server function

   for the EAP client when using SIM authentication is beyond the

   scope of this draft but could be implemented in the IWF or the 

   EAP Server. The full functionality of the EAP Server and the IWF 

   and their interconnection is beyond the scope of this draft, but 

   we presume its implementation will address the needs of the 

   roaming subscriber. 

   We assume that as part of provisioning, the EAP Server has the 

   server certificates necessary to establish PEAP sessions with the 

   client. The client also needs to be provisioned to be able to trust

   the server certificates. The EAP-SIM-GMM method is used within the

   PEAP session which provides strong link layer encryption using a 

   cipher suite negotiated between the EAP Client and the NAS. For 

   information on PEAP session establishment please refer to [3]. 

Buckley et al.            Expires in six months                 [Page 3] 

Internet Draft          EAP SIM GMM Authentication           August 2002 

                                            +--------------------------+

                                            |  Home PLMN               |

                                            |  GPRS Network            |

                                            |                          |

                                            |             +---------+  |

                                            |             |         |  |

                                            |       +-----+ HLR/AuC |  |

                                            |       |     |         |  |

                                            |       |     +---------+  |

                                            |   +--------+             |

                                            |   |        |             |

                                            +---|  IWF   |-------------+

                                                |        |

                                                +---+----+

                                                    |

                                                    |

                                                    |                

  +------------+      +-------------+         +-----+-----+          

  |          <==========PEAP Session============>         |          

  |            |      |             |         |           |          

  |    EAP     |      |     NAS     |         |    EAP    |          

  |   Client   |------|             |---------+   Server  |          

  | (with SIM) |      |             |         |           |          

  +------------+      +-------------+         +-----------+

    Figure 1 : Architecture Overview

2. Terms 

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", 

   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this 

   document are to be interpreted as described in RFC 2119 [3]. 

   This document frequently uses the following terms and abbreviations: 

   AAA 

      Authentication, Authorization and Accounting functions

   AuC 

      Authentication Centre. The GSM network element that can authorize 

      the subscriber. 
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   NAS

      The NAS which is the entity

   EAP 

      Extensible Authentication Protocol. 

   EAP Server 

      The network element that terminates the EAP protocol. Typically, 

      the EAP server functionality is implemented in an Authentication 

      server. 

   GMM

      GPRS Mobility Management

   GPRS

      General Packet Radio Services   

   GSM 

      Global System for Mobile communications. 

   HLR

      Home Location Register which contains the subscriber details 

      database. It also provides the authentication triplets composed

      of RAND, SRES and Kc.

   IMSI 

      International Mobile Subscriber Identifier, used in GSM to 

      identify subscribers.

   IWF

      Inter-working Function

   NAI 

      Network Access Identifier
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   PEAP

      Protected EAP. Using TLS to establish a secure channel to carry 

      EAP messages and distribute 128 bit WEP [JP8]Encryption keys.

   PLMN

      Public Land Mobile Network

   P-TMSI

      Packet Temporary Mobile Subscriber Identity the temporary 

      identifier used in place of IMSI for privacy reasons. It is 

      equivalent in function and corresponds to the IMSI.

   SIM 

      Subscriber Identity Module. SIM cards are smart cards distributed 

      by GSM operators. 

   TLS

      Transport Layer Security.

   UMTS

      The Universal Mobile Telecommunications System addressing 3GPP 

      Release 99 to Release 5 specifications.

3. Protocol Overview

3.1 GPRS Authentication

   When a Mobile Subscriber requests Authentication from the AAA 

   entities in the GPRS network, the Subscriber performs an Attach that

   contains the subscribers identity, IMSI [6].  The network then 

   authenticates the  subscriber based on a challenge-response 

   mechanism. The authentication algorithm that runs on the SIM can be

   given a 128-bit random number (RAND) as a challenge. The SIM runs a 

   specific confidential algorithm which takes the RAND and a secret key

   Ki stored on the SIM as input, and produces a 32-bit response (SRES)

   and a 64-bit long key Kc as output. The Kc key is originally intended

   to be used as an encryption key over the air interface. 
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   We do not recommend using Kc for link layer encryption instead we 

   suggest the usage of PEAP session keys. Please find more 

   information about GSM authentication in [7].  If the 

   Authentication is successful the subscriber is allowed to connect 

   by the attach procedure being completed. When the subscriber loses

   connectivity or intentionally disconnects the Detach procedure 

   takes place but it happens within the data channel here and hence

   is beyond the scope of this draft. Please find more information 

   about the GSM GPRS Attach/Detach procedures in [2].

3.2 EAP-SIM-GMM

   In EAP-SIM-GMM, the GPRS GMM messages for authentication are tunneled

   in the EAP messages. The procedures as specified in [2] are 

   performed with respect to GPRS Attach, Authentication and Attach 

   Accepts or Rejects. This mechanism allows to use existing GSM, GPRS 

   authentication mechanisms without any modifications to SIM behavior 

   and is consistent with the GPRS Network functionality. The premise 

   for using GMM messages is the capability for a EAP client application

   to able to implement functionality for consistent network interface 

   behavior across 802.1X, GPRS and UMTS wireless networks. Instead of 

   changing the existing GSM, GPRS security mechanisms, for addressing 

   security issues in 802.1X [4] based wireless networks it relies on 

   more robust and open security mechanisms such as PEAP [3] to carry 

   out the additional security requirements (e.g. mutual authentication,

   origin authentication,  stronger encryption, dynamic key 

   distribution) between the EAP Client, NAS and the EAP Server. 

   Another goal is to avoid any changes to the NAS while employing 

   this proposed method as long as PEAP is supported. 

4. Protocol Operation

   The EAP-SIM-GMM protocol relies on PEAP for server authentication

   and provides only client authentication on its own. The overall

   operation is described in two steps, PEAP Session establishment, 

   and EAP-SIM-GMM Client Authentication. 

4.1 PEAP Server Authentication and Session Establishment

   The establishment of PEAP being another EAP method requires the 

   client identity to be sent as part of the initial EAP exchange. We 

   suggest the usage of any implementation specific user identifier 

   for this purpose in the form of an NAI. The details of the PEAP 
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   session establishment and resultant server authentication is 

   described in [3]. If the PEAP session establishment fails then the

   EAP-SIM-GMM protocol is never started.

4.2 EAP-SIM-GMM Client Authentication

   The PEAP session MUST be successfully established for 

   EAP-SIM-GMM to start. Figure 2 shows an overview of the EAP-SIM-GMM 

   authentication procedure. The EAP-SIM/GMM exchange uses four 

   roundtrips to authenticate the user and allow access to the 

   network. The first EAP Request issued by the EAP Server after the 

   PEAP establishment is EAP-Request/Identity. The client response 

   includes the user's Packet Temporary Mobile Subscriber Identity 

   (P-TSMI). If the client has no valid P-TMSI the client MUST respond

   with its International Mobile Subscriber Identity (IMSI). This is 

   sent in NAI form [11]. 

   e.x. GMM@ or GMM@

   The 'GMM' prefix MUST be used to as part of the NAI to help the

   EAP server recognize the EAP-SIM-GMM method it needs to use. The 

   generation of realm portion of the NAI from IMSI is described 

   in [12]. Recognizing the NAI to be EAP-SIM-GMM the EAP Server will 

   send the EAP-Request/SIM-GMM/Start message to the client; this will

   be of EAP Type . All the following EAP-Request/Response 

   SIM-GMM messages MUST have this Type value. The client responds 

   to this with the EAP-Response/Attach Request with attributes which

   includes the IMSI or P-TMSI. If the P-TMSI is unknown to the 

   network, the optional messages (a) and (b) are used to resend the

   Attach with the IMSI. Note that as PEAP is used to establish a 

   secure channel, the user privacy features afforded by the P-TMSI 

   may not be needed. This could reduce the number of roundtrips 

   needed for authentication.   

   The next EAP Request the server issues is the Authentication and 

   Ciphering Request and contains the attributes RAND, other attributes

   and Ciphering Algorithm. On receipt of this message, the client runs

   the GSM authentication algorithm on the SIM and calculates a 

   authentication value SRES. The client responds with the 

   EAP-Response/Authentication and Ciphering Response, containing the 

   authentication value  SRES. The network authentication function

   verifies that the SRES is correct and it causes the EAP Server to

   sends an EAP-Request/Attach Accept with attributes including the

   P-TMSI. The EAP Client acknowledges the receipt of 

   EAP-Request/Attach Accept with EAP-Response/Attach Complete. 

   The EAP server verifies that the authentication was successful by 

   sending an EAP-Success packet. This message also bears the keying

   material for performing the link layer encryption between the client

   and the NAS based on the master session keys derived as part of the

   PEAP session. 
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     Client                                  Network Access Server (NAS)

       |                                                              |

       |         EAP-Request/Identity                                 |

       |<-------------------------------------------------------------|

       |                                                              |

       |    EAP-Response/Identity                                     |

       |(Includes user's IMSI or P-TMSI in NAI form)                  |

       |------------------------------------------------------------->|

       |                                                              |

       |           EAP-Request/SIM-GMM/Start                          |

       |<-------------------------------------------------------------|

       |                                                              |

       | EAP-Response/SIM-GMM/Start/SIM-GMM Attach Request            |

       | (Includes user's IMSI or P-TMSI)                             |

       |------------------------------------------------------------->|

       |                                                              |

       |    EAP-Request/SIM-GMM/SIM-GMM Identity Request (optional)(a)|

       |<-------------------------------------------------------------|

       |                                                              |

       | EAP-Response/SIM-GMM/SIM-GMM Identity Response (optional)(b) |

       | (Includes IMSI)                                              |

       |------------------------------------------------------------->|

       |                                                              |

       | EAP-Request/SIM-GMM/SIM-GMM Authen. & Ciphering Request      |

       |               (RAND, CKSN, Ciphering Algorithm)              |

       |<-------------------------------------------------------------|

       |                                                              |

   +-------------------------------------+                            |

   | Client runs GSM algorithms on SIM   |                            |

   |                                     |                            |

   |                                     |                            |

   +-------------------------------------+                            |

       |                                                              |

       |EAP-Response/SIM-GMM/SIM-GMM Authen. & Ciphering Response     |

       | (SRES)                                                       |

       |------------------------------------------------------------->|

       |                                                              |

       |   EAP-Request/SIM-GMM/SIM-GMM Attach Accept (P-TMSI)         |

       |<-------------------------------------------------------------|

       |                                                              |

       | EAP-Response/SIM-GMM/SIM-GMM Attach Complete                 |

       |------------------------------------------------------------->|

       |                                                              |

       |                                                              |

       |                         EAP-Success                          |

       |<-------------------------------------------------------------|

       |                                                              |

              Figure 2 EAP-SIM/GMM authentication procedure
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5. Protocol Messages

5.1 EAP-Request/Identity 

   The first EAP Request is of type Identity. In the beginning of EAP 

   authentication, the NAS issues the EAP-Request/Identity packet to the client. 

   The format of the EAP Request/Identity packet is shown below. 

       0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |             Type Data                         | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   Code 

      1 for Request  

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 

   Type 

      1 

   Type Data

      This field MAY contain a displayable message in the Request.  The

      Response uses this field to return the Identity.  If the Identity

      is unknown, this field should be zero bytes in length.  The field

      MUST NOT be null terminated.  The length of this field is derived

      from the Length field of the Request/Response packet and hence a

      null is not required.
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5.2 EAP-Response/Identity 

   In response to the EAP-Request/Identity the client responds with 

   EAP-Response/Identity, which contains the user's identity. The 

   format of the initial EAP-Response/Identity is specified in [1]. 

   GSM subscribers are identified with the International Mobile 

   Subscriber Identity (IMSI) [6]. The IMSI is composed of a three 

   digit Mobile Country Code (MCC), a two or three digit Mobile Network 

   Code (MNC) and a not more than 10 digit Mobile Subscriber 

   Identification Number (MSIN). In other words, the IMSI is a string 

   of not more than 15 digits. MCC and MNC uniquely identify the GSM 

   operator.  To protect a subscribers identity the GSM subscriber may

   also identify itself with a Packet Temporary Mobile Subscriber 

   Identity (P-TMSI).  The P-TMSI is composed of 4 octets and has only

   local significance.  It can be coded using a full hexadecimal 

   representation. If the EAP Server is unable to derive  the IMSI 

   either from itself it needs to ask for the IMSI using messages 

   (a) and (b) in Figure 2.

   The format of the EAP Response/Identity packet is shown below. 

       0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |             Type Data                         | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   Code 

      2 for Response  

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 

   Type 

      1 
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   Type Data

      IMSI or P-TMSI in NAI format

5.3 EAP-Request/SIM-GMM/Start 

   The format of the EAP-Request/SIM-GMM/Start packet is shown below. 

        0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |    Subtype    |  Version (major, minor)       | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                       GMM Session Identity                    | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                                                               |

      |                            Reserved                           |

      |                                                               |

      |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   Code 

      1 for Request 

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 

   Type 

   Subtype 

      See section 6 for definition and setting. 

   Version

   2 byte field for the version of the EAP-SIM-GMM protocol. The first byte indicating 

   the major and the second minor versions.

   GMM Session Identity 

   4 byte field to uniquely identify the GMM session.

   Reserved 

      From 0 to 20 bytes. 

5.4 EAP-Response/SIM-GMM/SIM-GMM Attach Request 

   The format of the EAP Response/SIM-GMM/SIM-GMM Attach Request packet

   is shown below. 

        0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |    Subtype    |  Version (major, minor)       | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                       GMM Session Identity                    | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                                                               |   

      |                                                               |

      |                     SIM-GMM Attach Request                    |

      |                                                               |

      |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
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   Code 

      2 for Response 

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 

   Type 

   Subtype 

      See section 6 for definition and setting. 
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   Version

   2 byte field for the version of the EAP-SIM-GMM protocol. The first 

   byte indicating the major and the second minor versions.

   GMM Session Identity 

   4 byte field to uniquely identify the GMM session.

   SIM-GMM Attach Request 

   This is a complete GPRS Attach message as specified in [2]. 

5.5 EAP-Request/SIM-GMM/SIM-GMM Identity Request

   The format of the EAP-Request/SIM-GMM/SIM-GMM Identity Request 

   packet is shown below. 

        0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |    Subtype    |  Version (major, minor)       | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                       GMM Session Identity                    | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                                                               |   

      |                                                               |

      |                     SIM-GMM Identity Request                  |

      |                                                               |

      |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   Code 

      1 for Request 

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 
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   Type 

   Subtype 

      See section 6 for definition and setting. 

   Version

   2 byte field for the version of the EAP-SIM-GMM protocol. The first 

   byte indicating the major and the second minor versions.

   GMM Session Identity 

   4 byte field to uniquely identify the GMM session.

   SIM-GMM Identity Request 

      This is a complete SIM-GMM Identity Request message as specified in

      [2]. 

5.6 EAP-Response/SIM-GMM/SIM-GMM Identity Response

   The format of the EAP-Response/SIM-GMM/SIM-GMM Identity Response 

   packet is shown below. 

        0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |    Subtype    |  Version (major, minor)       | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                       GMM Session Identity                    | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                                                               |   

      |                                                               |

      |                     SIM-GMM Identity Response                 |

      |                                                               |

      |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   Code 

      2 for Response 
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   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 

   Type 

   Subtype 

      See section 6 for definition and setting. 

   Version

   2 byte field for the version of the EAP-SIM-GMM protocol. The first 

   byte indicating the major and the second minor versions.

   GMM Session Identity 

   4 byte field to uniquely identify the GMM session.

   SIM-GMM Identity Response 

   This is a complete GPRS Identity Response message as 

   specified in [2]. 

5.7 EAP-Request/SIM-GMM/SIM-GMM Authentication and Ciphering Request 

   The format of the EAP-Request/SIM-GMM/SIM-GMM Authentication and

   Ciphering Request  packet is shown below. 

        0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |    Subtype    |  Version (major, minor)       | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                       GMM Session Identity                    | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                                                               |   

      |                                                               |

      |                 SIM-GMM Authentication Request                |

      |                                                               |

      |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
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   Code 

      1 for Request 

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 

   Type 

   Subtype 

      See section 6 for definition and setting. 

   Version

   2 byte field for the version of the EAP-SIM-GMM protocol. The first 

   byte indicating the major and the second minor versions.

   GMM Session Identity 

   4 byte field to uniquely identify the GMM session.

   SIM-GMM Authentication Request

   This is a complete GPRS Authentication and Ciphering Request message

   as specified in [2].

5.8 EAP-Response/SIM-GMM/SIM-GMM Authentication Response 

   The format of the EAP-Response/SIM-GMM/SIM-GMM Authentication and

   Ciphering Response packet is shown below. 
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        0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |    Subtype    |  Version (major, minor)       | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                       GMM Session Identity                    | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                                                               |   

      |                                                               |

      |                 SIM-GMM Authentication and                    |

      |                 Ciphering Response                            |

      |                                                               |

      |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+     

   Code 

      2 for Response 

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 

   Type 

   Subtype 

      See section 6 for definition and setting. 

   Version

   2 byte field for the version of the EAP-SIM-GMM protocol. The first 

   byte indicating the major and the second minor versions.

   GMM Session Identity 

   4 byte field to uniquely identify the GMM session.

   SIM-GMM Authentication Response

   This is a complete GPRS Authentication and Ciphering Response 

   message as specified in [2]. 
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5.9 EAP-Request/SIM-GMM/SIM-GMM Attach Accept

   The format of the EAP-Request/SIM-GMM/SIM-GMM Attach Accept  packet 

   is shown below. 

        0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |    Subtype    |  Version (major, minor)       | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                       GMM Session Identity                    | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                                                               |   

      |                       SIM-GMM Attach Accept                   |

      |                                                               |

      |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   Code 

      1 for Request 

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 

   Type 

   Subtype 

      See section 6 for definition and setting. 

   Version

   2 byte field for the version of the EAP-SIM-GMM protocol. The first 

   byte indicating the major and the second minor versions.

   GMM Session Identity 

   4 byte field to uniquely identify the GMM session.

   SIM-GMM Attach Accept

   This is a complete GPRS Attach Accept message as specified in

   [2]. 
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5.10 EAP-Response/SIM-GMM/SIM-GMM Attach Complete  

   The format of the EAP-Response/SIM-GMM/SIM-GMM Attach Complete  

   packet is shown below. 

        0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |    Subtype    |  Version (major, minor)       | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                       GMM Session Identity                    | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                                                               |   

      |                                                               |

      |                       SIM-GMM Attach Complete                 |

      |                                                               |

      |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   Code 

      2 for Response 

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 

   Type 

   Subtype 

      See section 6 for definition and setting. 
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   Version

   2 byte field for the version of the EAP-SIM-GMM protocol. The first 

   byte indicating the major and the second minor versions.

   GMM Session Identity 

   4 byte field to uniquely identify the GMM session.

   SIM-GMM Attach Complete

   This is a complete GPRS Attach Complete message as specified in 

   [2]. 

5.11 EAP Success

   See [1]. 

5.12 Unsuccessful Cases 

   As normally in EAP, the client is sent the EAP-Failure packet when 

   the authentication procedure fails on the EAP Server. In EAP/SIM-GMM, 

   this may occur for example, if the network authentication function

   fails.  All error handling for SIM-GMM procedures is described in 

   [2]. 
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     Client                                  Network Access Server (NAS)

       |                                                              |

       |         EAP-Request/Identity                                 |

       |<-------------------------------------------------------------|

       |                                                              |

       |    EAP-Response/Identity                                     |

       |(Includes user's IMSI or P-TMSI in NAI form)                  |

       |------------------------------------------------------------->|

       |                                                              |

       |           EAP-Request/SIM-GMM/Start                          |

       |<-------------------------------------------------------------|

       |                                                              |

       | EAP-Response/SIM-GMM/Start/SIM-GMM Attach Request            |

       | (Includes user's IMSI or P-TMSI)                             |

       |------------------------------------------------------------->|

       |                                                              |

       |    EAP-Request/SIM-GMM/SIM-GMM Identity Request (optional)(a)|

       |<-------------------------------------------------------------|

       |                                                              |

       | EAP-Response/SIM-GMM/SIM-GMM Identity Response (optional)(b) |

       | (Includes IMSI)                                              |

       |------------------------------------------------------------->|

       |                                                              |

       | EAP-Request/SIM-GMM/SIM-GMM Authen. & Ciphering Request      |

       |               (RAND, CKSN, Ciphering Algorithm)              |

       |<-------------------------------------------------------------|

       |                                                              |

   +-------------------------------------+                            |

   | Client runs GSM algorithms on SIM   |                            |

   |                                     |                            |

   |                                     |                            |

   +-------------------------------------+                            |

       |                                                              |

       |EAP-Response/SIM-GMM/SIM-GMM Authen. & Ciphering Response     |

       | (SRES)                                                       |

       |------------------------------------------------------------->|

       |                                                              |

       |                                                              |

       |   EAP-Request/SIM-GMM/SIM-GMM Attach Reject                  |

       |<-------------------------------------------------------------|

       |                                                              |

       | EAP-Response/SIM-GMM/Acknowledge                             |

       |------------------------------------------------------------->|

       |                                                              |

       |                         EAP-Failure                          |

       |<-------------------------------------------------------------|

       |                                                              |

             Figure 3 EAP/SIM-GMM authentication procedure failure 
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   As specified in [1], the EAP client MUST respond with EAP-

   Response/Nak when it receives an EAP Request of an undesired or 

   unrecognized authentication type. Also if the SIM-GMM message cannot 

   be processed, the EAP client MUST respond with EAP-Response/Nak.

5.13 EAP-Request/SIM-GMM/SIM-GMM Attach Reject  

   The format of the EAP-Request/SIM-GMM/SIM-GMM Attach Reject packet 

   is shown below. 

        0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |    Subtype    |  Version (major, minor)       | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                       GMM Session Identity                    | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                                                               |   

      |                                                               |

      |                       SIM-GMM Attach Reject                   |

      |                                                               |

      |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   Code 

      1 for Request 

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 

   Type 
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   Subtype 

      See section 6 for definition and setting. 

   Version

   2 byte field for the version of the EAP-SIM-GMM protocol. The first

   byte indicating the major and the second minor versions.

   GMM Session Identity 

   4 byte field to uniquely identify the GMM session.

   SIM-GMM Attach Reject

   This is a complete GPRS Attach Reject message as specified in 

   [2].

5.14 EAP-Response/SIM-GMM/Acknowledge  

   This message is specific to the EAP-SIM-GMM protocol and is not

   part of the GMM message set. The format of the 

   EAP-Response/SIM-GMM/Acknowledge packet is shown below. 

        0                   1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Code      |  Identifier   |            Length             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |     Type      |    Subtype    |  Version (major, minor)       | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                       GMM Session Identity                    | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  

      |                         Reserved                              |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   Code 

      1 for Request 

   Identifier 

      See [1]. 

   Length 

      The length of the EAP packet. 
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   Type 

   Subtype 

      See section 6 for definition and setting. 

   Version

   2 byte field for the version of the EAP-SIM-GMM protocol. The first byte indicating 

   the major and the second minor versions.

   GMM Session Identity 

   4 byte field to uniquely identify the GMM session.

   Reserved

      From 0 to 4 bytes. 

5.15 EAP Failure

    See [1]. 

6. IANA Considerations

   The realm name "owlan.org" that has been reserverd for NAI realm 

   names generated from the IMSI is used here.

   IANA has assigned the EAP type number  for this protocol. 

   EAP/SIM-GMM messages include a Subtype field. The following Subtypes

   are specified: 

        Start.............................................10

        SIM-GMM Attach Request............................11 

        SIM-GMM Identity Request..........................12 

        SIM-GMM Identity Response.........................13

        SIM-GMM Authentication & Ciphering Request........14 

        SIM-GMM Authentication & Ciphering Response.......15 

        SIM-GMM Attach Accept.............................16

        SIM-GMM Attach Complete...........................17

        SIM-GMM Attach Reject.............................18

        Acknowledge.......................................19  
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7. Security Considerations 

Although they are both wireless technologies, GPRS and 802.11 networks 

have different characteristics that render GSM-SIM authentication 

vulnerable when used with 802.11.

a. The cost of deploying a rogue access point is significantly lower 

than the cost of deploying a rogue GPRS tower.

b. The 802.11 platform is usually an open platform such as a personal 

computer, while a GPRS platform is typically closed, such as a cellular

phone. There is a well-developed suite of tools for an attacker to use 

against the open platform, while those to attack a GPRS platform are 

more obscure and more expensive to locate.

c. Voice communication is the most common traffic carried over a GPRS 

network, and the human ear can usually detect when the phone does not 

connect to the intended recipient. In a computer network it is 

difficult or impossible to determine whether the communication peer 

is the intended party without mutual authentication. 

d. The most common reason to attack a GPRS network is to steal service.

A platform participating in an 802.11 network typically contains 

content (e.g., an enterprise's intellectual property) or can be easily

compromised to serve as a platform for criminal activity (e.g., 

launching distributed denial of service attacks), so faces a different 

set of threats.

Because of these differences, GSM-SIM by itself cannot meet the 

security requirements for authentication and key management in an 

802.11 LAN. Additionally, GSM algorithms are comparatively weak 

and are vulnerable to attack when run exposed in open systems [20]. 

Accordingly, this specification requires PEAP to add the mutual 

authentication missing from basic GSM-SIM, and to protect the 

GSM-SIM authentication from direct attack. EAP-SIM-GMM due to the

use of PEAP protects the privacy of the subscriber identity against

passive eavesdropping and also active attacks.
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