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This contribution presents a network solution to support the enhanced codeword concept being discussed in SA1, see the attached slide presentation. A CR for 23.271 will be prepared later, based on the discussions in SA1 and SA2. 

It is proposed that the following functions are standardized to support the enhanced codeword:

1. The enhanced codeword shall be derived from the enhanced codeword ID, requestor ID (or LCS Client ID), the identity of UE, validity information and other possible parameters. The enhanced codeword ID shall identify each enhanced codeword uniquely.

2. The LCS client delivers the enhanced codeword in the location service request to GMLC.

3. GMLC / PPR checks the enhanced codeword, possibly with the help of the subscriber certificate.

4. If the enhanced codeword check is successful, the LCS Service Request is allowed.

The standardization of the enhanced codeword functions shall be in line with the ongoing standardization work of user certificates in SA3. 
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Basic Procedure for Enhanced Signed-codeword

(1) The UE makes the Signed-codeword from the Signed-codeword ID, Requestor ID (or LCS Client ID),

      the Identity of UE, Validity information and other possible parameters. The UE delivers the Signed-

      codeword and possibly a subscriber certificate to the Requestor (or LCS Client). The Signed-

      codeword ID is chosen by the UE and identifies each Signed-codeword uniquely



(2) The Requestor-LCS client delivers the Signed-codeword and the location service request to GMLC



(3) The GMLC checks the Signed-codeword, possibly with the help of subscriber certificate.

(4) If the Signed-codeword check is successful, the LCS Service Request is allowed.

(5) If UE needs to revoke an active Signed-codeword, it requests GMLC to revoke the

     identified Signed-codeword 

UE

Private key of the UE

Active Signed-codewords,

(for revocation purposes)

GMLC

Public key of the UE, or Public

key of CA (Certificate Authority)

Requestor-A

Requestor-B





(1A) Signed-codeword-A (+ optional Subscriber certificate)

(1B) Signed-codeword-B (+ optional Subscriber certificate)





(2)

(2)

(3)



(4)
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Characteristics of the Signed-codeword

		Identity of UE should preferably not be MSISDN or IMSI.  All that is required is an identity that GMLC can link to the real MSISDN or IMSI.  No one else (including the requestor) needs to know what the MSISDN/IMSI is. If the subscriber certificate accompanies the Signed-codeword, UE ID is not needed. UE ID should be a unique ID that can be associated with the UE by the entity verifying the signature; for example, the Identity of UE can be MSISDN/IMSI encrypted using the GMLC’s public key. 

		If the identity of the target mobile user shall be hidden from the requestor, the Signed-codeword and certificates (if attached) shall be encrypted using the public key of GMLC

		The Signed-codeword ID is chosen by the UE and identifies each Signed-codeword uniquely. It is not a secret value. It can be a sequence number or timestamp. The only requirement is that the UE shouldn't use the same Signed-codeword ID in two different Signed-codewords.

		UE could in addition to the Signed-codeword send also subscriber certificate (or URL to it) to the Requestor. And requestor could give it to GMLC. With the help of the subscriber certificate the requestor and GMLC can verify the Signed-codeword. 

		There can be other limits to validity in addition to time; e.g., number of times this Signed-codeword may be used by the Requestor.

		Subscriber certificates are standardized in S3 and the Work Item is ”Support for subscriber certificates”. The objective of this WI is to make it possible to issue subscriber certificates in 3GPP systems in order to authorize and account for service usage both in home and in visited network.
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Generation of Signed-codeword

Signed-codeword ID 

UE ID

Requestor ID(or LCS Client ID)

Validity information

Signed-codeword generation procedure at the UE

HASH and Signature

= Signed-codeword
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Check of Signed-codeword at the GMLC

GMLC

codeword 

public key

LCS Client/Requestor

LCS Service Request 

- Signed-codeword

- Target UE ID

- Requestor/LCS Client ID)

Hash

Digest

Hash=

Signed-codeword ID in LCS Service Request

Target UE User ID in LCS Service Request

Requestor ID/LCS Client ID in LCS Service Request 

Validity information in the Signed-codeword



Signature verification algorithm

Digital Signature(=encrypted Hash)

valid/invalid

UE user’s Public key

Signed-codeword Check at the GMLC

If the signature verification algorithm outputs “valid” the LCS service request is allowed.














