
3GPP TSG SA2 WLAN SWG



S2-xxxxxx

8/19 - 8/23/2002, Toronto, Canada



Agenda Item: 9.3
Title: 
 
Issues in user information caching in 3GPP AAA servers

Source:
Thomson Multimedia

Authors:
Junbiao Zhang


Guillaume Bichot


Shaily Verma


Charles Wang
Document for: 
Discussion and Approval

1 Introduction

It is mentioned in the S2 WLAN TR that the 3GPP AAA server may cache some user information obtained from the HSS. Such information includes authentication materials as well as authorization information. However, we think this is incorrect without a systematic caching information management architecture, particularly when it is possible that multiple 3GPP AAA servers may access the HSS, or when the user may update information through the native 3GPP interface. If user information is cached in a 3GPP AAA server, when the user is no longer associated with the server and updates user information through another 3GPP AAA server or through the native 3GPP path, then the cached information will become stale. The next time if the user uses that 3GPP AAA server, the user information will be incorrect. A hacker, for example, may exploit this weakness by first authenticating through a 3GPP AAA server, logging off, cancelling his WLAN interworking service subscription through the native 3GPP path, and then authenticating again through the 3GPP AAA server. If the authorization information is cached, the 3GPP AAA server would inform the WLAN to grant the user access. This is obviously a security hole.

From a system point of view, user information caching put unnecessary requirement on the 3GPP AAA servers. In the worst case, a 3GPP AAA may duplicate all the interworking related user information from the HSS. This is not only inefficient, but clearly problematic without an effective database management system in the 3GPP AAA server. 

2 Proposal

It is proposed that the clauses related to user information caching in the 3GPP AAA servers be removed from the TR. 























