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1 Introduction

This document addresses the issue of user identification in a 3GPP/WLAN interworking environment.  According to the TR 23.934, after moving into a WLAN, the MT (Mobile terminal) is in contact with a 3GPP AAA (Authentication Authorization and Accounting) server. The MT needs to deliver its identity. One important requirement is to keep the notion of temporary identity specified by 3GPP within the WLAN. The proposal details a solution in order to keep the temporary identity allocated by the last SGSN before moving into the WLAN.

2 The solution

This solution proposes that the AAA server uses the last-attached SGSN to establish the UE's identity and obtain the IMSI. This assumes the Gn interface between the AAA server and the SGSN.  The advantage of this solution is that the repeated access of the AAA server to the HSS/HLR for Authentication Vectors can be avoided. The user identity shall never be breached in the WLAN network.

1. When the mobile associates with the WLAN, it sends the old PTMSI, PTMSI signature and RAI to the AAA server. 

2. The AAA server can find the old SGSN address using the procedure mentioned in the Appendix A. 

3. The AAA server can then send an Identification Request according to the GTP protocol to the old SGSN to request the IMSI. 

4. The old SGSN responds with Identification Response (IMSI, Authentication Vectors for UMTS). If the MS is not known in the old SGSN, the old SGSN responds with an appropriate error cause. 

5. Once the IMSI is retrieved, the 3GPP AAA server can computes a temporary ID (TID) that will be used by the UE for the subsequent authentication phases until it goes back to the 3GPP network.

3 Proposal

3.1 EAP/AKA Procedure

USIM based authentication may be based on existing AKA method. In the case of WLAN-3GPP system interworking, this method should be supported by a generic authentication mechanism (independently of the underlying WLAN standard), e.g. EAP. EAP/AKA authentication mechanism is described in Internet Draft draft-arkko-pppext-eap-aka. The current version is 03 (draft-arkko-pppext-eap-aka-03.txt). The following procedure is based on EAP/AKA authentication mechanism:
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Figure 7.1 Authentication based on EAP AKA scheme

1.
After WLAN connection establishment, Extensible Authentication Protocol is started with a Wireless LAN technology specific procedure (out of scope for 3GPP). 

2.
The WLAN sends an EAP Request/Identity to the UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology specific protocol.

3.
The UE starts EAP AKA authentication procedure by sending an EAP Response/Identity message. The UE sends its identity complying to Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either a temporary identifier (pseudonym) allocated to UE in previous authentication or, in the case of first authentication, the IMSI.
In case of temporary identity it can be either the P-TMSI or the TID. 

The format of the P-TMSI is the following: 

P-TMSI : 8 digits (representing the hexa value of the 4 bytes TMSI)

P-TMSI signature : 6 digits (representing the hexa value of the 3 bytes TMSI signature)

RAI : This is composed of:
LAI: 5 or 6 digits + 4 digits (representing the hexa value of the 2 bytes LAC)

RAC: 2 digits (representing the hexa value of the 1 byte RAC)

The TID is a temporary ID previously delivered by the 3GPPP AAA. The format is the  following: 

16 digits (representing the hexa value of 8 bytes). 

To discriminate between the IMSI, P-TMSI and TID the size is used..

Note : generating an identity conforming to NAI format from IMSI is defined in EAP/AKA draft (draft-arkko-pppext-eap-aka-03.txt). 

4.
The 3GPP AAA Server is chosen based on the NAI. 

Note : diameter/radius proxy chaining and/or diameter referral can be applied to find the AAA server.

5.
The 3GPP AAA server receives the EAP Response/Identity packet that contains the subscriber identity. This identity may be the triplet P-TMSI, P-TMSI signature, RAI or a TID or an IMSI. If the subscriber identity is the TID then the 3GPP AAA server checks whether is can retrieve the associated IMSI. If yes then go to step 9 otherwise go to step 8. If the subscribed identity is the IMSI then go to step 9.   
6. 
If the subscriber identity is composed with the triplet P-TMSI, PTMSI signature, RAI then the 3GPP AAA server requests the IMSI from the old SGSN.
7.
The 3GPP AAA server receives the response from the old SGSN. That response contains the IMSI and the Authentication quintuplet(s) associated with the UE or an error. In case of error the following step is required otherwise the steps 8 and 9 are skipped.
8. 
The 3GPP AAA server requests the IMSI from the UE using an EAP Request/Identity with the EAP AKA AT_PERMANENT IDENTITY_REQ flag. The UE is then obliged to return the IMSI within the EAP Response/Identity.
9.
3GPP AAA Server checks that it has an authentication vector available (RAND, AUTN, XRES, IK, CK) for the subscriber from previous authentication. If not, a set of authentication quintuplets is retrieved from HSS/HLR.  
10.
3GPP AAA server checks that it has the WLAN access profile of the subscriber available. If not, the profile is retrieved from HSS/HLR. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service. 

Although this step is presented after step 9 in this example, it could be performed at some other point, however before step 17. (This will be specified as part of the Wx interface.)

11.
New keying material is derived from IK and CK. The extra keying material is required in order to pass the encrypted and integrity protected temporary identifier to the UE. The keying material may also be used for WLAN technology specific confidentiality or integrity protection. 

. A new temporary ID (TID) is chosen and encrypted. The UE will store this information but not in the SIM. This TID will be used for subsequent authentication phases.
12.
3GPP AAA Server sends RAND, AUTN, and encrypted temporary identifier to WLAN in EAP Request/AKA-Challenge message.

13.
The WLAN sends the EAP Request/AKA-Challenge message to the UE

14.
UE runs UMTS algorithm on the USIM. The USIM verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the terminal rejects the authentication (not shown in this example). If the sequence number is out of synch, terminal initiates a synchronization procedure (not shown in this example). If AUTN is correct, the USIM computes RES, IK and CK.

UE derives required additional keying material from IK and CK. UE decrypts TID and saves it to be used on next authentication.

15.
UE sends EAP Response/AKA-Challenge containing calculated RES to WLAN

16.
WLAN sends the EAP Response/AKA-Challenge packet to 3GPP AAA Server

17.
3GPP AAA Server compares XRES and the received RES.

18.
If the comparison in step 17 is successful, then 3GPP AAA Server sends the EAP Success message to WLAN. The 3GPP AAA Server includes the derived keying material in the message. WLAN stores the keying material to be used in communication with the authenticated UE.

19.
WLAN informs the UE about the successful authentication with the EAP Success message. Now the EAP AKA exchange has been successfully completed, and the UE and the WLAN share session key material. 

Note 1: The 3GPP AAA Server that is referred to in this diagram is the one that actually realises the authentication. If AAA Proxies are used between the WLAN Access Network and the AAA Server, they are not referred to in this diagram.


3.2 EAP SIM procedure

SIM based authentication shall be based on existing GSM AKA method but shall include enhancements for network authentication. In the case of WLAN-3GPP system inter-working, this method should be supported by a generic authentication mechanism (independently of the underlying WLAN standard), e.g. EAP.

EAP SIM authentication mechanism is described in Internet Draft draft-haverinen-pppext-eapsim. The current version is 04 (draft-haverinen-pppext-eap-sim-04.txt).

The following procedure is based on EAP SIM authentication mechanism:
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7.2 Authentication based on EAP SIM scheme

1.
After WLAN connection establishment, Extensible Authentication Protocol is started with a Wireless LAN technology specific procedure (out of scope for 3GPP). 

2.
The WLAN sends an EAP Request/Identity to the UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology specific protocol.

3.
The UE starts EAP SIM authentication procedure by sending an EAP Response/Identity message. The UE sends its identity complying to Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either a temporary identifier (pseudonym) allocated to UE in previous authentication or, in the case of first authentication, the IMSI.
In case of temporary identity it can be either the P-TMSI or the TID. 
The format of the P-TMSI is the following: 

P-TMSI : 8 digits (representing the hexa value of the 4 bytes TMSI)

P-TMSI signature : 6 digits (representing the hexa value of the 3 bytes TMSI signature)

RAI : this is composed of:
LAI: 5 or 6 digits + 4 digits (representing the hexa value of the 2 bytes LAC)

RAC: 2 digits (representing the hexa value of the 1 byte RAC)

The TID is a temporary ID previously delivered by the 3GPPP AAA. The format is the  following: 

16 digits (representing the hexa value of 8 bytes). 

To discriminate between the IMSI, P-TMSI and TID the size is used..

Note : generating an identity conforming to NAI format from IMSI is defined in EAP/SIM (draft-haverinen-pppext-eap-sim-04.txt).

4.
The 3GPP AAA Server is chosen based on the NAI.

Note : diameter/radius proxy chaining and/or diameter referral can be applied to find the AAA server.

5.
The 3GPP AAA server receives the EAP Response/Identity packet that contains the subscriber identity. This identity may be the triplet P-TMSI, P-TMSI signature, RAI or a TID or an IMSI. If the subscriber identity is the TID then the 3GPP AAA server checks whether is can retrieve the associated IMSI. If yes then go to step 9 otherwise go to step 8. If the subscriber identity is the IMSI then go to step 9.   
6.
If the subscriber identity is composed with the triplet P-TMSI, PTMSI signature, RAI then the AAA server requests the IMSI from the old SGSN.

7.
The 3GPP AAA server receives the response from the old SGSN. That response contains the IMSI and the Authentication triplet(s) associated with the UE or an error. In case of error the following step is required otherwise the step 8 is skipped.

8. 
The 3GPP AAA server requests the IMSI from the UE using an EAP Request/Identity with the EAP AKA AT_PERMANENT IDENTITY_REQ flag. The UE is then obliged to return the IMSI within the EAP Response/Identity.
9.
The 3GPP AAA Server guesses, based on the NAI, that the subscriber is a GSM user; hence it sends the EAP Request/SIM-Start packet to WLAN.

10.
WLAN sends the EAP Request/SIM-Start packet to UE

11.
The UE chooses a fresh random number NONCE_MT. The random number is used in network authentication.

The UE sends the EAP Response/SIM-Start packet, containing NONCE_MT, to WLAN

12.
WLAN sends the EAP Response/SIM-Start packet to 3GPP AAA Server

13.
3GPP AAA Server checks that it has N (usually two or three) available authentication triplets (RAND, SRES, Kc) for the subscriber from previous authentication. Several triplets are required in order to generate longer session keys. If no triplet is available  (IMSI has been used as the user identifier), a set of authentication triplets is retrieved from HSS/HLR. 
Although this step is presented after step 12 in this examples, it could be performed at some other point, for example after step 8, however before step 15. (This will be specified as part of the Wx interface.)

14.
3GPP AAA server checks that it has the WLAN access profile of the subscriber available. If not, the profile is retrieved from HSS/HLR. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service. 

Although this step is presented after step 13 in this example, it could performed at some other point, however before step 21. (This will be the specified as part of the Wx interface.)

15.
New keying material is derived from NONCE_MT and N Kc keys. The extra keying material is required in order to calculate a network authentication value and to pass the encrypted and integrity protected temporary identifier to the UE. The keying material may also be used for WLAN technology specific confidentiality or integrity protection. 

A message authentication code (MAC) is calculated over the RAND challenges using a newly derived key. This MAC is used as a network authentication value.

 A new temporary ID (TID) is chosen and encrypted. The UE will store this information but not in the SIM. This TID will be used for subsequent authentication phases.

3GPP AAA Server sends RAND, MAC, and encrypted temporary identifier to WLAN in EAP Request/SIM-Challenge message.

16.
The WLAN sends the EAP Request/SIM-Challenge message to the UE

17.
UE runs the GSM A3/A8 algorithms N times, once for each received RAND. 

This computing gives N SRES and Kc values.

The UE derives additional keying material from N Kc keys and NONCE_MT.

The UE calculates its copy of the network authentication MAC and checks that it is equal with the received MAC. If the MAC is incorrect, the network authentication has failed and the UE cancels the authentication (not shown in this example). The UE continues the authentication exchange only if the MAC is correct.

UE decrypts pseudonym and saves it to be used on next authentication.

UE calculates a combined response value MAC_SRES from the N SRES responses.

18.
UE sends EAP Response/SIM-Challenge containing calculated MAC_SRES to WLAN

19.
WLAN sends the EAP Response/SIM-Challenge packet to 3GPP AAA Server

20.
3GPP AAA Server compares its copy of the MAC_SRES with the received MAC_SRES.

21.
If the comparison in step 20 is successful, then 3GPP AAA Server sends the EAP Success message to WLAN. The 3GPP AAA Server includes the derived keying material in the message. WLAN stores the keying material to be used in communication with the authenticated UE.

22.
WLAN informs the UE about the successful authentication with the EAP Success message. Now the EAP SIM exchange has been successfully completed, and the UE and the WLAN share session key material. 

Note 1: The 3GPP AAA Server that is referred to in this diagram is the one that actually realises the authentication. If AAA Proxies are used between the WLAN Access Network and the AAA Server, they are not referred to in this diagram.


Note 3 : the derivation of the value of N is for further study
APPENDIX A

The 3GPP AAA server finds the address to the old SGSN by the association old RA - old SGSN. Thus, each 3GPP AAA server knows the address to every other SGSN in the PLMN.

Another option is that the 3GPP AAA server may not itself have access to the address to the old SGSN. Instead, it the old RA information passes to it by the MS to a logical name of the form:

RACxxxx.LACyyyy.MNCzzzz.MCCwwww.GPRS;




where x,y,z and w shall be Hex coded digits.

If there are less than 4 significant digits in xxxx, yyyy, zzzz, wwww, one or more "0" digit(s) is/are inserted at the left side to fill the 4 digits HEX coding.
The SGSN may then acquire the IP address of the old SGSN from a DNS server, using the logical address.
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