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1 Introduction

The S2 WLAN interworking TR 23.934 v0.3.0 discusses the EAP SIM (Internet-Draft draft-haverinen-pppext-eap-sim-05.txt) and EAP AKA (Internet-Draft draft-arkko-pppext-eap-aka-04.txt) authentication procedures in Section 7.1. Both mechanisms support the usage of temporary identifiers for subscriber anonymity. However, the storage and allocation of the temporary identifiers is considered for further study in the current TR version. This contribution proposes a temporary identifier allocation procedure, temporary identifier related requirements for the Wx reference point and temporary identifier structure for EAP SIM and EAP AKA authentication procedures. 

On each WLAN connection, a different 3GPP AAA Server may serve the UE. This may occur for example if the operator employs several 3GPP AAA Servers for load balancing and failover purposes. However, regardless whether the 3GPP AAA Server changes, temporary identifiers allocated on previous connection should still be usable and recognized by the 3GPP system. Therefore, WLAN temporary identifiers should be allocated and stored by the HSS/HLR. This allows the serving 3GPP AAA Server to change between WLAN connections without having to retrieve information from the previous 3GPP AAA Server to the new 3GPP AAA Server and without the need to utilise the permanent identity in clear text. 

All long-term subscriber data, including temporary identifiers, are hence stored in HSS/HLR, and the 3GPP AAA Server does not need to maintain any semi-permanent subscriber databases and no inter-3GPP AAA server communications is required.

EAP SIM and EAP AKA specifications only specify how temporary identifiers are used and transported over EAP SIM and EAP AKA. The specifications do not specify any format for temporary identifiers. This contribution proposes a temporary identifier format to be used for WLAN-3G interworking that includes the PLMN-ID of the issuing operator. The reason to include PLMN-ID to the temporary ID is to make each temporary ID globally unigue. The usage of PLMN ID as a part of temporary ID may also facilitate further evolution of 3G-WLAN interworking e.g  when cellular like PLMN selection mechanisms are developed for 3G-WLAN interworking.
2 Temporary Identifier Allocation and Format

2.1 Temporary Identifier Allocation

3GPP-WLAN interworking does not re-use the temporary identities of 3GPP CS or PS services in order to allow simultaneous CS and PS services to exist during WLAN connection and to prevent WLAN interworking from disrupting the existing 3GPP functionality. Rather, specific WLAN temporary identifiers are used. 

WLAN temporary identifiers are allocated and stored by HSS/HLR. This allows the serving 3GPP AAA Server to change between WLAN connections and still use temporary identifiers that were allocated on previous connections. All long-term subscriber data, including temporary identifiers, are hence stored in HSS/HLR, and the 3GPP AAA Server does not need to maintain any subscriber database.

2.2 Temporary NAI Username Format

In EAP SIM and EAP AKA, the first character of the Network Access Identifier is used as a hint for the preferred EAP method. In EAP SIM, the first character is the digit one (“1”), and in EAP AKA the digit zero (“0”). This is specified in EAP SIM and EAP AKA specifications. 

EAP SIM and EAP AKA specify that the client use the temporary identifier transported from the network without any changes. The client receives the next temporary identifier as a Network Access Identifier username portion, which the client must not modify. EAP SIM and EAP AKA do not specify any format for the temporary identifier.

In 3G-WLAN interworking following temporary NAI username format shall be used for EAP/AKA and EAP/SIM:


Leading digit shall be "0" for EAP/SIM and "1" for EAP/AKA.

Temporary ID shall be encoded similarly as the IMSI, i.e. the first digits of IMSI that contain the PLMN-ID followed the actual temporary identity number. The digits of PLMN part as well as the temporary ID number shall be encoded as specified for IMSI. However the length of the temporary identity number is not defined.

Temporary ID shall be allocated by HSS/HLR.  The format and length of the temporary ID part depends on the HSS/HLR implementation.  HSS/HLR shall allocate the temporary ID in such a way that it can distinguish it from any IMSIs.

The HSS/HLR implementation must allocate the PLMN-ID and temporary ID part so that the resulting NAI username portion conforms to the NAI specification RFC 2486. Hence, the temporary ID part can only contain characters that are allowed in RFC2486. RFC 2486 also requires that devices handling NAIs must support an NAI length of at least 72 octets. This includes both the username and realm portions of the NAI. As the realm portion is optional in RFC 2486, the 3GPP devices handling temporary identifiers must support a temporary identifier length of at least 72 octets.

2.3 Temporary Identifier Management 

The 3GPP AAA Server obtains subscriber information and authentication vectors from the HSS/HLR. The following functionality is required in the Wx reference point for temporary identifier management:

· Retrieval of new temporary identifiers from HSS/HLR to 3GPP AAA Server 

· Retrieval of the permanent subscriber identity (e.g. IMSI in USIM authentication) that corresponds to a temporary identifier from HSS/HLR to 3GPP AAA Server

3 Proposal

It is proposed that:

· ​Sections 2.1 and 2.2 of this contribution are included in the chapter 5 of S2 WLAN TR.

· The functionalities listed in Section 2.3 of this contribution are added in S2 WLAN TR Chapter "Wx reference point".
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