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1 Introduction and background

This document motivates the use of home network authentication for 3GPP-WLAN subscribers. There are two options for authentication – home and visited network models – discussed in the 3GPP WLAN group. However, many of the participating companies seams to agree on the home network model for authentication. This documents presents some of the arguments for that model.

2 Considerations

2.1 Deployment of the 3GPP-WLAN interworking system

→ If authentication is performed in the Home PLMN, operator can quickly deploy its system since requirements on other operators are minimal. 

If the authentication is performed in the Home network, just the standard AAA proxy functionality required would be to transfer authentication and authorisation messages between the WLAN hotspot and the Home PLMN. 

2.2 AKA over EAP 

→ If authentication is performed in the Home PLMN, it is the operator choice which EAP mechanism to use. Besides, it can take advantage of the EAP SIM flexibility. 

AKA transported over EAP will be used between the UE and the Authentication server for both options.  
There are two EAP mechanisms to carry out AKA for authentication and key agreement: EAP AKA and EAP SIM mechanisms (see references): 

· EAP AKA performs the regular GSM/UMTS AKA mechanisms 

· EAP SIM is only applicable to GSM subscriber. However it extends the basic GSM AKA so that the level of protection is enhanced and made equivalent to UMTS AKA. Particularly, the improvements over regular GSM AKA are the following: several RAND challenges are used to derive longer session keys and the possibility for the UE to authenticate the network (the home or visited, depending on the option chosen)

Intermediate nodes are not aware of the EAP contents. The decision to implement one or other mechanism impacts only the extreme nodes (user equipment and AAA server performing the authentication). 

· If the authentication is performed in the visited network, then the mechanism to be used must be globally agreed and standardised.  

· If the authentication is performed in the home network, it is the decision of the home operator which mechanism to use.  


Besides the selection of the EAP AKA or EAP SIM, if the home operator chooses to use EAP SIM, it can take advantage of its flexibility for providing enhanced security mechanisms to its users. Whereas having the authentication server in the visited network will not allow differences between the operators. 

2.3 Identity privacy support

→ The Home based authentication allows the use of pseudonyms for subsequent registrations regardless of the visited network

EAP AKA and EAP SIM allow the network to assign a pseudonym to the WLAN user so that the user can use the pseudonym instead of the static identifier in subsequent authentication exchanges. The use of this pseudonym favours the user location privacy.

This pseudonym is only known by the user and the Authentication Server, and is kept in both entities for further exchanges. If the Authentication Server resides in the Visited Network, a previously negotiated pseudonym cannot be reused if the user roams to another visited network. Moreover, it is likely that the visited network will not keep for a long time the roamer’s data, and even when the user attaches again through the same visited network, the pseudonym may be lost. 

On the other hand, if the Authentication Server resides in the Home Network, the last assigned pseudonym may be kept within the User Profile, being available for later use.

2.4 Authentication signalling flow

→ The Home based authentication and authorisation does not increase signalling in a significant way

It is true that when authentication is performed in the Visited PLMN several authentication vectors can be requested to the Home PLMN at the same time and used locally for later re-authentication requests. However, the re-authentication is most probably not done as often as in the GSM/GPRS model, and there is no specific requirement in WLAN-3GPP systems on this.

Besides, as explained in chapter 2.7, in case the authentication is performed in the Visited Network, it is required an additional message for authorisation profile download. 

2.5 Re-authentication signalling

→ The Home based authentication delays re-authentication.
It has been argued that the re-authentication can be handled locally, when using the visited based authentication. This is a valid argument. However, if re-authentication performance should be significantly improved it shall be  done locally in the WLAN network. The same situation applies for authentication that is done in combination with mobility, using 802.1x when the AP’s should authenticate the UE’s. For this purpose, to transfer security context from the old AP to the new AP, an inter AP protocol, IAPP, is developed in the WLAN community.  The need for such functionality in a 3GPP-WLAN system is discussed in the Tdoc S2-021930 (see reference).

If faster re-authentication is required, this can be solved in the WLAN network instead of with the 3GPP visited network model.

3 References

· EAP AKA Authentication: http://search.ietf.org/internet-drafts/draft-arkko-pppext-eap-aka-03.txt
· EAP SIM Authentication: http://search.ietf.org/internet-drafts/draft-haverinen-pppext-eap-sim-04.txt
· Tdoc S2-021930, re-authentication at re-association; Cisco, Nokia
4 Proposal

The conclusion of the analysis is that the access control should be performed in the Home Network for the 3GPP-WLAN systems. 





































