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1 Introduction

In this document, we address the issue of identity protection when the UE authenticates in the WLAN environment with the 3GPP AAA server. Identity protection is an important issue in the cellular network, it is even more so in a cellular network and WLAN interworking environment. This is because most of the WLANs operate in the unlicensed band and they are relatively more prone to security attack than cellular networks. Proposals have been made to tackle this issue, they all rely on the use of a temporary id. However, there are some inherent problems with such an approach: Temporary ids are created in the SGSNs or 3GPP AAA servers. When the UE roams around and changes SGSNs and/or 3GPP AAA servers, additional information (such as old RAI) has to be provided by the UE and interactions are required among the SGSNs and the 3GPP AAA servers to retrieve the temporary ids. In the case these temporary ids are purged from the place it was last used, the UE is requested to send its original id (e.g. IMSI) in the clear, which is clearly undesirable. It is possible to store the temporary ids in the HSS/HLR, however, this would require frequent updates to the HSS/HLR, especially when temporary ids are changed frequently for adequate protection in the WLAN environment. In this document, we propose a solution that does not have the above-mentioned problems. It is based on the use of 3GPP AAA server certificates to protect the user identity. With our solution, no temporary id is required. The UE can just use the original user id (e.g. the IMSI) for authentication. 

2 The solution

The basic idea of our solution is that the UE uses the public key of the 3GPP AAA server to encrypt the user id and uses the encrypted id for subsequent authentication. Since the encrypted id can only be decrypted by the 3GPP AAA server with its private key, the user identity is strongly protected. Note that only the user id is protected this way, the rest of the authentication is unchanged and can use any type of authentication methods such as EAP-AKA, EAP-SIM etc.

Since it is possible that a UE may use many different 3GPP AAA servers, it is not feasible for the UE to store the public keys of all these 3GPP servers, some of which are unknown to the UE (e.g. in the visited 3GPP networks). To address this issue, each 3GPP AAA server is associated with a certificate that contains the server's public key, this certificate is signed by a well-known entity such as Verisign. When a UE tries to authenticate in a WLAN, the WLAN first helps the UE to obtain the certificate of the corresponding 3GPP AAA server (either in the visited network or in the home network). The UE verifies the certificate and extracts the server public key upon successful verification. It can then use the public key to encrypt the user id.

To further improve the robustness of our identity protection scheme, we can randomize the encrypted user id. Note that although the user id is encrypted, the encrypted result is unchanged unlike the temporary user ids. This may pose certain security weakness since it may give a hacker clues to figure out the original user id. To deal with this problem, the UE concatenates the user id with a random number and encrypts the whole string. The length of the random number is fixed thus the 3GPP AAA server knows which part is the actual user id when it decrypts the string. With this random number, it will become much more difficult for a hacker to make an association between the actual user id and the encrypted user id. 

We now describe the details of the interaction among the UE, the WLAN and the 3GPP AAA server as related to UE identity protection as illustrated in Figure 1. Since the protection scheme words regardless of the actual authentication methods, we only present the sequence on how the encrypted id string is generated. 

1. The UE associates with a WLAN

2. The WLAN sends an EAP-Request for user id

3. The UE sends back an EAP-Response, only the realm of the home network is included in the response in the form of @home_network_realm. The user name part is empty.

4. The WLAN contacts the corresponding 3GPP AAA server and notifies the server about the UE's home network

5. The server sends back its certificate to the WLAN

6. The WLAN forwards the certificate to the UE

7. The UE verifies the certificate and obtains the 3GPP AAA server's public key, generates a random string, concatenates the string with the user id and encrypts the result with the 3GPP AAA server's public key. This encrypted string will be used for all subsequent communication for this authentication.
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Figure 1 The interaction sequence for generating encrypted & randomized user id

3 Proposal

It is proposed that a separate section in the TR should be created on identity protection and the above mentioned solution be included in the section. 
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