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1.  Introduction

The TR 23.934 proposes authentication methods for scenario 2 interworking, relying on the use of the (U)SIM based on existing AKA methods. However these procedures do not contain any integrity and ciphering key delivery to the WLAN system. Therefore, in the current state of the TR, although the authentication is based on UMTS/GPRS entity, the ciphering and integrity rely on existing WLAN product, which are not secured enough. 

This contribution points out some security issues that should be treated in order to ensure a security level equivalent to the 3GPP security level.

2.  Correlation between authentication and integrity and integrity

If 3GPP decide to simply rely on WLAN integrity and ciphering methods without specifying anything as it stands currently in the TR, this will result in integrity and ciphering keys that are not even correlated with the authentication procedure. However the correlation between authentication and integrity and ciphering key delivery is a strong benefit of the 3GPP procedure. So we should define a procedure that correlates authentication and integrity and ciphering key delivery.

Today, WEP is not considered as useful for WLAN security. TKIP is a software enhancement that is currently being studied at IEEE. TKIP relies on a master key that can be provided to the WLAN through a Radius interface. A solution for 3GPP-WLAN interworking could be to generate this master key depending on the 3GPP keys, so that we could ensure some correlation between authentication (when the 3GPP keys are generated) and integrity. The integrity and ciphering would then be weaker than the one provided by 3GPP (TKIP does not provide the same level of security as 3GPP), but it would have the advantage of not driving any hardware modification to the TKIP procedure that is being standardized in IEEE.

Another solution would be to integrate the 3GPP keys in the WLAN. This solution would be as secure as in 3GPP, but this would trigger hardware modifications to the WLAN procedures.

 3.  Conclusion

Orange propose to send an LS to SA3 and BRAN in order to initiate the work of these groups on these security issues.

