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1 Introduction

There have been various discussions concerning the re-authentication timing. This contribution clarifies the requirements for advanced interworking scenarios and proposes text to be included in the TR.

2 SIM Timing

Although SIM specific, GSM 04.13 includes timings which may be indicative for UICC.

GSM 04.13 includes an allowance of 500ms for the running of the authentication algorithm. 

Note: A comparable 3GPP 24.013 does not exists and 3GPP 31.102 does not include a performance specification for running the UICC AUTHENTICATE command.

EAP based ICC authentication may require multiple running of the ICC authentication algorithm, e.g., for EAP-SIM.

3 Impact of full re-authentication

The time taken for the EAP supplicant to obtain a challenge response and to derive a WLAN session key from the ICC will significantly impact the ability to support advanced inter-working scenarios, including access to PS based services and session continuity.

4 Recommended Re-association approach

It is concluded that any architecture requiring full USIM 802.1X authentication at re-association cannot support advanced interworking scenarios.

From IEEE Std 802.11i/D2.0, March 2002
8.3.2.3.4.1.3  Reassociation

When a station re-associates with another AP, it would be useful to be able to transfer the keying information to the new AP and authenticate the station without requiring full 802.1X authentication. When transferring the Pairwise Master Key (PMK), it would be useful to derive a Transfer PMK to pass to the new AP so if the new AP is compromised it cannot read old data.
Without such type of functionality, the support of advanced interworking scenarios will be severely impacted.

It is proposed to add the following text to the TR Chapter 5:

“Advanced interworking scenarios require functionality for the transfer of keying information to enable fast re-association to a new Access Point. With the current level of ICC performance (500ms for running the authentication algorithm) full USIM 802.1X Authentication will not meet this requirement. Alternative techniques, e.g., using 802.11i/IAPP procedures or EAP based TLS session resumption techniques, will be required.”








































































































































