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1 Introduction

This contribution discusses and proposes a set of security related functional requirements for WLAN access control according to the service requirements from 3GPP TSG SA WG 1.

2 Security of WLAN Authentication and Access Control

One essential part of access control security is the security of the authentication procedure. Secure authentication procedure guarantees that the user being authenticated is who he is claiming to be at the moment of authentication execution. As stated in the 3GPP S1 TR, the WLAN authentication procedure shall provide the same level of security as the 3GPP System authentication procedure. This requirement applies in the same way for both the initial and any subsequent authentication.

Secure authentication procedure however does not ensure at all what happens after the moment when a secure authentication, meeting the S1 requirements, is successfully executed. 

In order to guarantee that an authenticated session can not be hijacked by a rogue terminal or by a rogue network, it is required that WLAN terminal and WLAN network possess keying material that can be used to verify the origin of further communication between the WLAN terminal and WLAN network. 

The security requirement for generation and utilisation of the keying material is the same as the security requirement for the authentication, i.e. at least 3GPP System equivalent security. The keying material shall thus not be able to be generated by any other party than those who successfully executed the authentication procedure. A man in the middle or a wireless observer shall not be able to derive the session key material.

In order to be able to get the 3GPP System equivalent security the WLAN connection between the WLAN terminal and WLAN network has to support utilisation of this keying material for connection hijacking prevention. Integrity protected communications is also important from accounting point of view especially in volume-based accounting, because integrity protection ensures that only the valid WLAN terminal is able to transmit packets that are accounted for.

Another important part of the authentication procedure is the storage of long-term authentication credentials. “Long-term” refers here to credentials that do not change between sessions, as opposed to session keys and other short-term “credentials” that are different in each session. 

The user equipment may be vulnerable to various kinds of hostile software. If a virus intrudes into the user equipment, it shall not be able to access the long-term authentication credentials that are used for subscriber or network authentication. This requirement prevents an attacker from cloning the subscription information and hereby being able to use the network on the victim’s account. This requirement also prevents an attacker from being able to build rogue networks, which then could successfully pass network authentication. In the 3GPP System this is achieved by storing the long-term authentication credentials (the subscriber’s secret key) on the tamper proof memory of UICC card. The wireless LAN user equipment shall provide the at least same level of protection as is provided in the 3GPP System, and hence all long-term Wireless LAN authentication credentials shall be stored on the tamper proof memory of UICC.

In addition to the security reasons, storing credentials and other configuration on the UICC is important from the point of view of user-friendliness. If the UICC contains all required configuration, the user can instantly and conveniently put the terminal into working order by merely inserting the UICC. It is hard to securely achieve such “zero configuration” user experience if some of the required security configuration isn’t included in the UICC.

3 Proposal

It is proposed that following statements about authentication and access control security requirements are included in the S2 WLAN interworking TR:

Authentication and Access Control Security Requirements:

· Selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as 3GPP System authentication procedure

· Subsequent WLAN re-authentication shall not compromise the requirement for 3GPP System equivalent security

· Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying material.

· Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle attacks. In other words, a man in the middle shall not be able to learn the session key material.

· The WLAN technology specific connection between the WLAN UE and WLAN AN shall be able to utilise the generated keying material for protecting the integrity of an authenticated connection

· All long-term security credentials used for subscriber and network authentication shall be stored within the UICC card










