3GPP TSG SA WG2 #24
   S2-021743

Naantali, Finland, 24th-28th June 2002 

Agenda Item: 
9.5 MBMS
Source: 
Nortel Networks

Title: 
MBMS authentication and ciphering location

Document for:
Discussion & approval

1 Introduction

This contributions proposed discussions on the entity that should provide MBMS authentication and ciphering key and discussion on the entity that should cipher the MBMS data.

2 Constraints to be taken into account to determine which Network entity will provide the MBMS ciphering key

The following have to be considered:

· The ciphering key shall be common to all users receiving the same MBMS service. Ciphering key cannot be particular to a user. Ciphering key cannot be part of user UMTS subscriptions.

· The ciphering key used at one moment shall be the same for the whole MBMS distribution tree so that a UE is not obliged to get a new ciphering key each time it changes its location within a same MBMS distribution area.
· The entities that will use the ciphering key (UE + Network element) shall obtain it from the entity providing the ciphering key. As the ciphering key can change during a MBMS session (to avoid fraudulent access to the service when users leave the service), access to the key shall be possible at start of the MBMS session and during session duration. 
· A protocol shall allow the entities using the ciphering key (UE and Network entity) to get the key from the entity providing the ciphering key.
· Both entities should get the same key and use them at the same time
3 Which Network entity will provide the MBMS ciphering key?

Different entities can provide the MBMS ciphering key to be used:

· the application server (BM-SC)

· the SGSN

3.1 If the MBMS server provides the ciphering key

Any MBMS application (internet application) could decide to cipher its data when it expects to restrict its audience. The mechanisms used will be application-specific. The MBMS architecture should support this possibility.

In order to associate the ciphering key with the session a user interaction with the MBMS server is needed. Again, this is  application specific and so out of the scope of 3GPP, however there is a need for connectivity between the UE and the server over which this application protocol can operate.

Currently the UE interacts with the application server before MBMS session activation over a dedicated bearer established between the user and the MBMS server. 

If ciphering key is exchanged between the UE and the server, the UMTS network (UTRAN) does not see ciphering key so that ciphering can only be done at application layer. This requires ciphering to be done only on the payload data in order to maintain ROHC efficiency.

Key change during a MBMS session: each time the UE expects a change of key, it has to exchange point-to-point signalling with the server. 

3.2 If the SGSN provides the ciphering key

The possibility for the application to perform ciphering must be supported. There still remains the question of whether ciphering is required in the GPRS network. In order to maintain ROHC efficiency, this ciphering must be performed at the RNC in a similar manner to existing UTRAN PS procedures.

This section considers whether the SGSN could provide the ciphering key to the UE and RNC.

3.2.1 Can we re-use existing SGSN ciphering procedure?

In UMTS, the SGSN provides the ciphering key to the UTRAN and to the user at UE attachment, not at PDP Context activation:

· The key is not linked to a session while this is needed for MBMS

· The key is specific to a UE while this is not the case for MBMS

· The messages used to transfer information are linked to attachment of the user, not to the session activation, so cannot be re-used for MBMS

· The key is not expected to be modify too often as this modification has to be done via OAM updates in the HLR and brings to the deactivation of the associated PDP context.

Conclusion: current UMTS procedures used for UMTS ciphering key are not adapted to MBMS needs.

3.2.2 Use of a new procedure for the SGSN?

If the SGSN provides the MBMS ciphering key, the SGSN shall:

· Be configured with (or be able to generate) MBMS ciphering keys independent of all users. This is not in the current HLR UE subscription but in a new “database”.

· All SGSNs need to be configured with (or need to generate) the same MBMS key. This database shall be shared between all SGSNs.

· This shall be done for introduction of each new MBMS service – i.e. real-time information on available MBMS services and their ciphering keys shall be managed in the GPRS network – this management overhead would not otherwise be necessary.

Conclusion: important MBMS specificities have to be provided and will brings to a more complex SGSN specifications compared to the current ones. If ciphering is provided at application layer, it shall be clarified if a second UMTS specific ciphering procedure is needed.

4 Conclusion

It is proposed to discuss the above constraints and the proposals and to add the agreeable constraints described in chapter 2 and chapter 3 in section 5.4.1.2 “Authentication and Authorization procedure” of the MBMS TR 23.846.























































