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1.  Introduction

This contribution proposes to list the main GGSN features in 3GPP standards, in order to identify which ones are necessary for WLAN interworking. Then, the situation of direct connection UE-WLAN-External Network is studied, in order to detect which necessary GGSN functions are not provided. A new entity may then be necessary to provide these functions.

Two situations are described in the figure below:

· UE-UTRAN-SGSN-GGSN-External Network connection;

· UE-WLAN-GGSN.
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2.  Main GGSN Features

In this section we study the case of a classical 3GPP connection: UE-UTRAN-SGSN-GGSN-External Network.

In such a situation, the main GGSN features are as follows.

Anchor: While a PDP Context remains activated, all the packets corresponding to this PDP Context go through the same GGSN. Due to this anchor function, the GGSN ensures the continuity of service in case of intra-UMTS mobility. 

Subscription Checking: The SGSN checks subscription and fills the 'Selection Mode' field to indicate if the required APN is subscribed or not. Then, if an APN requires subscription, the GGSN rejects the PDP Context Activation if the 'Selection Mode' field indicates that the requested APN is not subscribed. 

Hence in UMTS, the pair SGSN-GGSN completes subscription checking.

External Network Access Control: The GGSN can ensure the access control to the external network. If the authentication procedures towards the target external network fail, the PDP Context activation is rejected and the IP address is not allocated.

Home environment access even when the user is roaming: in case of roaming, the home GGSN allows the user to retrieve his usual home environment. This avoids interconnecting the external network to every operator roaming partner.

Charging: The GGSN generates the G-CDRs, including service identifiers, sent and received data volumes or QoS.

Addressing: According to the external network contacted, the GGSN can be more than a simple router: using VPN or equivalent mechanism on Gi interface and GTP tunneling mechanism on Gn interface, it sends packets directly towards the right external network without involving any routing function. This tunnel management is done below the addressing IP layer, hence the GGSN is able to manage overlapping private addressing space used by different external networks. Moreover, thanks to PDP Context handling, the GGSN centralizes the addressing resource management and it is able to release a PDP Context on timer expiration, for instance.

QoS: In Release 5, for IMS communications, the GGSN manages the QoS using its interconnection with the IMS through the Go interface. Moreover, thanks to the secondary PDP Context Activation procedure, the GGSN can also handle several different PDP Contexts having different QoS per source/destination address pair. Finally, the GGSN ensures, by marking the packets for instance, that the QoS negotiated is effectively provided on Gi (for uplink data transfer) and Gn (for downlink data transfer) interfaces.

Security functions: As the GGSN controls the connected external networks, it can be considered as ensuring some firewall functions (filtering); it can also include encryption functions for a secure data transfer from/to the external network.

Lawful interception: In some countries, it is mandatory to provide lawful interception at SGSN and/or GGSN.

Address allocation: The GGSN allocates dynamic IP address to the UE (by means of internal address pools or procedures towards the external network)

Incoming sessions: In TS 23.060, the optional Gc interface (between the GGSN and the HLR) allows network initiated PDP Context Activations.

3. Case of a direct connection: UE-WLAN-External Network

In this situation there is no more GGSN to provide the above functions. For each function, we analyse the impact of having no GGSN.

Anchor: If no GGSN is used between the WLAN Access Network and the External Network, the continuity of service cannot be provided in case of inter WLAN handover or WLAN-3GPP handover. Every time the user goes from a network to another, it needs to interrupt the service to get a new IP address. The other solution would be to use Mobile IP. Then it would be necessary to introduce a Home Agent to replace the GGSN "Anchor" functionality for WLAN-WLAN or WLAN-3GPP mobility.

Note: the GGSN is still necessary for intra-3GPP mobility. Hence if Mobile IP is used, the UE needs to be attached both to the GGSN and to the Home Agent (in case it moves to a WLAN later).

Subscription Checking: In the present configuration, the subscription checking procedure will need to be provided by the Wx interface.

External Network Access Control: If no GGSN is present, the access control needs to be ensured by another entity. If an operator entity replaces the GGSN for IP address allocation, this entity will also have to ensure access control. If the IP address allocation relies on the external network, the access control will probably be managed by the external network, too.

Home environment access even when the user is roaming: If there is no home operator entity at the WLAN boundary, the home environment access requires a direct interconnection between the external network and every WLAN Access Network.

Charging: This issue is already being studied at SA2.

Addressing: If no GGSN is used, it is no longer possible to manage private addressing from several external networks within the same WLAN Access Network. Hence another tunneling mechanism needs to be found to replace GTP. Moreover, every entity that manages addressing resource must be able to release an address for reasons such inactivity or other timer expiration.

Note: it is reminded that the main requirement is "no impact on the WLAN standards".

QoS: It is necessary to check the compatibility between the required QoS, the QoS that can be supported by the contacted network, and the subscribed QoS for this network. If no GGSN is provided, this function (which is usually ensured by both the SGSN and the GGSN) will have to be ensured by another entity. For IMS communications, this entity will have to support an equivalent to the Go interface. Moreover, QoS enforcement is lost if no GGSN is used.

Security functions: If no GGSN is used, a firewall will be necessary at the WLAN boundary. For encryption functions, they would have to be provided end-to-end between the mobile node and the external network.

Lawful interception: This feature is mandatory is some countries, so it must be ensured even if no GGSN is used.

Address allocation: Without GGSN, the UE must be able to retrieve an IP address consistent with the external network addressing plan.

Incoming sessions: If no interworking entity is present (including an interface with the HLR), "always on" connections will be required to allow incoming sessions.

4. Conclusion

According to section 3, the absence of any GGSN between the WLAN Access Network and the External Network implies the necessity of adding a new functional entity instead of the GGSN. 
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This functional entity must have the following functionalities (authentication and charging are considered as ensured by AAA Proxies/Servers):

For scenarios 2 to 5:

· Subscription and QoS checking and enforcement – for IMS: the Go interface must be available

· Management of private addressing from several different external networks

· External Network Access Control

· Firewall

· Lawful interception

· Interface with the HLR if incoming sessions are to be allowed

For scenario 5

· Anchor: handovers must be managed. Handover management seems to be the most difficult function to ensure, as Mobile IP does not provide seamless continuity of service today.

To conclude, Orange France requires:

· That the above requirements are taken into account for all scenarios;

· That a deeper study is done for scenario 5 to ensure seamless handovers between WLAN and 3GPP networks; in fact GGSN may not be able to support a WLAN-like traffic, but the anchor function may be necessary.

Orange France is willing to provide the corresponding CRs and contributions.
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