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CN3 has identified a potential issue with the identification of the filtering parameters associated with Service Based Local Policy (SBLP) which is needed to prevent misuse of the communication data link set up between two end parties (see LS from CN3 tdoc number N3-020486). This contribution aims to explain the problem and provide a simple solution for Release 5 which allows for forward compatibility for more flexible mechanisms in future releases.

Discussion 

SBLP is the mechanism which authorises the media session via an authorisation check in the PCSCF/PCF and a corresponding configuration of the GGSN. Within SBLP the PCSCF/PCF uses information contained in the SDP messages to build its filtering criteria. This filtering criteria is then used in order to set the dynamic packet filters (in both the uplink and the downlink) in the GGSN. 

SDP currently only identifies the IP address that a user will receive data on, i.e. user A identifies the IP address that it wishes to receive data from user B. This approach was introduced in SDP in order to provide flexibility to the mechanism without having to state explicitly the transmitting source address information of the end users. This meant that a user could have receiving equipment (i.e. the speakers) with a separate IP address to the transmitting equipment (i.e. the microphone) whilst at the same time keeping SDP as lightweight as possible (i.e. removing what was thought of at the time as redundant information). Unfortunately an issue arises for setting the packet filters due to this lack of source address information.

To help to illustrate this we will take the example of a 3GPP user A who has an authorised session with user B (non 3GPP user). User A has the same IP address for its speakers and microphone (1.1.1.1)
 whilst User B has an IP address for its speaker (receiving IP address) (2.2.2.2) and a different IP address for its microphone (transmitting IP address) (3.3.3.3); see figure below.
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According to the current information provided from SDP, the P-CSCF(PCF) would contain 

· Information for the uplink  (i.e. from A to B) taken from the SDP information:

Destination IP address: B’s speakers : (2.2.2.2) + associated port number x

Source IP address: Unspecified by SDP
· Information for the downlink  (i.e. from B to A): taken from the SDP information

Destination IP address: A’s speakers : (1.1.1.1) + port number y

Source IP address: Unspecified by SDP 

The current working assumption in CN3 is that in order to overcome this lack of information from SDP, the source addresses are wildcarded. Although this resolves the issue of handling unspecified fields, it would open up the possibility to allow for both denial of service attacks and theft of service attacks as the mechanism no longer has control of the transmitting side of the communication. 

One example of denial of service envisaged would be an (unscrupulous) third party discovers subscriber A’s address and port number. This third party could then subsequently forward packets to the subscriber .Whilst IP addresses which did not have the correct port number would be discarded by the GGSN other packets would enter the UMTS network which would congest the agreed data transmission path (although it will unlikely result in subscriber actually seeing the data which was sent). The consequences of this would potentially be bad service experience for user A, as well as inconsistent billing information of the bearer path (i.e. the GPRS mechanism has no way of separating the agreed data form the unsolicited data as both types will be sent over the same PDP context). It may also mean that subscriber A or perhaps even a calling party ends up paying for this additional data which has been sent.

An example of theft of service would be subscriber A sets up two IMS sessions one with a streaming server and the other with a colluding third party. In both the sessions the subscriber uses the same IP address and port number. The system has no way of differentiating which terminating entity the subscriber is receiving data nor the amount of data sent on and hence data subject to content charging may not get charged.

In order to overcome this issue the source address information would have to be identified by the P-CSCF(PCF) to enable the PCF to set the complete packet filters and ensuring that only agreed parties are able to send/receive data in this session. The identification of this source information could either be via implicit identification within SDP or via an implicit relationship between the “transmit” and “receive” components of the terminal. Given the lateness of the discovery of this issue, it is assumed that it would be impossible to incorporate the required changes in SDP within the Release 5 timeframe. It is thus recommended that the implicit relationship identification of the source address information is used to resolve this issue for Release 5 whilst a more flexible mechanism (i.e. enhancements to SDP) is developed for later releases.  

From our analysis the method of identifying the source address information of the terminal would be by imposing the restriction that the “transmit” and “receive” components use the same IP addresses or range of IP addresses. This restriction would then be enforced by the PCF for Release 5 Given that the identification of the packet filters is carried out in the PCF then it would be possible to include other filtering mapping rules if or when changes are made in future releases. 

Additionally for ease of implementation for Release 5 it is assumed that the same IP address or range of IP addresses used for the SIP signalling path are used for the bearer. This latter restriction has been commented on many times but currently does not appear in any standards documentation.

The following CR to 23.207v5.2.0 is proposed to impose the restriction that the receiving IP address (plus agreed ranges) of a user equipment will be the same as its transmit address (or address ranges). Note that this restriction would also exist for both sides of the communication link i.e. for a 3GPP end user and a non 3GPP end user for those 3GPP users/operators wishing to include the filtering mechanism associated with SBLP.

For the release 6 timeframe a more flexible mechanism is envisaged which uses SDP to identify the source IP addresses, however this would require changes to SDP (via individual company contributions) in the IETF. This release 6 mechanism would logically assume that if the additional source information is present in SDP then this would be used otherwise the limitation from Release 5 would be in place.
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5.2 Capabilities of Functional Elements

This section provides functional descriptions of capabilities in GGSN, UE, and  P-CSCF(PCF).

5.2.1
GGSN

This clause provides functional descriptions of capabilities in GGSN. The capabilities are part of IP BS Manager (see 5.1.1.1) or corresponding user plane functions.   Determination of exactly which functions are required to support interoperator and multi-vendor aspects are not addressed in this clause.

The DiffServ Edge Function shall be compliant to the IETF specifications for Differentiated Services. The IETF Differentiated Services architecture will be used to provide QoS for the external bearer service.
RSVP/IntServ Function 

[Editors note:  Detailed functional description of RSVP/IntServ Function is FFS]

The Service-based Local Policy Enforcement Point controls the quality of service that is provided to a set of IP packets (or IP "flows") defined by a packet classifier.   The policy enforcement function includes policy-based admission control that is applied to the IP bearers associated with the flows, and configuration of the packet handling and policy based "gating" functionality in the user plane.   Service-based local policy decisions are either "pushed" to or requested by the GGSN via the Go interface.

Policy-based admission control ensures that the resources that can be used by a particular IP flow are within the "authorized resources" specified via the Go interface.  The authorized resources provide an upper bound on the resources that can be reserved or allocated for an IP flow.  The authorized resources may be expressed as an Intserv-style Flowspec.   This information is mapped by the Translation/mapping function in the GGSN to give the authorized resources for UMTS bearer admission control.

In the user plane, policy enforcement is defined in terms of a "gate" implemented in the GGSN. A gate is a policy enforcement function that interacts  through Go interface with PCF as the Policy Decision Point  for QoS resource authorisation at the IP BS level for a unidirectional flow of packets.  Gate operations as defined in TS23.228 are to define the control and to manage media flows based on policy, and are under the control of PCF.  A gate operates on a unidirectional flow of packets, i.e., in either the upstream or downstream direction.  A gate consists of a packet classifier, a traffic metering function, and user plane actions to be taken for the set of packets matching the classifier.    When a gate is enabled, the packets in a flow are subject to the Diffserv edge treatment (policing or marking) as determined by traffic metering and user plane actions.  When a gate is disabled, all of the packets in the flow are dropped.    

The packet classifier associated with a gate is a micro-flow classifier including the standard 5-tuple: (source IP address, destination IP address, source port, destination port, protocol), identifying a set of packets associated with a unidirectional flow
.   

In order to be able to construct the required standard 5 tuple the end user equipment will use the same IP address (or agreed range of IP addresses) for the receive and transmit components for the media session. The same IP address (or agreed range of IP addresses) is used for both the signalling and bearer plane.
Elements of the 5-tuple may be wild-carded.  This is FFS in Stage 3 work. It is possible for a set of packets to match more than one classifier.   When this happens, the sequence of actions associated with the gates are executed in sequence.    Packets that are marked by a gate may not be (re)marked by a subsequent gate to a Diffserv Code Point corresponding to a better service class.

The Binding Mechanism Handling associates the PDP context bearer with one or more IP flows in order to support service-based local policy enforcement and QoS inter-working.   Binding information is included in PDP Context Activation or Modification messages to associate the PDP context bearer with QoS and policy decision information provided by the PCF and associated with IP flows.  The PDP Configuration Options parameter shall be used to carry the binding information.  The PDP Configuration Options parameter is one of the optional parameters signaled in PDP Context Activation/Modification messages.  In order to allow QoS and policy information to be "pulled" from the PCF, the binding information shall allow the GGSN to determine the address of the PCF to be used. 

5.2.2
UE

This clause provides functional descriptions of capabilities in UE. The capabilities are part of IP BS Manager (see 5.1.1.1) or corresponding user plane functions.  Determination of exactly which functions are required to support interoperator and multi-vendor aspects are not addressed in this clause.

DiffServ Edge Function acts as a DiffServ (DS) boundary for the traffic from applications running on the UE. As specified in RFC2475, DS boundary node must be able to apply the appropriate PHB to packets based on the DS code point. In addition, DS boundary nodes may be required to perform traffic conditioning functions. When GGSN DiffServ  marking is used, the DiffServ edge function in the UE is not needed.
RSVP/Intserv Function provides the capability for the UE to request end-to-end QoS using RSVP messages as defined in IETF standards. RSVP messages may also be used by the network to inform the DSCP to be used by the UE.  RSVP messages shall include the authorization token and flow identifier(s) in a policy data object if the authorization token is available in the UE. RSVP may be used to trigger PDP context activation/modification.  The inter-working between MT and TE is FFS.
Binding Mechanism associates the PDP context bearer to the IP flow to support IP policy enforcement and QoS inter-working in the GGSN. The authorization token and flow identifiers are used to provide the binding mechanism and is included by the UE in the PDP Context Activation or Modification messages. The PDP Configuration Options parameter shall be used for this purpose. The PDP Configuration Options parameter is one of the optional parameters signaled in PDP Context Activation/Modification. The authorization token may also be used to bind a RSVP session with a SIP session by including the authorization token and flow identifier(s) in RSVP messages. For IMS services, the authorization token is provided to the UE by the P-CSCF during SIP session establishment.
The Pre-conditions for SIP QoS Assured Sessions shall be according to the principles for when a UE shall regard the SIP QoS preconditions to be met, as stated in TS23.228.  The functionality shall be compliant to the IETF specification on Integration of Resource Management and SIP.

5.2.3
P-CSCF(PCF)

This clause provides functional  descriptions of capabilities in  P-CSCF(PCF).  Determination of exactly which functions are required to support interoperator and multi-vendor aspects are not addressed in this clause.

Service-based Local Policy Decision Point

-
Authorize QoS resources (bandwidth, etc.) for the session. The P-CSCF (PCF) shall use the SDP contained in the SIP signaling message to calculate the proper authorization. The authorization shall be expressed in terms of the IP resources to be authorized. The authorization shall include limits on IP packet flows and restrictions on IP destination address and port. In order to be able to construct the required standard 5 tuple the PCSCF (PCF) shall assume that the end user equipment will use the same IP address (or agreed ranges of IP addresses) for the receive and transmit components of the media session. It is assumed that the same IP address (or agreed range of IP addresses) is used for both the signalling and bearer plane.
-
The P-CSCF (PCF) shall be able to decide if new QoS authorization (bandwidth, etc.) is needed due to the mid-call media or codec change. A new authorization shall be required when the resources requested by the UE for a flow exceeds previous authorization, or a new flow is added, or when elements of the packet classifier(s) for authorized flows change. 

-
The PCF functions as a Policy Decision Point for the service-based local policy control.

-
The PCF shall exchange the authorization information with the GGSN via the Go interface.

-
PCF provides final policy decisions controlling the allocated QoS resources for the authorized media stream. The decision shall be transferred from the PCF to the GGSN.

-
At IP multimedia session release, the PCF) shall revoke the QoS resource authorization for the session.

Binding Mechanism Handling
-
The PCF generates an authorization token for each SIP session and send the authorization token to the UE in the SIP message. The authorization token may contain information that identifies its generator. The authorization token shall be unique across all PDP contexts associated with an APN. The authorization token conforms to the IETF specification on SIP Extensions for Media Authorization.

-
The PCF shall generate a new authorization token when a new authorization is required. 




� Note that IPv4 nomenclature is used for illustration purposes. Please ntoe that this information will actually consist of IPv6 addresses. Futhermore this contributions  takes into account the ability of IPv6 to allocate IP address ranges as well as single IP addresses. 


� This packet classifier should not be confused with the Traffic Flow Template (TFT), which serves a different purpose from the gate.
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