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1 Introduction

Since access control within 802.1X is performed by the Port Access Entity (PAE) which is associated with a port, when the user changes ports, for example, changes access points, the user credentials will need to be transferred to the new PAE. 

IEEE 802.11 Task Group I is currently investigating techniques for transferring such information. Until there is a standardized way to transfer this information, the only reliable technique is to re-perform 802.1X authentication to the new PAE.

Installations of WLAN can accommodate different user densities. Typically in a very dense hot spot, the transmit power can be reduced to 1mW for a coverage radius of around 6m (for 802.11b).

With such densities, the number of re-authentications due to changing PAEs may become significant and the latency of such re-authentications can potentially give the user a perception of poor session quality. 

This will be increasingly important as we move towards the more advanced interworking scenarios, requiring access to IMS type services and eventual session continuity.

2 Re-authentication latency

Re-authentication latency is a factor of the number of round trips required for performing authentication, the processing of the authentication by the client and the server, and the round trip time.

The processing and number of round trip times is a function of the authentication method chosen and methods should be designed to minimize the number of round trips.

Hence, once the algorithm has been selected, by minimizing the round trip time, the latency can be reduced.

The round trip time is a function at least of the number of hops between the client and the authentication server, the processing delay of each hop and the speed of the interfaces between each hop.

Figure 1 indicates the different options which can be used to address the round trip time and also provides a representation of the different bandwidths available (a wider cylinder indicates more bandwidth).

In option 1, the Authentication server is in the home domain. End-to-end IP is used to transport Diameter (or RADIUS) messages between the client and the AS. 

In option 2, the Authentication Server is in the visited PLMN. The AS acts as proxy for the home network, recovering information from the home network  by alternative means. 

In option 3, the Authentication Server is in the WLAN AN. The AS acts as proxy for the home network, recovering information from the home network by alternative means.
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Figure 1: RTT Bandwidth for various authentication options. 

Note: SS7 bandwidth is shown for the case where the VPLMN recovers information using SS7 from the home network.

Regarding a comparison of the round trip times, it can be seen that option 3 will offer the best round trip performance, followed by option 2, then option 3.

The delta between 1 and 2 will depend on the number of hops between VPLMN and WLAN AN and the speed of these links.

Similarly, the delta between 2 and 3 will depend on the number of hops between VPLMN and HPLMN and the speed of these (IP) links. Notably, for 3GPP R5/R6, the delta increase due to these links is bounded by the requirement to support inter-PLMN SIP multimedia calls.

3 Fast re-authentication

EAP-PEAP (draft-josefsson-pppext-eap-tls-eap-02.txt ) enables optimized transitions between Access Points. Assuming that both access points communicate with the same back-end server, the old negotiated secrets are still available. The EAP-PEAP supplicant sends the Session ID of the TLS connection and the previously negotiated cryptographic algorithms. If the Session ID is still valid then the handshake is finished promptly, otherwise a new Session ID is presented to the EAP-PEAP supplicant and full authentication takes place, e.g., using a stage 2 based on EAP-AKA.

Hence, by performing TLS session resumption, the session is resumed faster, valuable authentication vectors can be preserved and load on the AuC can be minimized.

Note: EAP-PEAP is just one example of “supplementary” EAP methods which optimize re-authentication latency. Alternative schemes can also be considered. In each case it is assumed that EAP-AKA be used during full authentication.

4 Summary

With minimum cell sizes of the order of a few metres, re-authentication with 802.1X will have a critical impact on the service quality.

Re-authentication latency should be minimized. This can be achieved by:

· Selecting an authentication technique which minimizes the number of round trip times required

· Avoiding narrowband links in the re-authentication path for all re-authentications

· Decreasing the number of hops between the WLAN client and the peer Authentication Server.

EAP-PEAP, together with EAP-AKA as a stage 2 procedure, has been shown to meet the last two of the above requirements.

It is recommended that when SA2 select the authentication architecture, it should allow in the future, 3GPP systems to benefit from new developments (e.g., EAP-PEAP) which address optimization of the EAP based re-authentication latency.









































































































































