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1. Introduction

In 3GPP CN1 the current working assumption is, that the P-CSCF subscribes to the S-CSCF to the user's registration state event, and whenever the user registers a new public identity, then all the registered identities (including implicit) are sent from the S-CSCF to the P-CSCF. The reason for having all the implicitely registered public user identities in the P-CSCF, was that the P-CSCF has to verify the originator of the message. 

After SA3 has decided on using IPSec for integrity protection between UE and P-CSCF, the situation is changed: the IPSec layer in P-CSCF will have a security association towards the UE, identified by the AKA parameters (IK, CK) and the SA selectors communicated between UE and P-CSCF during registration (in the Authorization and WWW-Authenticate headers, respectively). For further information see S3z020054.
As such, the P-CSCFwill not need to know the user's public identities. When it receives a protected message in an SA, it knows already the sender from the SA selectors and parameters. However, the following hackings may be possible:

1. User1 initiates a session with a specific dialog ID., with a request which is protected in user1's SA. User2 may initiate a BYE (or any other message) to user1's dialog, protected within user2's SA. 

2. User1 initiates a session by sending a request which is protected in user1's SA, but puts user2's public identity into the From:/RPI header. This may cause the following problems:

· The called party will see another user's name displayed on the screen

· At the S-CSCF the filter criteria may be set to be triggered on the From:/RPI header. As such, user1 may achieve some services to be triggered by simply inserting another user's public identity into those fields.

The possibilities shown above shall be prohibited in IMS. The following actions are proposed to be taken:

1. When user sends an initial request, the dialog ID has to be stored and bound to the SA identifiers. Whenever a message arrives from the same SA, the P-CSCF has to verify whether the dialog the message relates to is bound to the SA the message arrived on, or not. The P-CSCF shall only process the message if that relates to a dialog already bound to the SA.

2. When a user receives an initial request, the dialog ID has to be stored and bound to the SA identifiers. Whenever a message arrives from the same SA, the P-CSCF has to verify whether the dialog the message relates to is bound to the SA the message arrived on, or not. The P-CSCF shall only process the message if that relates to a dialog already bound to the SA.

3. When the P-CSCF receives a message other than REGISTER request, it shall insert an RPID header in it containing the private user identity which relates to the SA the message came from. When the S-CSCF receives the message it shall check the relation between the private user identity and the identity in the From: header field. The S-CSCF shall process the message in case the relation is found to be OK. In case the identifier in the From: header field is not related with the private user identity, the S-CSCF shall check the format of the identity in the From: header field. The S-CSCF shall only process the message in case the identifier in the From header field has a domain part of '@localhost' and there is an RPI header containing an identity which relates to the private user identity.

4. Prior to forwarding the message further, the S-CSCF shall remove the RPID header from the message. 

The above actions also give some more flexibility and future extension to the system: operators will be able to introduce new services, like user1 may allow user 2 to place a call on his behalf, or run some specific services on behalf of him (this kind of data may be stored as part of the user profile, which is not available in the P-CSCF). 

As a direct consequence of the above actions, the P-CSCF will not need to subscribe to the S-CSCF on behalf of each user , which – in case we consider each user having one session at any time active – will reduce the number of transactions needed to be stored in the P-CSCF by 33%.

The followings are proposed to be agreed in principle:

· P-CSCF identifies the sender of the message from the SA identifiers

· P-CSCF inserts the IMPI related to the SA into the message prior to forward it to the S-CSCF (except REGISTER requests)

· P-CSCF checks if the message relates to the correct dialog (not applicable for initial requests)

· S-CSCF identifies the user based on the IMPI and verifies the relation between the IMPI and the content of the From:/RPI header. 
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