	3GPP TSG-SA WG2 meeting #24

22 – 26 April, 2002

Madrid, Spain
	Tdoc S2-021287





Source:  Cisco System

Title:  A Reference Model for WLAN-3GPP Interworking; Scenario 2

Document for: Discussion and Decision

Date: 25.04.2002


1.  Introduction

This contribution proposes the following:

· A set of guiding principles for the WLAN-3GPP interworking architecture.

· A Reference Model for WLAN network with a simple example.

· A Reference Model for WLAN-3GPP Interworking for Scenario 2.

At the early stage of the architecture discussion, the proposals are at a very high level. Cisco System will work towards contributing the details of those aspects of the proposals, which are acceptable.

2.  Guiding Principles

· The WLAN-3GPP interworking should not require any changes to the existing WLAN  (for example: 802.11, HIPERLAN) standards. As a result, off the shelf, commercially available WLAN cards and Access Points should be used. 

· Since, there are a large number of computers already in use, which are capable of accessing WLAN services, the WLAN-3GPP interworking should allow a simple upgrade to these computers. For example: a user should not be required to buy a new computer or a new WLAN card. 

· By the time these WLAN-3GPP interworking standards are ready, there will already be many WLAN systems in use in many hot spots and enterprise environments. The WLAN-3GPP interworking should require minimal changes to these existing systems. These changes should in no way affect the existing services provided by the WLAN operators. For example: the introduction of a new method of authentication should not disrupt the existing methods of authentication used by the WLAN operators.

· Though, the emphasis in our work is towards interworking with 3GPP network, it should be kept in mind that a WLAN operator may interwork with more than one type of networks. WLAN-3GPP interworking should not be exclusive of WLAN-and-any-other-network interworking.

· There are standards, which are used by existing WLAN systems. For example:  IETF RADIUS is used for authentication. There are other standards, which are being developed to be used in the future. For example: IEEE 802.1x is being developed for security. The WLAN-3GPP interworking should make use of these standards as far as possible.

· If there is a clear choice between changing 3GPP standard and some other standard, then the 3GPP standard should be changed for obvious reasons. Changes to other standards should be avoided or minimized.

3.  WLAN Reference Model

For us to define the Interworking between WLAN and 3GPP systems, we should have network reference models for both WLAN and 3GPP networks. In 3GPP, we do have a network reference model for 3GPP. Unfortunately, there is no such network reference model available for WLAN networks. IEEE defined the physical, MAC and LLC layers in the 802.11 standards but not the network architecture. IETF has defined the layer 3 and above protocols, but not the network architecture. Each WLAN network is different, depending upon the operator’s requirements and the environment where it is being used. However, to define the interworking, we must have a reference model we can work with.

The following is a reference model, which attempts to abstract the currently deployed WLAN networks. It shows only those elements of the WLAN network, which are relevant for the interworking with 3GPP. It can be taken as a starting point and it can be further refined as and when the need arises.  The reference model is shown in Figure 2. A sample WLAN network is shown in Figure 1. 
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Figure 2: WLAN Network Reference Model

Terminal

This is the user equipment with a standard WLAN card, off the shelf, commercially available from multiple vendors. It could be, for example: a tabletop computer, a lap top computer or a hand held device. 

Access Point

The Access Point is  the WLAN equivalent of a Base Station as defined by IEEE or Hyperlan (or other WLAN) standards. Access Point is off the shelf, commercially available from multiple vendors.

WLAN Access Network

The WLAN Access Network provides the connectivity for the terminal with the rest of the network. It uses the services of the WLAN AAA server to authenticate the user. It uses the services of a DHCP server to assign an IP Address to the terminal. Based upon the results of Authentication, it may allow the user to access the network, access some limited local services or deny the access. 

Though, the term WLAN Access Network is not a well-defined standard term in the industry, it’s functionalities are based upon well defined open standards. We are introducing this term to help us define the reference model.

WLAN AAA Server

This is the Authorization, Authentication and Accounting server based upon well defined industry standards, widely used and available from multiple vendors. This term needs no further explanation.  

4.  WLAN-3GPP Interworking Reference Model For Scenario 2

For easy reference, the description of Scenario 2 is reproduced here from the TR 22.934:

Scenario 2 - 3GPP system based Access Control and Charging

This is the scenario where authentication, authorization and accounting are provided by the 3GPP system. The security level of these functions applied to WLAN is in line with that of the 3GPP system. This ensures that the user does not see significant difference in the way he is granted access. This may also provide means for operator to charge access in a consistent manner over the two platforms. 

Reusing the 3GPP system access control principles allows for additional benefits seen from a user and 3GPP system operator standpoint. First of all the 3GPP system operator may easily convert the subscribers within his existing 3GPP system customer base to becoming WLAN-3GPP system subscribers with a minimum effort both for the subscriber and the operator. In addition the maintenance of the subscriber may also be simplified.

No requirements are put upon the set of services to be offered in the WLAN part beyond those inherently offered by being addressable in an IP network.













Figure 3: WLAN 3GPP Interworking Network Reference Model: Scenario 2

The Interworking reference model is shown in Figure 3.

For the purpose of interworking, three new functional entities are introduced. These are as follows:

1. Terminal Interworking Auth Function

This functional entity resides in the terminal. It is responsible to perform the 3GPP specific authentication functions in the terminal.

2. WLAN AAA Interworking Auth Function

This functional entity resides in the WLAN AAA Server. Optionally, it may be an independent entity.  It is responsible to perform the 3GPP specific auth functions in the network. In a nutshell, it has those functions of VLR/SGSN, which are responsible for 3GPP/GSM authentication.
3. Interworking Signaling Gateway

This functional entity performs the signaling conversion between the IETF protocol (for example, RADIUS) and the 3GPP protocol, i.e., MAP. It should be noted that even though the latest HSS may be IP capable, earlier versions of HSS may require signaling conversion.
5.  Conclusion

A high-level functional reference model for the WLAN network WLAN-3GPP interworking for scenario 2 along with some guiding principles has been provided. It is for discussion and approval. If approved, Cisco System will contribute towards susequent details including call flows.
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