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1 Introduction

This contribution discusses the architectural aspects for 3GPP system –WLAN interworking.


2 Why to provide 3GPP System interworking for WLAN

Bringing WLAN access to the scope of 3GPP is a compelling possibility. 

Firstly there is no matching standardisation organisation that already would be taking care of standardisation of system level operation for WLAN. 3GPP as an existing and global organisation with strong operator and manufacturer presence with their interest in WLAN access would be a unique framework for WLAN access system standardisation.

Secondly existing 3GPP system also has a set of established system functionalities that are typically missing from  WLAN access systems and thus there would be a clear benefit in interworking these system functionalities with WLAN access systems. 

Following functionalities are assets of existing 3GPP systems typically missing from WLAN access systems.

· Standardised, scalable and proven authentication, authorisation and key distribution infrastructure for a large subscriber base

· Standardised and proven security infrastructure relying on tamper proof subscriber identification modules (SIM/USIM) 

· Standardised, scalable and proven charging infrastructure.

· Global standardised and proven roaming infrastructure (including support for all above functionalities)

· Existing global roaming agreements between roaming partners including charging agreements

· Established multivendor environment 

Generally thinking, reuse of existing 3GPP system mechanisms to provide these functionalities for WLAN access systems would be the most obvious solution and would maximise the commonality between different 3GPP access systems. On the other hand it would be possible to also introduce new type of mechanisms for some or all of these functionalities, which could be more optimised for WLAN access. In this case the value of 3GPP interworking would be 3GPP itself, as a global standardisation organisation. 

Most of the above mentioned 3GPP system functions involve large databases and global signalling operations in multivendor environment. It is not trivial to create similar infrastructure starting from scratch especially if mature and proven system is desired to be deployed in a short time frame.  

Since different types of WLAN access systems are already emerging without any 3GPP interworking, the time to market for 3GPP system based WLAN access system solutions is considered to be essential. It is also of utmost importance that the 3GPP interworking is compatible with these already emerging WLAN access systems and the existing WLAN devices.   

3 Overlay Architecture Approach

In order to ensure compatibility with existing WLAN access systems and to achieve fast time to market the 3GPP system - WLAN interworking should be realised as an overlay solution on top of generic WLAN access system, as is proposed in the contribution S2-021133.  

This overlay principle should be applicable also towards the existing 3GPP systems. The WLAN interworking functionality should be introduced to 3GPP networks within a set of new WLAN IW specific release 6 network functionalities. Naturally the fewer and the simpler these are, the better. 

In addition to these new WLAN IW specific Release 6 functionalities the impact to the remaining 3GPP system network should be minimised.  Target should be to isolate the WLAN IW specific  release 6 functionality within each 3GPP system. Further within each 3GPP system the WLAN interworking functionality should be affecting as small part of the system as possible.  This implies that these WLAN interworking specific functionalities in release 6 nodes nodes should be possible to be installed as an overlay on top of the existing and deployed 3GPP systems, conforming e.g. to 3GPP release 99.

This overlay approach removes the need to co-ordinate several network equipment updates within and between mobile operator networks. It also minimises the required WLAN interworking interoperability testing between two roaming 3GPP systems.

The interworking architecture should be also selected so that it is both deployable in existing networks but also future proof towards evolving 3GPP system and other network architectures. 

4 Potential System Architecture

4.1 Basic Architecture
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The main characteristics of the basic architecture are:

· Reuse of cellular subscription also for WLAN access subscription
· AAA solution between UE and 3GPP Network is based on usage of EAP/AKA authentication with USIM (or EAP/SIM with GSM SIM )
· AAA interface between WLAN Access network and 3GPP Network is based on Diameter. (whether in initial phase Radius would be also supported is ffs)
· WLAN interworking overlay in 3GPP network is isolated into a “WLAN AAA server”.  WLAN AAA server is communicating with remaining of the 3GPP system over non WLAN IW specific interfaces.
· Access control and charging are handled separately within operators network
· WLAN offline charging is reusing the cellular offline charging infrastructure (including existing billing system integration and inter operator charging mechanisms)
· WLAN online charging would be realised by  a common Diameter solution being developed in 3GPP e.g. for IMS online charging 
· Existing cellular roaming infrastructure and roaming agreements are reused also for WLAN access
4.2 Architecture for Reusing  Existing Roaming Infrastructure

In case two mobile operators have existing roaming infrastructure and roaming agreements in place, it should be possible to reuse those also for handling roaming WLAN access subscribers. Following picture illustrates such a roaming arrangement.
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Main characteristics of the roaming case architecture are:

· New WLAN interworking specific elements are isolated into the visited network

· MAP is reused for access control between visited and home network

· Charging information exchange is handled separately from access control

· existing roaming agreement needs to be updated only regarding few WLAN specific parameters (e.g. related to charging of roaming WLAN subscribers)

4.3 Additional WLAN Access Roaming 

Typically cellular roaming is agreed between operators having non overlapping radio coverage. WLAN coverage however will consist of individual smaller hotspots not totaling to the cellular system coverage. Also typically only one WLAN access system is deployed in a given location. These aspects may drive towards WLAN access system sharing between operators who do not have a cellular roaming. Additional WLAN specific roaming, decoupled from the cellular roaming, could facilitate this mode of operation. 

For WLAN access the authentication between WLAN UE and 3GPP NW is executed by EAP authentication. In the interface between WLAN AN and 3GPP Nw Diameter is used as EAP transport. Whether the Diameter between WLAN AN and 3GPP Network utilises Diamater proxies is transparent to the EAP authentication. Thus proxying Diameter traffic  between mobile operators could provide framework for this additional WLAN access roaming. 

Following picture illustrates a roaming arrangement, where visited 3GPP Network acts as a Diameter proxy between the WLAN access network and subscribers home network.
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Main characteristics of the additional WLAN roaming are:

· WLAN access roaming does not require existing cellular roaming agreement

· 3GPP specified WLAN AN - 3GPP Nw signalling is directly proxied between 3GPP networks.

· WLAN access roaming has no direct impact to any 3GPP specifications. 

· New WLAN access roaming agreement between operators is required 

It is assumed that typically operator would need to establish the additional WLAN access roaming arrangement only with a small set of other operators, e.g. with those operators locating within the same country.

5 Utilisation of MAP backbone for WLAN Access

This chapter shows few examples how MAP backbone could be used for supporting also subscribers using WLAN access. 

5.1 Authentication & Roaming

Authentication is executed by EAP/AKA between WLAN UE and WLAN AAA Server in 3GPP Network. In case of roaming WLAN AAA server locates at visited NW

1. WLAN UE sends its identity in a form of NAI (including IMSI) to  WLAN AAA server
2. WLAN AAA Server retrieves a set of authentication vectors from Home PLMN HSS by MAP service SEND AUTHENTICATION INFO. 


3. WLAN AAA Server authenticates the WLAN UE by EAP/AKA and with help of USIM in WLAN UE.

At the end of authentication WLAN AAA server creates a temporary WLAN user ID and sends it encrypted to WLAN UE. This temporary user ID can be used for subsequent authentications within the same PLMN. The mapping between the temporary  ID and IMSI is stored in WLAN AAA server.
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This type of authentication can be executed without any changes to MAP, HSS/AuCs or USIMs (or SIM).

-To ensure the correct handling of authentication vector seqeunce numbers for USIM a possibility to indicate that the MAP request SEND AUTHENTICATION INFO originates from a WLAN AAA Server should be added to MAP protocol.  

IMSI confidentiality

Upon successful authentication WLAN AAA server creates a temporary WLAN user ID and sends it encrypted to WLAN UE with standard EAP/AKA procedure. In subsequent authentication towards the same WLAN AAA server the temporary ID (or “pseudonym”) allocated in previous authentication can be used as users identity. Thus the IMSI would need to be again used  only when accessing a new WLAN AAA server. Depending on the implementation this may happen only when switching between PLMNs.

5.2 Authorisation

Following signalling sequence could  be used to retrieve the authorisation information for WLAN access.

1. During authentication WLAN AAA server  triggers HSS to send subscriber profile to WLAN AAA. 

2. HSS returns Subscriber Profile to WLAN AAA Server by MAP service INSERT SUBSCRIBER DATA. The included subscriber profile should be updated to contain WLAN authorisation information. 

3. Depending on the type of information added to subscriber profile some authorisation information may be forwarded further from WLAN AAA server to the WLAN AN by Diameter

[image: image5.wmf]WLAN

UE

WLAN AN

Existing

3GPP system

HSS/

HLR

WLAN

AAA

WLAN

AAA

EAP/AKA

Client

CGw

Online

Charg.

SIM/

USIM

UE

WLAN AN

3GPP NW

INTERNET /

INTRANET

3. (opt) 

1.

2.

WLAN

STA

WLAN

AP

EAP authenticator

Diameter Client


This type of authorisation can be realised by defining a way to trigger transmission of subscriber profile from HSS  to WLAN AAA.  From existing MAP services MAP RESTORE DATA could be reused for the purpose. Other possibility  is that HSS is configured to automatically send subscriber profile when authentication vectors are sent to a WLAN AAA server.
Different possibilities to include the WLAN profile into the subscriber data exists. Some of the existing CS or PS profile parameters could be extended to indicate parameters of WLAN subscription or new WLAN specific profile could be added.

5.3 Charging

5.3.1 Offline charging

1. WLAN Access Network reports WLAN access resource usage to WLAN AAA server by Diameter

2. WLAN AAA server converts the Diameter accounting information into a WLAN CDR and forwards the CDR to existing 3GPP Charging Gateway by GTP’ protocol 

3. Charging Gateway forwards charging information to operators billing system
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This offline charging mechanism requires that the WLAN CDRs can be differentiated from other CDRs within each 3GPP network. Preferably a new WLAN CDR format should be created for Release 6. 

5.3.2 Online charging

A Diameter based online charging solution is currently being developed in 3GPP S5 working group. This solution should be extended also for online charging of WLAN Access. The details of the potential solution for WLAN access are ffs but at least following basic operation can be assumed.


WLAN AAA server collects the WLAN access resource usage information from WLAN AN by Diameter. The subscribers credit or resource usage information is exchanged between WLAN AAA server and online charging system. When subscribers connection needs to be cancelled WLAN AAA server gets a trigger from online charging system and disables the connection in WLAN AN by Diameter protocol.

6 Conclusions

This contribution has discussed architectural aspects of 3GPP system – WLAN interworking. Especially the possibility to reuse existing 3GPP system functionality for WLAN interworking is evaluated. 

Reuse of existing 3GPP system functionality would enable fast time to market with 3GPP- WLAN interworking solutions. Fast time to market is seen an important aspect as different types of other WLAN access systems are already emerging and solutions for enabling overlapping  functionalities as those that could be provided by 3GPP system interworking are already emerging.

This contribution has shown also that a future proof WLAN interworking architecture can be provided also while maintaining compatibility with existing 3GPP systems.

The group is invited to discuss the desired way forward about 3GPP system WLAN interworking. The likely trade off between reuse of existing functionality and required specification effort should be taken into account.










